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Abstract

There is often a misalignment between requirements forikgegiata owners’ infor-
mation private and real data processing practices, anccémdead to violations of
privacy. Specifying and implementing appropriate pokde control a user’'s access
to a system and its resource is critical for keeping data osvmeformation private.
Traditionally, policy specification is isolated from reggments analysis, which of-
ten results in data processing practices that are not in kange with data owners’
requirements.

This thesis investigates a development scheme that inésgpalicy specification
into requirements analysis and approach design. It sugtiesdt while we derive spec-
ification from requirements analysis, we can also improgelirements and approach
design through privacy preservation specification by fylemgy ambiguities in the re-
quirements and resolving inconsistencies between ragemées and data processing
practices. This claim is supported by the requirementsyaisaand specification of a
purpose based access control approach for privacy préserva

The purpose-based access control method consists of ay @npiurpose which
expresses requirements for keeping personal informatioatp from a data owner’s
point of view. The requirements analysis is helped by thei§pation of the entities,
the relationships, the invariants corresponding to thairements, and the model op-
erations along with proof obligations of their satisfiayili That specification results
in a complete purpose based access control model in the tasandra-organisation
scenario. The development scheme has also been appliedacyppreservation in
distributed collaborative environments. Distributed @uting environments pose fur-
ther challenges for keeping personal information privddesign considerations are
taken for ensuring that personal information is access®ad fwo or more parties only
if agreed privacy policies and privacy preferences aresfsadi, and for facilitating
privacy policies matching and privacy preference comgkaamong distributed col-
laborative organisations.



The work presented in this thesis should be of value to rekees on privacy
protection methods, to whom the purpose-based acces®tomdel has been made
available for privacy property verification, and to reséars on privacy specification,
who will be able to incorporate specification into the regmients analysis.
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Chapter 1
Introduction

The research in this thesis is aimed at gaining data owneist &nd improving their
confidence in the disclosure of their personal informati®nvacy is an important is-
sue in information systems, but it is particularly vulndeaim infrastructure systems
such as medical and financial information systems. Spegifgnd implementing ap-
propriate policies to control a data user’s access to amsyatel its resources is critical
for protecting data privacy. In order to gain the data owneust and improve their
confidence, it is important to fulfill the data owners’ reguirents upon the collection
and usage of their personal information, as advocated sthigsis. It is also impor-
tant to maintain consistency between the privacy presgmiomises and the real data
processing practices of organisations which collect amadgss such personal infor-
mation. However, there has been little reported work in fatynspecifying privacy
policies for information systems [FHO1]. Additionallystiiibuted computing environ-
ments pose further challenges on privacy preservatiomismiork, for privacy protec-
tion approaches, the primary focus is to take the data owpevsacy preferences into
consideration, which are often neglected in previous pyiarotection approaches;
for privacy protection specification, all entities of thevacy protection approach will
be formally specified, including privacy requirements. Sfeally, the purpose-based
access control method detailed in this thesis integnateposeinto privacy protec-
tion approaches, and provides a complete specificatiors Waik also makes further
exploration on the design considerations for privacy pregeon in distributed collab-
orative environments. The objective of this chapter is tatdsh the context for this
research.

This chapter is structured as follows. Section 1.1 intredutie research context
of this work. Section 1.2 provides a healthcare scenaribustiate the role of access

14



1.1. RESEARCH CONTEXT 15

control and privacy requirements specification in protertiata security and privacy.
It also briefly summarises privacy protection principlesct®n 1.3 briefly introduces
current policy specification researches and practicespaeviews VDM - the specifi-

cation method used in this research. Section 1.4 introdbeanotivation for this work

and summarises the problem statement. Section 1.5 ovexvtiewvork presented in
this thesis. Finally, Section 1.6 provides an overview efitamaining chapters.

1.1 Research Context

Privacy, as a legal, social and moral issue, has been a eoateocial scientists and
lawyers for a long time. It is a complex socio-technical systhat requires interdis-
ciplinary research from the domains of sociology, psycggl@nd computer science
[And04]. It is especially a major concern for the deploymehinformation process-

ing systems in this information age, since new technologiese new threats to pri-
vacy rights. In order to protect privacy, many legislativelaechnical efforts have
been made (e.g. [The95], [Uni96], [Obe01], and [Wor06]).isTkection gives an

introduction to the context of privacy research, including definition of privacy, pri-

vacy concern, privacy violation, privacy protection légisons, and privacy preserving
technologies.

1.1.1 Whatis Privacy?

There are philosophical, legal, societal, and technicabne of privacy. The first real
definition of privacy dates back to the 19th century. Samueairé and Louis Brandeis
gave a definition oprivacyin their seminal papefFhe Right to Privacyn the Harvard
Law Review [WB90]. There’s a principle in their privacy defian - “the right to be
let alon€. The definition of privacy was brought up due to the develeptrof new
forms of technologies that was coupled with other develagmat that time. In the
sense of the right to be let alone, Warren and Brandeis vigheghotography used
by the yellow press as an attack on personal privacy, sinotgoghaphic and printing
technologies made it easier to share and spread imagesxama peblic.

The definition of privacy given by Alan Westin [Wes70] is commin current use.
It defined privacy asthe claim of individuals, groups and institutions to deterefor
themselves, when, how and to what extent information alem is communicated
to others. According to this definition, natural person (individeals well as legal
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organisations (groups and institutions) have the rightiwapy.

The contents considered private were taken into accountiimg ®ther definitions.
For instance, Wikipedia defines privacy dké ability of an individual or group to se-
clude themselves or information about themselves andhifieezeal themselves selec-
tively. The boundaries and content of what is consideredgpei differ among cultures
and individuals, but share basic common thehj@#k]. In this context, information
not only relates to the raw data about an individual, e.g.eage, gender, or address,
but also relates to their credentials, e.g. degree cetsficabenefit entitlement, and
relates to their preferences, e.g. ‘only my GP can accessamgtg data’.

In general, the concept of privacy can be divided into thegeeats [Ros04]:

e territorial privacy, which protects the close physical area surrounding a perso
i.e. domestic and other environments such as the workplagehdic space;

e privacy of the personwhich protects a person against undue interference, such
as physical searches, drug testing or information viojptine’s moral sense;

¢ informational privacy which controls whether and how personal data can be
gathered, stored, processed or selectively disseminated.

The emphasis of the research reported in this thesis cangeatection of pri-
vate information of a person. In common speech, the wordsgmal’ and ‘private’
are sometimes used interchangeably. In this researchatptinformation means in-
dividually identifiable information about an individualhie ‘personal’ information
is used to represent ‘information about a person’, which wragnay not be private,
so private information is treated as a subset of personaindtion. People want to
keep their private information secret or confidential. Bfiere, privacy in this research
meanghe right of individuals to have control over their privatgormation

1.1.2 Privacy Concerns

Privacy is a major concern for the deployment of informapoocessing systems. With
the rapid development of information technology, many natietives were promoted,
such as online banking, distance learning, teleworkiregtednic commerce, road traf-
fic management systems, research networks, healthcarermkstand so on. These
applications have changed our lives completely, but these ladso brought different
risks for society [FHS96]. On one hand, these applicationgide people with great
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convenience. For example, by providing credit card infdrama one can shop online
at home instead of crowding around highstreet stores. Itiaddthese applications
bring quality to services provided by organisations. Fetance, the shopping history
records available make it possible for retailers to off@irticustomers the most rele-
vant recommendations. On the other hand, however, behes® thttractive benefits,
the risks of privacy violation are increasing. For theseliappons, a growing amount
of personal information, such as transaction data, finhuleit, business data, sen-
sitive medical data, or location data, may be collected¢gseed, and disseminated,
with or without the data owners’ consents. Moreover, in avoeked society, an in-
creasing amount of transactional data for network servigk$e available, and may
be collected at different sites. So personal informatioly tma collected, stored, and
processed in various information processing systems.

The collection, storage, processing, and remote retrielahst amount of per-
sonal information have become a routine and inexpensivegsition [Cal03]. The
easy access to private data increases the temptationsdogsted parties (individuals,
businesses, or governments) to intrude upon people’'sqyrivaunprecedented ways
[RBEO3]. Therefore, individual privacy is seriously endared. Barry Barber [Bar97]
cites the following problems if things go wrong regardingto/acy preservation:

e Public embarrassment or loss of public confidence

Danger to personal safety

Infringement of personal privacy

Failure to meet legal obligations

Breach of commercial confidentiality

Financial loss

Disruption of activities

Privacy is one of the major issues to be handled in many emviemts, such as the
domains of e-Learning [FWBBPO06, Klo06, MR0O7], e-Governtn&io02, RWBO02,
WC08, MCWO08], e-Commerce [ACR99, Kor02, Acq04], healtleddPKB99, And00,
RCHSO03, BKP04, Hun05, BGA06] , and so on.
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1.1.2.1 Privacy Debacles

Massive privacy breaches have made privacy a central comténe information age
[HAFO5]. In recent years, news about privacy breaches oaas to hit the headlines.
Some of them are cited below:

1. Two computer discs holding the personal details of alliliesin the UK with
a child under 16 have gone missing in October 2007. The ChaideBt data
on them included names, addresses, dates of birth, Natimsiiance numbers
and, where relevant, bank details of 25 million people [BBCO

2. The HSBC banking group lost a computer disc with the detiB70,000 cus-
tomers in March 2008. The customers’ details included thames, dates of
birth, and their levels of insurance cover [BBCO8].

3. Four computer discs containing the details of 17,990ecurand former staff
were lost in July 2008 when they were sent between Whittmgtospital NHS
Trustin north London and McKesson, a firm providing IT palselrvices. They
contained the names, dates of birth, National Insurancebetsnstart dates and
pay details of all staff of four NHS Trust organisations. Ylaso contained the
addresses of some of these NHS Trust staff [SimO08].

4. Ministry of Defence lost an unencrypted portable hargedin October 2008,
which contained the private details of 100,000 members ofiyaAiRoyal Navy
and RAF personnel, including the names, addresses, davasihpfpassport and
National Insurance numbers, drivers’ licence, bank dgtaihd their next of kin
details. It also held details of another 1.7 million indiwads who had made
enquiries about joining the Armed Forces [Hop08].

5. A problem with the security of the ContactPoint databagesed personnel data
for 55,000 vulnerable children. ContactPoint’s shieldaygtem was supposed
to remove all details of the estimated 55,000 vulnerablé&dcdn - apart from
the name, sex and age - from the database, which will be alaiia children’s
services workers across the country. However, a flaw in teeesy meant when
certain records were updated, a duplicate was created wieedetails were not
shielded [Fre09].

6. Unencrypted memory sticks and CDs containing names,eadds and dates
of birth of 9,000 Barnet school children were stolen in a kfgaat a council
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employee’s house in north London. The data relating to Ydapupils from
2007, 2008 and 2009 included information about their edocal attainment,
entitlement to free school meals and home postcodes [BBC10]

These cases of massive privacy breaches were largely caygbd lost of com-
puter discs. But since nowadays more and more informatidieiilsg processed by
electronic means, people also have concerns over theaqyrin the e-environments.
Many surveys conducted around the world (e.g. [PriO1, Rii)é08, Inf08, Pri08])
have found consistently high levels of concern about pyiVACR99].

1.1.2.2 Types of Privacy Violations

Daniel Solove provided a taxonomy of possible privacy wiolas [Sol06]. He cate-
gorised related privacy violations into four groupeformation collection informa-
tion processinginformation disseminatioandinvasions These groups involvedata
subject which is the individual about whomaata holderhas information. From that
individual, various entities (other people, businessed,the government) collect in-
formation. The data holders then process it, includingesitpicombine it, manipulate
it, search it, and use it. The next step might be ‘informati@semination’, in which
the data holders transfer the information or release tloenmdtion to others. The gen-
eral progression from information collection to procegdimdissemination is the data
moving further away from the control of the individual. ‘lmsions’ involve infringe-
ments directly on the individual. Instead of the progressivay from the individual,
invasions progress toward the individual and do not nec&gsavolve information
handling.

Information collection includes making observations tigbsurveillanceand seek-
ing information throughnterrogation Information collection affects privacy by mak-
ing people uneasy in how the collected information could $edu So it is a violation
of privacy even if the collected information is never usedrtkermore, interrogation
can place people in the uncomfortable position of havingtose to answer questions.
Information collection should also be controlled to prevether violations of privacy
such as blackmail.

Even information is collected in privacy-respecting waysan also be processed
in ways that violate privacy. Information processing viaas can be grouped into
the following forms. Aggregationmakes information available by combining and
analysing separate pieces of information rather than ctolig new information. Ag-
gregation enables inferences that would be unavailabérwibe.ldentificationmakes
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information more available and may alter how a person igecehy linking informa-
tion with a person by way of an identifidnsecuritymakes information more available
to those who should not be granted access such as idenétyethiand it can also lead
to distortion of data if false data is enteresecondary usesakes information avail-
able for purposes for which it was not originally intendeéxclusionmakes a data
subject unable to know what records are kept, to view thenkntav how they are
used, or to correct them. All these forms of information @sging create uncertainty
on the part of the data subject. Exclusion causes the umugrtay keeping infor-
mation that the data holders have about the data subjectseline other forms of
information processing create the uncertainty by makifgrimation available in new,
possibly unanticipated ways. Even without more materisdrimation misuse, such
uncertainty can of itself be a harm since it forces the datgestito live in fear of how
his information may be used.

After information is processed, the data holder will typiicaisseminate it to oth-
ers for use. Some forms of information dissemination catategrivacy by providing
information to inappropriate entitie€€onfidentialitycan be breached when a trusted
data holder makes unauthorised disclosure of confidemtfatrnation about a data
subject, such as the violation of patient-physician tresatronship. Disclosurein-
volves not a violation of trust as with confidentiality, batler the making of private
information known outside the group of individuals who axpected to know itEx-
posureoccurs when embarrassing but trivial information is shateighping the data
subject of his dignityDistortion is the presentation of false information about a per-
son. Distortion not only harms the data subject, whose edjout is damaged, it also
harms third parties who are no longer able to accuratelygutig subject’s charac-
ter. Appropriationis related to distortion. Appropriation associates a pewih a
cause or product that he did not agree to endorse. Apprapriatlversely affects the
ability of the person to present himself as he choo$esieased accessibilitgccurs
when a data holder makes previously available informationreneasily acquirable. It
is a threat to privacy as it makes possible uses of the infooméhat were previously
too inefficient, and furthermore, potentially encouragesitended secondary uses.
Blackmailinvolves the threat of disseminating information unlesasaemand is met
rather than really disseminating information. It allowseagon to be dominated and
controlled by another. With blackmail, the harm is not in #wtual disclosure of the
information, but in the control exercised by the one who nsake threat over the data
subject. It uses private information to create an inappab@power relationship.
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Invasiongepresent interference in what is traditionally considéhe private sphere
of life. There are two forms of invasions. The first involy@sysical intrusionither
upon private property (such as trespassing in the home)ar the body (such as body
searches by government officials). The secordessional interferengenhich is in-
terfering with personal decisions. Some view invasionsialtrons of other rights
such as property and security rights in the case of physiatalgion, or the rights to
autonomy and liberty in the case of decisional interference

Privacy breaches and violations cause concerns aboutpriRrivacy concerns
might seriously hamper acceptance of information techyol[&L04]. People start
considering whether it is worth to risk their privacy to ghemefits offered by informa-
tion technology. Collecting vital private information,duas credit card information
and medical records, is often more difficult due to the lackws$t from data owners
on information processing organisations. This distrustised by privacy concerns of
the data owners, becomes a serious obstacle to the widdsgateption of information
technology.

1.1.3 Legislative Efforts

Legislative efforts have been made for privacy protectiglany legislative acts aim-
ing at personal data protection were proposed to ease pro@werns. (1) In the
European Union, th&U Directive on the protection of individuals with regardttoe
processing of personal data and on the free movement of satetfthe95] was for-
mally adopted in October 1995 by the European Council. Thim miajective of the
Directive is the protection of privacy as a fundamental tjig¥hich is increasingly en-
dangered in the networked society. Another objective ofdhective is providing a
uniform minimum standard for privacy protection to prevesgtrictions on free flow
of personal data between EU member states for reasons atpiivotection. Besides,
the EU Telecommunications Directive [The06] imposes dil@ns on carriers and
service providers to protect the privacy of users’ commaiion. Its rules severely re-
strict marketing activities as well as access to billingadéttis also required that Caller
ID technology must incorporate an option for per-line biogkof number transmis-
sion. Furthermore, information collected in the delivefycommunication must be
destroyed once the call is completed. The EU Directive orptbé&ction of personal
data and the EU Telecommunications Directive aimed at eimfigra relatively high
standard of personal data protection. (2) In the UnitedeStahere are several leg-
islative acts that require certain organisations to preydtection of personal data,
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such as the Health Insurance Portability and Accountgldt (HIPAA) [Uni96] for
healthcare organisations, Children’s Online Privacy &todon Act (COPPA) [Fed98a]
for websites or online services directed to children, amdGnamm Leach Bliley Act
(GLBA) [Fed98b] for financial institutions. (3) In CanadagtPrivacy Act [Dep09],
as a federal legislation, came into effect in 1983. The ast®at rules for how insti-
tutions of the federal government deal with personal infation of individuals. The
Personal Information Protection and Electronic Documestit{RIPEDA) [Off00] gov-
erns how private-sector organisations collect, use, astlatie personal information in
the course of commercial business. It also contains vapomgsions to facilitate the
use of electronic documents. The PIPEDA was passed to peocamisumer trust in
electronic commerce. There are also legislative acts dtatig regulations for privacy
protection in other countries.

Information processing organisations have also startgailbtish privacy policies
to promise fair personal information practices and to aeguiformation owners’ trust
and to improve their confidence. However, privacy cannotuiécgently protected
solely by legislations and privacy policies. As stated bychMiel Tschantz and Jean-
nette Wing [TWO09], technical approaches to privacy mustdne @f the basis of creat-
ing privacy legislations and in designing privacy regwas. Legislations and policies
need to be technically feasible to implement. Privacy mtite requirements should
also be enforced by information technologies, and privaeggrvation should become
an important design criterion for information and commatien systems [FHO1].
Therefore, privacy enhancing technologies, which camnrtieettly enforce legal, organ-
isational and individual privacy requirements, have to esighed and implemented.

1.1.4 Privacy Protection Technologies

Privacy protection technologies refer to a variety of tebgies that safeguard per-
sonal privacy by minimising or eliminating the collectiohidentifiable data [HB98].
The privacy protection technologies cover a diversity qesss, such as:

e Protecting the user identities with anonymity, pseudomgrnlinkability, and
unobservability of usersThe legal principle of necessity of data collecting and
processing requires that personal data should only bectedl@r used for iden-
tification purposes when truly necessary. If personal datatb be collected,
it should be rendered anonymous or pseudonymous as sooa parpose for
which the data was collected permits that.
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e Protecting the confidentiality, integrity, and availalyliof personal data using
access control mechanismghe privacy requirements ofecessity of data pro-
cessing of personal data of users and data subjeetsch requires that access
to personal data is necessary for performing current taskparpose binding
which requires that the purpose of the access should be @mplith the pur-
pose for which the data was collected, can be technicallgreadl through an
appropriate security policy and access control mechanisms

Researchers in the information security community and dnél specification
community have investigated privacy preservation andagsivpolicy specification
from different perspectives. A number of approaches haes Ipeoposed in the lit-
erature with regard to privacy-preserving data accessesneSesearch on privacy
preservation approaches discuss technologies that pradec identities by enforc-
ing anonymity [HS04, Poo99, Cha92, RR97, OIi95, Swe02]udsaymity [KS03,
GGK*99, AB08, AF08, LZY06, Cha81], unobservability or unlinkialy [AS00, Mal08,
EKS02, BFTs04, OdI03, SK03, PW87, CAMR2]. Such technologies are important
means to protect users from traffic analysis and the creatimommunication and
user profiles. However, to protect private information thas to be collected, pro-
cessed or transmitted, and to implement privacy requirésrserch apurpose binding
andnecessity of data processing of personal data of users atedsidjectsthere is
also a need for research on privacy technologies based essacontrol mechanisms.
The research reported in this thesis will focus on priva@sprvation through access
control mechanism.

The definitions mentioned in section 1.1.1 and analysis shetvprivacy protec-
tion is mainly based on individuals’ ideas. It depends orstigsitivity of the personal
data to be collected, processed, and disseminated. Theiagnef personal data is
not only dependent on how intimate the details are, but isis mfluenced by the pur-
pose to access it and the context of use. For usual accesslsprtich as the access
control for confidentiality protection, the informationWidrom objects with different
security levels to subjects with different clearance Is\en be used as the decision
criteria, and it is fairly straightforward to implement.nSe the comfort levels about
privacy vary from individual to individual, the decisionitaria for privacy protection
is more complex than that for usual access control. In thikwaata owners’ privacy
preferences are taken into consideration, and the entipugdose is integrated into
privacy protection approach.
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Figure 1.1: Data Accesses in a Medical Care Scenario

1.2 Privacy Protection in Data Access

The discussion about privacy protection is based on ace¢gg®ivate personal data.
In a privacy preserving data processing environment, a aater should have total
control over how his data may be accessed or used. This tenmcompasses several
data processing phases, including the collection, storageess, and dissemination
of the data. In this section, data accesses and privacyreggents are discussed and
analysed. In the first part, an exemplar scenario of datasaeses presented. The
privacy requirements in this scenario and privacy requaet®s in general are then
analysed, two major privacy protection guidelines areuised, and a summary of
privacy properties is then presented. Some organisatiirsectheir own privacy poli-
cies following general privacy protection principles. Tihgortance of specification
and implementation of these policies is then pointed out.

1.2.1 Data Access and Privacy: A Medicalcare Scenario

We use the following exemplar scenario in medical care tsithte data accesses for
the consideration of privacy preservation.
Scenario - Medical Care: Figure 1.1 describes a typical medical care scenario in the
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NHS system. A patient wants to get medication. Firstly he megyster with his GP.
For the registration, he needs to provide certain persof@amation, some of which
is confidential. For example, he may need to provide his natae of birth, home
address, contact details, and most importantly, his mekliseory, for the registration.
This information will be stored in the Clinic. Once regigdy the NHS system will
issue a unique identification — the NHS number — to the patkemtevery subsequent
visit to his GP, the patient’s health details, the preswipgiven, and the treatment
history will also be updated and stored in the Clinic.

The patient may also visit other NHS or private hospitalspacglists for further
treatments. For NHS hospitals, with the NHS number, dodtotbe hospitals can
obtain information of the patient. A copy of the medical nretmay be stored in the
hospitals visited by the patient. These hospitals may alsifappend more informa-
tion into the patient’'s medical record. The patient may dswe separate medical
information in private hospitals. In addition, when buymedicine with prescriptions
at a pharmacy, the patient may leave some of his informasioch as name, date of
birth, home address, and payment information to the pharmac

1.2.2 Privacy Preservation Requirements

The information contained in medical record reveals sortimate aspects of the pa-
tient’s life. It may consist of the patient’s diagnostic d@adting information, his family
medical history, genetic information, and history of dsesand treatments. So the pa-
tient may treat it as private. Breach of privacy can be danwatp both the patient and
the organisations concerned.

In order to protect his information, the patient may spestyne privacy preserving
requirements. The patient may

e give his consent to clinic and hospitals to collect and stesdealth information;
e Qgive his consent to pharmacy to collect and store his punehasformation;

¢ allow his GP to access all his health information, includsiogne highly private
information, such as genetic information;

¢ allow the treatment and medication history to be used faraeh purpose in an
anonymous way without obtaining the patient’'s consenth siscfor the analysis
of prevalent features and trend of infectious diseasest{imipatient has the
option to forbid such access);
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¢ allow the contact information and purchasing history to bedufor direct mar-
keting purpose by the pharmacy (but the patient has theropdidorbid such
service);

¢ allow the contact information and purchasing history to bared with third-
parties, but this needs patient’s consent;

e demand that the payment information, such as credit caoirdtion, be used
only for payment authentication, and can not be shared wigtilaird-parties.

These requirements express demand for privacy presematim a data owner’s
point of view. For data processing organisations, in thseaginics and hospitals, to
enforce privacy preservation, these requirements shautdken into account.

1.2.3 General Privacy Properties

The privacy preservation requirements of a patient on datesses in a medical care
scenario are shown above. Similar efforts have also beee maather contexts, such
as in e-commerce and e-government environments. Soméutiesis have brought
forward general privacy principles as guidelines for priwarotection. The following
are two sets of major privacy preservation principles:

e OECD Guidelines for Data Protection

The Organisation for Economic Co-operation and Develognf@&ECD) has
specified the guidelines on the protection of privacy andsioarder flows of
personal data [Org80]. The guidelines specify eight pgivanciples: col-
lection limitation, data quality, purpose specificatiorseulimitation, security
safeguards, openness, individual participatiamdaccountability The OECD
guidelines on data protection consider privacy protedtiorelation to personal
data.

e FTC Fair Information Practice Principles

The US Federal Trade Commission (FTC) brought forward thelF@rmation
Practice Principles [Fed98c]. They specify five core pples of privacy pro-
tection: (1) Notice/Awareness; (2) Choice/Consent; (3) Accessiftpation;
(4) Integrity/Security;and(5) Enforcement/Redres3 hese principles were put
forward to ensure that the practices of collection and ugergonal information
are fair and to provide adequate privacy protection.
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Both the OECD and FTC principles provide general privacym@mnents that or-
ganisations should comply with. Based on the analysis dfetlpginciples and other
requirements in legislative acts, the most essential gyiyainciples are summarised
in [FHO1] as follows.

e Lawfulness and fairness: Private data should be colleateldpaocessed in a
lawful and fair way;

e Purpose specification and purpose compliance: The purposehich private
data is collected and processed should be specified. Thecpudrgt use of pri-
vate data is limited to those specified purposes, unless than informed con-
sent by the data owner;

e Necessity of data collection and processing: The collactiod processing of
private data should only be allowed, if it is necessary fa tbquests falling
within the responsibility of the data processing agency;

¢ Notification and access rights of the data owners: Data asvhave the right
to notification, and the right to correction, erasure or kiog of incorrect or
illegally stored data;

e Security and accuracy: Appropriate technical and org#pisal mechanisms
have to be taken to guarantee the confidentiality, integaityl availability of
private data. Private data has to be kept relevant, accanadieup to date.

These principles express general privacy requirementsotiganisations should
enforce in their data processing systems, and provide hjuedeto data processing
organisations for privacy preservation.

1.2.4 Organisational Privacy Policies

Companies and enterprises nowadays gather more and mormatfon about their
customers in order to provide more competitive servicesis Especially true that
companies and enterprises use applications on the web taanbehaviors of their
customers. This results in heightened concern over patamintended disclosure
and misuse of private information. Fortunately, the trenduch that organisations
and enterprises are also becoming more serious about tiegpte privacy of their
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customers. On the one hand, they are required to comply wistirgg privacy regula-
tions, on the other hand, they also need to take advantadpeiofprivacy practices as
an important capital to increase (or at least retain) theirket share.

Governments, industries, and independent global consottiave encouraged or-
ganisations to define their practices for handling and sgapersonal information,
including reasonable communication of these policies ta daners. Therefore, in
parallel to the proposition of general privacy principlesntioned above, many organ-
isations have also defined their own privacy policies [Mic#8h06, Goo09, eBalo,
Pay10]. These privacy policies are the major privacy resuents that organisations
should enforce in their data processing systems.

An organisational privacy policy often reflects differeegél regulations, promises
made to customers, as well as more restrictive internalipescof the organisation
[KSHO3, KSWO02]. In general, a privacy policy defines whatadet collected, for
what purpose the data may be used, whether the organisateidgs access to the
data, who are the data recipients, how long the data will taermed, and who will be
informed under what circumstances [KSWO02]. Privacy pebctan be viewed from
three different perspectives [SHWO02]:

1. Preference: the data usage preferences of a particuamodaer whose data
may be collected by an organisation. For example, a dataromag have a
preference such as:

| do not want my medical record to be used for marketing puepos

2. Promise: the privacy promises that an organisation éidesrto enable a data
owner to determine whether the data processing practicéiseobrganisation
match his preferences. For example, the following statéisleows the privacy
promises of a hospital [BHASO04]:

We will not use your medical record for any purpose other tkt@a primary
purpose for which the data was collected

3. Privacy Practices: the fine-grained access or privacyrgbpolicy that governs
the actual usage of the data by users of one or more orgamsatiPrivacy
practices are more detailed and restrictive than privaoynses. For example,
a privacy practice may be stated as:

A patient’s medical record can be read by their primary desfdor treatment
purposes
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Privacy promises and privacy practices state privacy requents from organisa-
tions’ side, while privacy preferences express the requargs from data owners’ point
of view. Therefore, privacy preservation need to take ictmant privacy requirements
from both organisations and data owners.

1.3 Privacy Policy Specification and VDM

Traditionally, privacy policies are written informally ung natural languages, which
makes it difficult to determine exactly who is authorised toess which object for
what purpose. There is clearly a need to have some formal srteaspecify privacy
rights and obligations that are promised by privacy polieyesments and mandated by
a number of legislations. With formal specification of paygolicies, the meaning
of privacy-preserving requirements can be precisely datexd. It is then possible to
claim the abidance of the data processing practices witpriliacy policies.

Formal methods is a technology that can help by providingidiational formal-
isations of privacy and practical tools for checking forvagy violations. It can and
should be applied to security and privacy preservation {@&/ TW09]. All the ma-
chinery of the formal methods community can help us gain aemigrorous under-
standing of privacy rights, requirements, and violatiovie can use formal models,
such as state machines and process algebras, to model thadvedf the system and
its threat environment. We can use formal logics and forrmatjliages to state dif-
ferent aspects of privacy, to state desired propertieseselsystems, to state privacy
policies, to reason about when a model satisfies a properpplay, and to detect
inconsistencies between different privacy policies. Auated analyses and tools en-
able us to scale the applicability of these foundational e®dnd logics to realistic
systems. We can also see the advantage of formal technigoesn particular the
logic-based ones, which provide validation tools for theragnodels [BLPT04], and
allow management model that are not application dependent.

1.3.1 P3P - A Policy Specification Method

Access control policies may be specified in formal logic sashAlloy [Jac02] and
Authorisation Specification Language (ASL) [JSS97]. Tanfaly specify privacy
policies, the World Wide Web Consortium (W3C) proposedRtetform for Privacy
Preferences ProjectP3P) [CLM"02b]. P3P is a notable approach commonly used
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Figure 1.2: The Usage Scenario of P3P and APPEL

for specifying privacy policies of service providers ondmiet. The goal is to enable
machine-readable privacy disclosures, which could béeketd automatically by web

browsers [BCKMO05, CAGO02], ensuring that customers arermfa about privacy

policies before they release personal information to degdions.

Figure 1.2 describes the intended use of P3P and a languagmee to inter-
operate with P3P - APPELA(P3P Preference Exchange Langupa$E€LM02a]. A
service provider publishes a privacy policy detailing iédadprocessing practices, and
then generates corresponding P3P policy reflecting thisypevhich is in a machine-
readable format. When a customer wants to use the servied?3R policy is then
transmitted to the customer’s user agent, which is confdyuseng the customer’s pri-
vacy preferences, expressed in APPEL. If the service pepgidata practices promised
in the P3P policy conform to the customer’s privacy prefees then the user agent
will accept the received policy.

P3P provides a mechanism for ensuring that customers caridsened about pri-
vacy policies before they release their personal inforomatbut it does not provide a
mechanism for making sure that organisations actually @airding to their policies.
P3P depicts privacy policies in a standard machine-readabinat, but it only gives
description of promises rather than technical measuresritorcement of the poli-
cies. In addition, without a technical and automated comirechanism in place, an
obscure understanding of dataflows of personal data withiorganisation may lead
the organisation to unintentionally violate their own pabéd privacy policies. The
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problem is amplified if personal data is used not only witlia drganisation that col-
lected the data, but also by other external organisatiarch, &s partner organisations
and managing authorities with a legitimate need to accesddta.

1.3.2 VDM - A Rigorous Method of Specification

The specification approach chosen for this investigatifbs (Vienna Development
Method), which is based on a formal specification languagee-ViDM specification
language. VDM is described in [Jon90]. In the rigorous mditlubjects are normally
specified in terms of a model. The specification of an appréakds the form of an
operation(or operations) on atatewhich defines a class or set of valid states. Well-
formed conditions, known adata type invariantsmay be used to limit the defined
class further. Operations are specified using pre-comdgredicates (predicates on a
single initial state) and two-state post-condition pratks (predicates over the initial
and final state values). This type of specification aims tanigicit, which means it
aims to fix the properties required of the approach withoatsgping how they are to
be achieved. All operations must preserve any data typeiamtdhat may exist. They
may change the value of the state as long as the new value lisl stede.

Initial specification should aim to capture abstract cohesgl avoid implementa-
tion detail. By gradually including design, algorithmicichimplementation detail, the
development to a program proceeds either by data refineméytaperation decom-
position. On the one hand, in data refinement, a new staterdloghe implementation
is defined, and the operations are redefined on this stateenGistate of the rep-
resentation, a ‘retrieve function’ relates the new and nuanecrete specification to
the more abstract specification, showing how the correspgrabstract state can be
achieved. At each refinement stage, it is important to caosfroofs which show
why the refinement adequately models the previous stageh®ather hand, in oper-
ation decomposition, the state remains unchanged and #dratagns are redefined by
combining simpler operations with control constructs saglsequence, selection, and
iteration. As with the refinement process, a number of pradifjations arise for each
of the control constructs used within the decompositiorcess.

The reasons for choosing this approach are:

e it provides the kind of expressive possibilities requirgdnbany applications,
such as the engineering of critical systems;
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e the satisfiability proof obligations only requires opevsas which are specified
mostly with pre-conditions and post-conditions;

o the satisfiability proof approach is relatively simple, ainfacilitates the analy-
sis of privacy requirements.

This research discusses the specification of the purpasediaecess control method,
in both intra-organisational and inter-organisationaesa A link is established be-
tween the task of requirements analysis and the design dftéte of a VDM state.
As well as the specification itself, this research also mtesia good example of the
development method.

1.4 Motivation and Obijective of This Work

This work is motivated by the observation that privacy reguients and data process-
ing practices are often misaligned, which leads to privacjations. As described
in a recently proposed road-map for web privacy by Anton et[ABLYQ7], there
still remain vital research problems to be addressed feapyi protection. One major
challenge is actual enforcement of privacy policies oneedéta has been collected.
Enterprises and organisations have taken various appsdolprotect customer pri-
vacy, such as publishing privacy policies on their websiegsbling P3P compliant
privacy policies, incorporating privacy seal programg(&RUSTe [Ben99], BBBOn-
line [BBB09], CPAWebTrust [Web]), etc. But these approacbannot truly safeguard
customers’ privacy because they could not ensure thatmestorivate data is properly
handled after it is collected. Enterprises and organisatiactual data processing prac-
tices might intentionally or unintentionally violate theyacy policies they published
on their websites.

A big step towards enforcing privacy policies in the infotroa system of an or-
ganisation is considering them when making decisions ovegsses to private data.
With that vision, Powers et al. proposed privacy policy sylRAS02], which comprise
of data typeof data itemspperationon the dataglata usemwho accesses datarpose
of data access;onditionthat restricts the accesses, astuligationsthat need to be
carried out by the organisation after the access. Tradiliprpolicy specification is
isolated from requirements analysis, which often resultddta processing practices
that are not in compliance with privacy requirements. As to@ed in Section 1.3,
in order to precisely determine the meaning of privacy presg requirements, to
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maintain consistency between privacy protection promesesactual data processing
practices, there is a need to formally define, specify andreafprivacy protection
requirements.

In conclusion, the objective of this work is to address thabfgm summarised as
follows. Because privacy policy specification is typically isolafexn requirements
analysis, the resulting practices often do not comply witligzy requirements. This
leads to the development of systems that neither complythetprivacy requirements
nor adequately protect the information with which they antrested. Software and
security engineers need methodological support for spegfprivacy policies and
ensuring compliance with privacy requirements.

1.5 Overview of This Work

The purpose-based access control approach presentesltinghis integrates the entity
of purpose into privacy preservation approach. Previoukwas shown that when
specifying a privacy policy, the concept of purpose sholdd &e taken into account
for access control. To specify privacy protection appreackve must examine privacy
requirements from the organisations’ side to identify sserd their interactions with
the system, and examine privacy preferences from the datarsipoint of view to
identify the data to be protected.

As previously mentioned, this thesis focuses on the spatiiic of privacy preser-
vation. There are two major advantages in focusing on spatidn. Firstly, privacy
preservation specifications are machine-enforceableresbenatural languages poli-
cies are not. These specifications are closer to real dategsimg implementations.
Secondly, it is then possible for software and security eegpis to specify and analyse
policies that meet organisational goals using formal |aggs.

The first major contribution of this approach is a developnseheme introduced
in this thesis that ensures compliance between privacyineagents and data prac-
tices by integrating policy specification with requirenseanalysis. We derive access
control policies from basic privacy requirements and higyel security and privacy
guidelines. Because privacy requirements come from thaseeas, this development
scheme helps ensure that a data processing system is yaemnfafcing privacy poli-
cies. We specify the entities in a purpose-based accessotamdel, the invariants
corresponding to the privacy requirements, and model tipesatogether with their
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proof obligations. This specification is an iterative prsxeAlthough we derive speci-
fication from requirements analysis and approach desigeawealso improve require-
ments and approach design through privacy preservaticrifiadion by clarifying
ambiguities in the requirements and resolving incons@ésnbetween requirements
and data processing practices.

Another major contribution of this work is the design comsations for privacy
preservation in distributed collaborative environmeftis is achieved in two ways.
First, we introduce the concept of data composition to awae limitations of object
type in the purpose based access control approach, ensloaingersonal information
is accessed from two or more parties only if agreed privadigies and privacy pref-
erences on data compositions are satisfied. Second, welpnamachanisms for facil-
itating privacy policy matching and privacy preference gliance among distributed
collaborative organisations.

1.6 Outline of Thesis

The rest of this thesis is organised as follows:

Chapter 2 provides an overview of related work in privacyspreation approaches,
to position the work presented in this thesis.

Chapter 3 presents privacy protection approach specditatilt analyses formal-
ism of privacy preserving approaches in coping with conoépiurpose. It illustrates
the motivations for integrating privacy protection apprio@s and specifications, and
argues the necessity for purpose based access controbappro

Chapter 4 then details the purpose based access contradan&htities, relation-
ships, and privacy requirements in a single organisatierpegsented. It outlines the
basic framework of our privacy preserving access contralehand presents essen-
tial concepts, definitions of the main entities, and the frepecifications of mapping
functions and the access granting rules.

Chapter 5 illustrates the use of VDM in the formal specifmatof the purpose
based access control model in a medical care scenario. Wisshow an initial spec-
ification can be formed and then manipulated in a rigorous thayugh the careful
introduction of design detail in the form of data structunel @perations.

Chapter 6 looks at entities and processing phases requregpplication of the
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purpose based access control model to distributed congpetimronments. Two de-
sign considerations are presented: (1) how to ensure thattginformation is ac-
cessed from two or more parties only if agreed privacy pediend privacy preferences
are satisfied, and (2) how to facilitate privacy policieschatg and privacy preference
compliance among distributed collaborative organisation

Chapter 7 summarises contributions of this thesis andduiark that is needed to
further refine the method.



Chapter 2

Literature Overview:
Privacy Preservation

2.1 Chapter Introduction

The underlying bases of the work reported in this thesisweeresearch areas: in-
formation security and formal specification. Researcheithé information security
community and the formal specification community have itigesed privacy preser-
vation approaches and privacy preservation specificaten Yarious perspectives. To
position the work in this thesis, some of the most relevaetipus work in both areas
is briefly surveyed. An overview of relevant work in privacsepervation approaches
is provided in this chapter. Related work on privacy preasgon specification will be
investigated in next chapter.

2.1.1 Privacy Preserving Access Control Approaches

Privacy preservation methods approach privacy preservdtom different perspec-
tives. The most straightforward way is to adopt similar apte as security levels and
clearance levels used for protection of confidentiality.e HiPSF method [Obe01],
which introduced a concept of privacy sensitive level sfatito this category. Some
approaches consider operations on private data, and mdposnforce basic legal
privacy requirements. Fischer-Hubner et al [FHO98] edtsh Task Based Access
Control approach [ST94] to enforce privacy requirementhsaspurpose bindingnd
necessity of data processingince Role Based Access Control (RBAC) method is a

36
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policy neutral and flexible access control technology, sap@oaches propose exten-
sions to RBAC method for privacy protection, such as the ephofexplicit denialfor
permission assignment, or the introduction of consent asdeirentity. Some other
approaches introduce purpose to express privacy requimtsrfrem the data owners’
point of view. The rest of this chapter will present theserapphes in detail.

2.1.2 Privacy Preserving Approach Design Considerations

The design considerations for a privacy preserving acaassat approach consist of
three aspects:

e Basic privacy requirements

The approach need to implement basic privacy requiremsuats anecessity
of data processingndpurpose binding

e Scalability of management

For the consideration of efficiency, both object managemedtsubject man-
agement in the approach should be scalable.

e Authorisation mechanism

The approach integrates authorisation into access comggchanism and en-
forces the privacy policy.

This chapter presents relevant privacy preservation @gpes. Based on the anal-
ysis of features of these approaches, this chapter willlodiecwith an evaluation on
these approaches against the above mentioned aspects.

2.2 The Hierarchical Privacy-Sensitive Filtering Model

The Hierarchical Privacy-Sensitive Filtering (HPSFhodel was proposed by Ober-
holzer [Obe01]. The model was introduced to protect pedsaf@mation of a patient
based on the sensitivity level of a specific data item reghbgehe patient. The model
uses the concept gfivacy sensitivity levglPSL). It defines a PSL for every data item
or every sensitive data item. The PSL value of a data itencatds how sensitive a
data owner is about disclosure of the data item. The higheBlaRlue, the more
sensitive the data item regarded by the data owner. The natsleldefines aiser
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privacy-sensitive levglUPSL) for every user requested access to the data items. A

user will only be allowed to see the contents of those damastehere PSI< UPSL.

A patient discloses personal information about himselfirdua data collecting
process. In addition to information a patient normally thses, the model requires the
patient to indicate how sensitive he is about privacy of leisspnal data. The patient
specifies PSL for his data items, indicating the level of peas privacy he consents to,
with regard to the use of the data item. Each data item maydigresd with one of the
four different privacy sensitivity levelsaon-sensitive (Q)sensitive (1)very sensitive
(2), andextremely sensitive (3as follows:

e Non-sensitive (PSL=0)Data items that are anonymous and not private. Exam-
ples of such data items are gender, city, and language. Awgeéd not be able
to identify a patient easily by only viewing non-sensitiaa and therefore the
privacy of the patient will be preserved.

e Sensitive (PSL=1)Data items that contain identifying information. The data
this level can be used to link records in different tables.

e \ery sensitive (PSL=2)Anonymous data items that are very private. Examples
of such data items are religion and race. Maybe a patientsuithame at PSL=1
is not sensitive about which city (PSL=0) he lives in, butslnet want people to
know his religion (PSL=2). Data items of treatment recordprescription for
the patient may be given PSL 2 in the model.

e Extremely sensitive (PSL=3Personal data that are viewed to be extremely pri-
vate. Extremely sensitive personal data are defined to beadgthat the data
can not be disclosed to anyone or any third party. An examplg Ine the case
where a doctor has diagnosed a patient as HIV positive anpatient does not
even want his family to know that.

In addition to roles that are granted to users of the databasery user that per-
forms an operation on the data of a patient must be assigriechASL related to the
patient. This PSL will be referred to as a user PSL (UPSL).UR&L value for a spe-
cific user or role indicates the level of access that the usexe will be allowed with
regard to the data item. The UPSL of a user will be based onriliaqy sensitivity
levels or preferences set by the patient or on the defaulsB8t.by the hospital. The
higher a UPSL value, the higher the PSL level of data itemsufeg is given access
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to. When two users view a same data item, if their UPSLs aferdiiit, they will not
necessarily see the same contents.

Users have access to certain data items of a patient wheRSlhgalue of the data
items are no higher than the UPSL value of the users. A usé@rWRSL 3 will have
access to data items of a patient at PSL 3 and lower PSLs ati2] Q.aA second user
with UPSL 1 will have access to data items at PSL 1 and lower @It the patient,
but will be denied access to data items at levels PSL 2 and R8ltH& same patient.
However, if the second user has a UPSL 2 preferred and set bgond patient, the
user will then have access to data items at PSL 2 and lowelsleetonging to the
second patient.

Sometimes, it may be necessary for a user to access a datafigepatient, even
if the patient did not give consent for the specific user teeasche data item. In such
a case where non-consented access seems to be necessasgrtban override the
PSL of the data item. The PSL of the data item may be tempypramered to the
UPSL of the user to allow him to view the contents of the daganit Details of the
temporary overriding transaction will be logged in a priyadert log file, after which
the user will be allowed to access the specific data item. Einmgorary lowering of
the PSL of a data item will be viewed as a possible privacyatioh until it is cleared
when a privacy officer deems that the overriding was indeedssary. So, the privacy
officer must inspect the privacy alert log file at predeterdimtervals and investigate
all probable violations of personal privacy. In cases whpenesonal privacy violations
are suspected, the patient must be informed and the casebmurstestigated. The
patient should also have the right to view all referencesrtt@ble personal privacy
violations pertaining to him.

This concept of privacy-sensitive level is similar to thencepts of security and
clearance levels used in tineulti-level security(MLS) model [BP76], which mainly
aims at preserving data confidentiality and integrity. Asgary preservation is mainly
based on individual's ideas, the privacy sensitive levedy wary from individual to
individual. It is more difficult to define persistent PSLs dSLs than to define con-
fidentiality levels. In addition, defining PSLs on the graarity of data items reduces
the management scalability. Therefore, using privacyiseadevels to preserve in-
dividual privacy is more complex than using security angdace levels to preserve
confidentiality. Moreover, the non-consented accessesaizse personal privacy vio-
lations. Although investigations on alert log files may helentify privacy violation,
the approach cannot prevent it from happening due to the R8iriding mechanism.
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Furthermore, the privacy level approach cannot reflect Sorpertant privacy require-
ments, such as purpose binding.

2.3 The Task-Based Approach

Fischer-Hubner et al [FHO98] proposed another approagmivacy preservation by
extending a task-based access control method [ST94] witreament of basic legal
privacy requirements. In this approach, data can only besssd in a controlled man-
ner by executing &gask A task consists of a set of certified operations, represgnti
the set of hecessary accesse® object classes. Example of tasks in a hospital in-
formation system are the tasks such dmfnosing, “ operatiori, or “therapy. This
approach specified a privacy policy based on the tasks thsg¢risiperforming. The
privacy policy specified in this method is described as f@fio A subject may only
have access to personal data, if this access is necessargrtorm its current task
and only if the subject is authorised to perform this taske $hbject may only access
data in a controlled manner by performing a (well-formed amauditified) transforma-
tion procedure, for which the subject’s current task is autbed. Besides, the purpose
of its current task must correspond to the purposes for wthehpersonal data was
obtained or there has to be consent by the data objects.

In order to specify privacy invariants and to formulate pay constraints and infor-
mation flow rules for tasks, the conceptmirposeis introduced as a model variable.
Normally, the rules regulating personal data processimgishspecify purposes for
personal data processing. In this approach, certain pespm® specified when per-
sonal data is collected. Moreover, every task is definedrigeseertain purposes. For
each application, it is then necessary to determine pusplmsets tasks, as well as
purposes for which personal data is collected.

This approach defines several entities which are listedlesv® A task is looked
on as a system state transition. The set of tasks that a sudbjaathorised to per-
form is defined as itauthorised task The task that is currently performed by a sub-
ject is defined as itsurrent task Invariants are used to define relationships between
variables within individual states. The privacy invargshould hold in each system
state. Constraints are used for specifying state transitiGtate transition functions
describe changes of state variables. They are divided erergl transition functions
and privileged transition functions. General transitiondtions are defined for actions
accessing objects and executing transformation procegdsueh aget accesgselease
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accesscreate objectdelete objegtchange current taskexecute transformation pro-
cedure exit transformation procedureand so on. Privileged functions are used to
administrate access control information, such as taskppges, authorised tasks for a
subject, authorised transformation procedures for a tgkct classes and their pur-
poses, necessary accesses and consent. A constraing fiidier an invariant in that

it takes into account the relationships between values insmecessive states, that is,
before and after each state transition function.

lllegal information flow may occur when a subject reads fropeasonal data ob-
ject and then writes the information obtained from it to a4p@nsonal data object. In
order to control information flow, the mechanism of prograentiication on trans-
formation procedure is introduced. Certification mechanstates that a subject can
access an object only by executing a certified transformairocedure which is au-
thorised for its current task. A program certification coaktaeck that no statement in
the transformation procedure, if executed, would causafanmation flow violation.
In order to check and certify the information flow, the cegtifnas to have information
about object classes of objects and their purposes. Illagaimation flow could be
prevented by a careful design of transformation procedamelsan appropriate defini-
tion of necessary accesses.

This approach illustrates how the privacy policy is implerneel in an imaginary
hospital example. When personal data is collected, theerdros the data owner and
certain purposes about the data usage are specified. Whear eeqaests to access
data while performing a task, he can access the data onlysifaitess is necessary
to perform his current task, and he is authorised to perférentask (equirement of
necessity of data processingTo enforce privacy, the purpose of the task, currently
performed by the user who requests to access personal dhtae whecked against
the purpose for which the personal data were obtained, @mahgent given by the data
owner fequirement of purpose bindihg

The major contribution of this approach is that it has iltastd two important
requirements necessity of data processiagdpurpose binding for privacy preser-
vation, and demonstrated how a privacy policy may be entbré¢owever, because
this approach is based on the tasks a user is performing,h@dpproach does not
provide much support for roles management, the subject geanant in this approach
lacks scalability.



42 CHAPTER 2. LITERATURE OVERVIEW: PRIVACY PRESERVATION

2.4 The Role Based Access Control Approach

To ease the scalability concern over access control in thigulef privacy-preserving
access control solutions, tfole Based Access Contf&GBAC) method has received
considerable attentions due to its policy neutral and flegmatures. Before discussing
extensions to RBAC for privacy preservation, including RBg#ith explicit denial and
privacy-aware RBAC, this section first gives an overviewltd Role Based Access
Control method.

2.4.1 An Overview of RBAC

The roots of role-based access control can be traced badtle tearliest access con-
trol systems. The concept of roles has been adopted in aceessl products in the
1970s and 1980s, such as Resource Access Control FaciNgRR[SCFY94]. The
concept of user group is closely related to the concept ef sa it was used to imple-
ment role [Bal90, DHTK93]. Over the years, many researchav® proposed models
for RBAC [NO93, NO94, NO99, FBD99]. Role based access ctonaioformalised
in 1992 by David Ferraiolo and Rick Kuhn [FK92], has become phedominant ap-
proach for advanced access control because it reducesctimg@dministration cost.
A variety of IT vendors, including IBM, Microsoft, Secure @puting, and Siemens,
began developing products based on the model [RS98]. RBArkes are also sup-
ported in commercial database management systems, suofoasik, Sybase, and
Oracle [Not96]. In 2000, the Ferraiolo-Kuhn model was imédgd with the frame-
work of Sandhu et al. [SCFY96] to create a unified model for RBpublished as the
NIST RBAC model [SFK0OO] and adopted as an ANSI/INCITS stadda 2004. To-
day, most information technology vendors have incorpar&BAC into their product
lines, and the technology has found applications in araagimg from health care to
defence [DS99, Cha0l], in addition to the mainstream coroensystems for which
it was designed. Moreover, role-based systems have altesaty developed for some
time by a variety of organisations [BB89].

2.4.1.1 RBAC Entities

The entities in the RBAC model are defined as followsugeris a person, aubject
typically refers to a user, but it could be extended to inele@mputer process or
autonomous agentsparmissions an approval to execute an operation on one or more
protectedbjects anoperationcould be a simple access mode, e.g. read/write/update,
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Sgbject Permission
Assignment Assignment

(SA) (PA)
“ "' ™ Permissions

Figure 2.1: A Basic RBAC Model

or a complex access such as a method invocation in an ohbjectt@d system, and a
role is a named collection of permissions. Suppaeser, subject, role, operation,
andpermission denote respectively a set of users, subjects, roles andgsoms in
a system, the following relationships and functions arengefito specify mappings
among users, subjects, permissions, and roles:

subject assignment SA C subject x role: a many-to-many mapping from sub-
jects to roles;

permission assignment PA C permission X role, a many-to-many mapping
between permissions and roles;

subject-user(s:subject): the user associated with subject

authorised-roles(s:subject): the roles associated with subject

role-members(r:role): the users authorised for rolge

authorised-role(u:user): the roles associated with user

role-operations(r:role): the operations associated with roje

operation-objects(op:operation): the authorised objects associated with tiee-op
ationop.

Figure 2.1 gives a schematic description of role assignnecitiding subject as-
signment and permission assignment, in a basic RBAC modguré-2.2 illustrates
relationships among users, roles and objects.
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member
ember
membe
operation operation2
object1 object?

Figure 2.2: RBAC User, Role, and Object Relationship

2.4.1.2 RBAC Properties

In this section, the properties of the role based accessatonéthod will be described.
They are required and used to define concepts and constiaénisle hierarchiesrole
authorisationrole activation operational separation of dugndauthorised access to
objects For the research detailed in this thesis, since managesoalzbility is one
aspect of the design considerations, it consists of subjaciagement with roles. So
properties of the RBAC are detailed as follows.

Property 1: Role Hierarchy

Roles can have overlapping responsibilities and privBegole hierarchies are defined
to allow roles to “contain” other roles, that is, one role mimplicitly include the
privileges and constraints that are associated with anatie. For example, in a
hospital information system, the role “doctor” containe tble “health-care provider”
and thereby inherits the privileges from health-care mtexi Role hierarchy can be
described as:

Role Hierarchy If a subject is authorised to access a role and that roleagmanother
role, then the subject is also allowed to access the contagie:

V s: subject, r;, ;2 roles: rj € authorised-roles(s) Nr; > r; =

r; € authorised-roles(s)
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Property 2: Static Separation of Duty
The association of a user with a role should be subject tortheiples ofleast privilege
andstatic separation of dutyThe principle of least privilege requires that a user be
given no more privileges than necessary to perform his jaotztian. Through the
use of RBAC, least privilege can be easily achieved by gngrio a role only those
operations that need to be performed by the members of tke fidhe principle of
static separation of duty requires that if a user has bedmdsed as a member of
one role, the user can not be authorised as a member of a semeitidting role. For
example, in the bank, the rolésller andauditor are two conflicting roles — they are
mutually exclusive Mutually exclusive roles of a given role, denotedrastually-
exclusive-authorisation(r : roles), is the list of roles that are mutually exclusive
with r.
The static separation of duty property are specified asvisiio
Static Separation of DutyA user is authorised as a member of a role only if that role
is not mutually exclusive with any other roles for which theeualready possesses
membership:
V u: user, r;, ;i roles, i # j: u € role-members(r;) A u € role-members(r;)
= r; ¢ mutually-exclusive-authorisation(r;)
Property 3: Cardinality
In the RBAC model, it is possible to restrict the number ofrasdlowed for a role at
any given time. For example, only one user should act as ageaoaas a department
chair at any given time. The number of users allowed for aantethe existing number
of users associated with a role are specified by the followirggfunctions:
membership-limit(r : roles) gives the membership limit{ 0) for role r.
number-o f-members(r : roles) gives the number of existing members of rele
Thecardinality property is described as:
Cardinality. The capacity of a role cannot be exceeded by an additiofehmember:
Vr : roles: number-of-members(r) < membership-limit(r)
Property 4: Role Authorisation
The RBAC model defines property for role authorisation. Tbkotwing functions
define active roles for a subject which are the roles thatubgest is currently using:
active-roles(s : subject) gives the current list of active roles for a subject
A role can be activated by a user, if the user is authorisedhi®proposed role.
This is specified by the following property:
Role AuthorisationA subject can never have an active role that is not authifise
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Vs : subject: active-role(s) C authorised-role(s)
Property 5: Role Execution
The following function enables subjects to execute openati

exec(s : subject,op : operation) is TRUE if and only if subject can execute
operatiorop, otherwise it is FALSE.

Once it is determined that a role is authorised, the operatam be executed if the
role is active. This is described as:
Role ExecutionA subject can execute an operation only if the subject imgatithin
an active role:

Vs : subject, op : operation: exec(s, op) = active-role(s) # ¢
Property 6: Dynamic Separation of Duty
It is required that the activation of a proposed role is notually exclusive with any
other active role(s) of the user. This requirement provathsinistrators with the ca-
pability to enforce dynamic separation of duty. In conttasitatic separation of duty
which places constraint on role authorisations, dynanpasaion of duty places con-
straint on simultaneous activations of roles. For exangleser could be authorised for
both the roles Payment Initiator and Payment Authorisdrchn dynamically assume
only one of these roles at the same time. The mutually exausitive role function
for the proposed role and the dynamic separation of dutygtgare specified as:

mutually-exclusive-activation(r : roles) gives the list of active roles that are
mutually exclusive with the proposed role
Dynamic Separation of DutyA subject can become active in a new role only if the
proposed role is not mutually exclusive with any of the ralesvhich the subject is
currently active:

Vs : subject, r;,r; : roles,i # j: r; € active-roles(s) A rj € active-roles(s)

= r; ¢ mutually-exclusive-activation(r;)
Property 7: Operation Authorisation
The proposed operation has to be authorised for a subjextieaole. This is de-
scribed as the following property:
Operation AuthorisationA subject can execute an operation only if the operation is
authorised for the role in which the subject is currentlynact

Vs : subject, op : operation: 3r : roles, exec(s, op) =

r € active-roles(s) A op € role-operations(r)

Property 8: Operational Separation of Duty
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RBAC can be used by a system administrator to enforce theypolioperational sep-
aration of duty, which requires that for all operations assted with a particular busi-
ness function, no single user can be allowed to perform atatppns. The operation
function and the operational separation of duty propertylmaspecified as:
function-operations(f : function) gives the set of all operations required for a
business functiotf.
Operational Separation of DutyFor all operations required for a particular business
function, no single user should be allowed to have the aigboroles to perform all
operations:
Yu : user,r :role, f : function, r € user-authorised-roles(u):
=( function-operations(f) C Urole-operations(r))
Property 9: Object Access Authorisation
Control of access to objects is specified with the followiagdtion and property:
access(s : subject,o : object) is TRUE if and only if the subject can access the
object, otherwise it is FALSE.
Object Access Authorisatio subject can access an object, only if the role is part of
the subject’s current active role set, the role is allowegddorm the operation, and
the operation to access the object is authorised:
Vs @ subject, o : object: access(s,0) = Ir : roles, op : operation:

r € active-roles(s) N op € role-operations(r) A o € operation-object(op)

2.4.1.3 Analysis on Role Based Access Control

RBAC is an access control method that decouples users friviteges by the inter-
positioning of roles [FCD95, FK92, GI96, AKO5]. A role is dedid as “a job function
within an organisation that describes the authority angaesibility conferred on a
user assigned to the role” [SCFY96]. A role is determined Isgteof operations that
a user or a set of users can perform within an organisatiorthdkised operations
on objects are allocated to roles by a security administr&taole should reflect the
responsibilities of a position or job description in the @t of an organisation, for
example, a role in a bank can Manageror Clerk. Membership of users in a role
is also granted and revoked by the security administratothe basis of the users’
specific job responsibilities and qualifications. When athviidual is assigned with
the responsibility to perform a particular job, the seguaidiministrator puts him in an
appropriate role. He can then exercise the privileges giwé¢hat role. Comparing to
traditional Access Control ListACL) based approaches [BP76, SHV99], RBAC does
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not allow users to be directly associated with privilegesl all privileges are defined
in terms of roles. This decoupling lends a greater degreeadss control scalability
to systems in which accesses must be regulated.

The layer of indirection between users and privileges isfanithg feature of the
RBAC. It makes the task of authorisation management mudereasd scalable than
traditional security models. Workflow processes are naditistable whereas user-task
assignments are not, since individual user’s job respdit&b change as they move
between departments, change jobs etc. Therefore(rtthe, privilege associations
typically change less frequently thauaser, privilegé associations. Cost, complexity,
and potential errors will be reduced by assigning permissio roles rather than users
within large scale systems.

RBAC was later proven to be policy neutral, which means thsta way for ex-
pressing policy rather than embodying a particular secpoticy. RBAC can be con-
figured to enforce traditional access control policieshsaagmandatory access control
and discretionary access control [OSMO00]. Specificallitjde-based access control
can be realised as a particular instance of systems thabdigemeral RBAC [San96].
Furthermore, RBAC supports several well-known securitgygples:information hid-
ing, least privilege separation of dutyanddata abstraction

RBAC provides a way to model organisational security pe8cilt is policy neutral
in the sense that, by using role hierarchies and constrantsde range of security
policies can be expressed. Incorporating attributes ilB8®&has been proposed for
implementing requirements for privacy preservation. Twéensions to RBAC for
privacy preservation are presented in the following sastio

2.4.2 RBAC with Explicit Denial

Role assignments in a RBAC system typically adhere to thecymie of general denial
with explicit consent, i.e. anything that is not expliciijlowed is implicitly denied.
Only those users that are assigned to roles are permittedéssiobjects for which the
roles have been assigned with privileges. Through statistcaints, users can be pre-
vented from joining roles for which they are not qualifigugrequisite constrainjsor
combinations of roles that are inappropriagtaic separation of dujyfGIl96]. Where
selective role activation is permitted, dynamic constsaatlow users to belong to mul-
tiple roles but ensure that only a subset of those roles magtdee at a timedynamic
separation of duty[SZ97].

Reid et al proposed the concept of explicit denial for rol@gement [RCHSO03].
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The authors argue that in a health care context, for coraiderof safety and relia-
bility, the opposite form of expressions should be used, if)alenied access should
be explicitly stated. Health information networks requareombination of both ex-
pression forms. An access policy can then be specified in athatymirrors how
consumers commonly think about who should have accessitdh#edth information.
Standard RBAC models do not support policy expression irfdha of general con-
sent with explicit denial. Therefore, an extension thatpaus general consent with
explicit denial to the RBAC model is proposed. It permatkow and denypolicies
to successively qualify each other for inheritance in a loégarchy. A data owner’s
consent instructions are expressed by means of allowingamging hierarchically re-
lated roles, which employ a wide range of classificationsgradularities. This results
in a mechanism for clinicians and patients to easily undagseind manage.

Permission of each role is determined by access right factany node in a role
hierarchy has one of the three access right facterglicitly allowed explicitly de-
nied or ambiguous Cases for explicit allowance and denial are simple — theensd
accorded that access role without relying upon other nau#ései hierarchy. An am-
biguous node inherits permission from its child nodes. if ahits immediate child
nodes is explicit denial, the ambiguity of the node will beaked to denial. Other-
wise, ambiguous child nodes must be resolved firstly intoegillowance or denial.
Any emerging denial will be passed to ambiguous parent. Thigiguity of a parent
node is resolved to allowance only if none of its child nodedenial. An ambiguous
node whose child nodes are all ambiguous can not be resdivéds case, the method
decrees that ambiguous leaves can be automatically reisi\ckenial.

The explicit denial mechanism specified practical privaamyuirements for consent
based health information sharing. It extended RBAC to stmmress policy expres-
sion in the form of general consent qualified by explicit @bniror the consideration of
efficiency, it used nesting of explicit denials and consentsch successively qualify
each other in a role hierarchy. It focuses on the compretemsss of policy expres-
sion and the efficiency of permission assignment. Howessp@ating access right
factors to permissions reduces independence of the mareageidifferent parts in
a policy, because access right factors are normally set tay @@ners when data is
collected. Moreover, the lack of a systematic data modeledses data object man-
agement scalability.
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2.4.3 Privacy-Aware Role-Based Access Control

The concept ofole in RBAC andpurposehave a close relation with each other [He03].
When arole is derived from business tasks, a certain sespbresibilities is assigned.
Purposes are defined implicitly along with these respolis#si. Since purpose is an
important element in a privacy policy statement, it is pokesio embody this relation-
ship for privacy preservation. It can be used to specify psgdinding, one of the key
privacy requirements.

He et al. [He03] proposed Brivacy-Aware Role-Based Access ContiBAR-
BAC) method for enforcing privacy policies within an organisat In this approach,
privacy is considered together with security protectiod a@iata management tech-
nologies.RBAG Domain-Type Enforcemerdnd privacy protection are combined to-
gether. Privacy enforcement is supported by combiningsaccentrol and privacy
management. Business purposes and data usage policiepdedad withDomain-
Type-Enforcement

PARBACadopted the expression of a general privacy policy rule §AS02]:

allow [DataU ser]

to per form [Operation] on [DataType]

for [Purpose] provided [Condition]

carry out [Obligation]

The concept oflata typeis important for privacy enforcement. In privacy policy
statements, data objects are usually grouped togetheorsideration. For example, a
sample privacy policy rule may be stated as “purchase lyistam be used for research
analysis in an anonymous way”. Another sample privacy galite may be “contact
information cannot be used for marketing purpose”. Herataxt information and
purchase history are both examples of data types. Namessgjgrostcode, telephone
number, etc. belong to the data type of contact informatinoduct, price, quantity,
etc. belong to the data type of purchase history. Clasgjfgiata objects into data types
makes the data object management more scalable.

Conditions and obligations are proposed for helping male enforce authori-
sation decisions. Some privacy policies stabaditions which are prerequisites to
be checked when making authorisation decision. For examapgbeivacy policy may
require an organisation to obtain data owner consent béfieyeuse personal infor-
mation for a particular purpose. Herglbtaining data owner conséhis a sample
condition. Another example of condition is retention pdriohow long the data will
be kept. The condition here is “under valid data lifetime”on& privacy policies
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require additional operations to be executed when enfgrauthorisation decision.
These additional operations arbligations For example, a sample privacy policy rule
“the contact information can be used to complete transachiot it must be deleted in
one week” states a sample obligation — “delete customeridatalays”. Conditions
and obligations improve the expressibility for specifypriyacy policies.

The PARBAC method takes purpose check into authorisatioogss. When a data
user requests to access certain data, access control iscteebked firstly. Relevant
data policy is retrieved from privacy management systenceAs control is checked
based on role activations in current session, the subjeokéd by these roles, role-
subject mapping, subject-domain mapping, and the donyai@-dccess matrix. If the
request passes the role/permission check, business pusgben checked against data
purpose, which is retrieved from data policy. If the busgygsrpose is compliant with
the data purpose, and if there are additional conditionisrteed to be qualified, the
additional conditions will be checked. If the request cassptis step, the requested
access will be granted. Otherwise, access will be deniedblifjations are found in
data policy with this access, they need to be executed bgatin execution module.
All data access requests should be logged in the audittreflifure auditing, no matter
access requests are granted or denied.

PARBACgoes beyond traditional access control models in that ibniyt provides
system security from an organisation’s perspective, &d plotects privacy from a
data owner’s point of view. It enables an organisation toaaca trusted custodian to
protect data owner’s privacy. However, this approach caguaarantee privacy compli-
ance, because it is built upon putting the trust in orgammeatwho collected data. It re-
lies on the organisation’s policy to govern the use of olgjelftmalicious applications
or users changed the policy, privacy enforcement cannotibeagteed. Moreover, al-
though using the role based access control mechanism asi$iseds access control
provides a favourable degree of subject management slkitylathiis approach does
not provide a systematic data object model, thus reducedataeobject management
scalability.

2.5 The Purpose Related Approaches

As we mentioned in earlier sections, privacy policies comeeore about the purposes
that a data object is used for, rather than the actions tleas yerform on the data ob-
ject. Traditional access control approaches cannot readhieve privacy protection.
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The notion of purpose should be added to and play a majorn@edess control meth-
ods for privacy preservation. Observing this, purposed@atcess control approaches
have been proposed.

This section first gives an overview of the purpose-orierdedess control ap-
proach, which is the earliest to bring in the concept of pagoalong with accesses for
access control. This section then discusses purpose-baseds control for privacy
preservation, including basic purpose-based accessotanéthod, and conditional
purpose-based access control method with dynamic roles.

2.5.1 Purpose-Oriented Access Control

Yasuda et al proposed the purpose-oriented access corgtiobch[YTT98a, YTT98c,
YTT97, YTTO8Db] for object-based systems. According to pproach, a system con-
sists of a collection of objects. These objects are manigdlanly through operations
supported by themselves. In addition, an operation condput@®ne entity invokes
operations on other entities. Thus, information in onetentill flow to other entities
through operation invocations. Operations are classifieal four types from the in-
formation flow point of view:non-flow, flow-in, flow-out, flow-in/ouOn receipt of a
requesbp from an objecb,, the receiving objeat; computesp and then sends back
the response to,. Here, if the request and the response carry data, the dataamd
09 are exchanged. An access rule shows how each suhjeahipulates an objeetby
an operatiort of o. Access rules are defined according to operation types. fiarey
to satisfy information flow relations among objects. Thepmse ofs to acces® by

t is modelled as what operatianof s invokest to manipulater. So, in the purpose-
oriented access control, an access rule is specified inthe e : u, o0 : t), whereu
shows the purpose.

This work is the first approach that we have come across iratitee so far to
combine access rule with the purpose for data access cohtovever, the purpose
discussed in this approach only takes into account the lggatation of a subject
on an object. It does not consider the intended usage of atplgo there is no
mechanism to check the access purpose against the intesdgd.uThis approach
focuses only on information flow in nested invocations bemvebjects rather than
privacy preservation. But it inspired further efforts omngsthe concept of purpose for
achieving privacy preserving access control.
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2.5.2 Purpose-Based Approach for Privacy Protection

Byun et al proposed a privacy preserving access controloagpr[BBLO5, BL0S]
based on the notion of purpose. In this approach, purposdarhner divided into two
categoriesintended purposandaccess purposeAn intended purpose is related to
a data object, and specifies the intended usage of the daet.oBn access purpose,
on the other hand, is related to data accesses. It speci@aatdntion for which a
given data object is accessed. Intended purposes supgbrpbsitive and negative
privacy policies. An intended purpose consists of two congmis:Allowed Intended
PurposesandProhibited Intended Purposedhis structure provides flexibility to the
access control model. By using prohibited intended purposge can guarantee that
data accesses for certain purposes are never allowed. @onflay arise between the
allowed intended purposes and the prohibited intendedggepfor a same data item.
These conflicts are resolved by applying the denial-takesgalence policy, where
prohibited intended purposes override allowed intendedgses. In order to simplify
the management, purposes are organised according to achieed structure based
on principles of generalisation and specialisation, whglappropriate in common
business environments.

Purpose check is used in the access control module. A useguéred to state his
access purpose along with his data requests. The modutiatedithe stated access
purpose against the user’s authorisation to make surehthaser is indeed allowed for
the access purpose. To facilitate the validation process) aser is granted authori-
sations for a set of access purposes, and an authorisatgonamfcess purpose permits
users to access data with the particular purpose. If thelat#in fails, the request
is rejected without being further processed. If the val@asucceeds, the module
then fetches the requested data objects and checks whethet the access purpose
is compliant with the intended purpose of the data objectortter to check purpose
compliance, the module must consider both the intendedogserpxplicitly associated
with the data object and the intended purposes the datataijplicitly inherited. A
request is accepted if and only if the access purpose of theest is compliant with
the effective intended purpose of the requested data abject

The purpose based privacy preserving approach integtaesoncept of purpose
into access control. This highlights the importance of psgin expressing privacy
policies. By dividing purposes into intended purpose argss purpose, it improves
the scalability of purpose management and user requestgaangant and thus makes
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access control clearer. Although this method does not geoaisystematic data ob-
ject model, which reduces the scalability of data objectag@&ment, and it lacks role
authorisation mechanism, this work is a good starting pmintis to analyse privacy
requirements and entities involved in privacy preserviogeas control method. Then
we can specify these entities, the relationships among teesties, and the require-
ment for privacy preservation.

2.5.3 Conditional Purpose-Based Access Control Approach

In purpose-based access control approach [BBLO5, BLO8htaended purposel P)

is divided into two parts: allowed intended purposés P), which explicitly allows to
access the data for the particular purpose, and prohibiteshded purposeR! P),
which explicitly prohibits to access the data for the patac purpose. Based on
purpose-based access control approach, Kabir et al [ KWQOEBKO] proposed an ex-
tension by including conditional intended purpoéH P) to extract information from
PIP, which conditionally allows to access the data for the patér purpose. Condi-
tional intended purpose means that data provider allowssaatg the data for a partic-
ular purpose with some conditions. For example, data pesvithy consider that his
income information can be used for marketing purpose byngitlis personal identi-
fication information (e.g. id or name etc.) or his income dzta be revealed through
generalisation, or only the first letter of name can be usechérketing purpose. Since
this method supports conditional purpose and prohibitedqae, it allows data own-
ers to specify that data should be used conditionally or Ishoat be used for a set
of purposes. This allows users to use some data with conditibhe data providers
are also able to express their own privacy preferencesghrsetting intended purpose
with three levels.

The conditional purpose-based access control methodegiRBAC in a dynamic
manner to achieve the compliance computation betweenapcepose and intended
purpose. It determines the access purpose and purposeiaoogpin a manner based
on subject attributes and context attributes of the systenended purposes are dy-
namically associated with the requested data objects gltlimaccess decision to the
well-designed hierarchy of private metadata. This allovesearflexible policies. By
usingC'I P andPI P, it can assure that data access for particular purposefiared
with some conditions or never allowed. Access is allowed dfrthe access purpose
is included in the implementation of the intended purpaséhis case the access pur-
pose is compliant with the intended purpose. The accessepted with conditions if
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the implementation of intended purpose includes the aquegsse with conditions,
in this case the access purpose is conditionally compliatht tive intended purpose.
The access is denied if the implementation of the intendedgse does not include
the access purpose, in this case the access purpose is rngtasgrwith the intended
purpose.

With the introduction of conditional intended purposestiiethod provides more
options of using private information to help organisatitmsxtract more information
from data owners. It extends purpose-based access coppalach to a further cov-
erage of privacy preserving in data mining atmosphere. Mewas in purpose-based
access control approach, this method does not provide asgtt data object model,
which reduces the scalability of data object managemeunitijtaaiso lacks role autho-
risation mechanism.

2.6 The Metadata-Based Approaches

Karjoth et al proposed thelatform for Enterprise Privacy Practic§&-P3P) method
[KSWO03] for privacy-enabled management and exchange dbmer data. It falls
into the category of metadata-based approaches. In matbdaed approaches, a tag
or other metadata is associated with a group of data to gdwvannto use the data.
When a subject requests to access data, the associatechtaatadst be checked to
decide whether the operation is allowed or not. Metadaszth@pproaches have an
important assumption: the enforcement of security andapyi\policies depends on a
trusted system environment [Ste97].

E-P3P introduces a viable separation of duty between fdas mf a privacy sys-
tem, data subjectdata user privacy officer andsecurity officer The data subjects
provide data, give consent, and select opt-in/opt-outcd®i Thedata userause col-
lected data by executing tasks of applications. pheacy officersdesign and deploy
privacy policies, and theecurity officeslesign access control policies.

In this approach, authorisation is granted based on bo#sa@ontrol level and pri-
vacy control level. Access control level is used to contnel access of users to system
applications, while privacy control level is used to cohthe access of applications to
collected data. A privacy policy language [KS02] is progb&a formalising privacy
policy and expressing restrictions on accesses to perdatel The Enterprise Privacy
Architecture (EPA) [KSWO02] proposed by IBM adopts E-P3Ptasore technology.
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Powers et al. [PAS02] proposed this approach for entergride privacy manage-
ment, and defined it as five steps. These five steps can be sigadas:define an
enterprise privacy policydeploy a policy to the IT systemecord user consenten-
force the privacy policyandgenerate reports of access history

This approach has several advantages. Firstly, the prer@oycement is built upon
access control, so it may be applied to an enterprise’siegiapplications. Secondly,
separating privacy control and access control provide®riexibility. Depending on
the efficiency requirement of a system, privacy control carrdalised as real-time
enforcement or conformance checking. Thirdly, settingegmesate privacy office role
facilitates privacy management.

However, this metadata-based approach also has its liamgat The privacy en-
forcement system in this approach does not specify anyfspaccess control models.
Because a privacy policy can only be enforced if it is formedi as access control
rules, just like security policies, the access control nhtttkt a system adopts will af-
fect how a privacy policy can be enforced in the system. Sdiiferent systems may
adopt different access control models, to achieve effigigmivacy control should be
considered together with access control. However, thikwioes not propose any
concrete method as to how privacy control may be incorpdrafigh access control.
Furthermore, this method only provides a framework for agmy enforcement sys-
tem. There is no detail as how the purpose of an operatiofideré@d.

2.7 Features of Privacy Preservation Approaches

Table 2.1 summarises the evaluation of approaches detaitats chapter for pri-
vacy preservation according to design considerations aivaqy preserving access
control approach mentioned in Section 2.1. The symRdlih the table denotes that
relevant approach has corresponding feature. The reseMatdiation shows that none
of them is capable of meeting all those requirements.

2.8 Chapter Summary

This chapter summarised relevant work in privacy preseragtess control approaches.
We positioned the work presented in this thesis in the camtekerature. In previous
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Basic Privacy Requiremen{sManagement Scalability
ApproachesPurpose | Necessity  of| Object Subject Authorisation
Binding | Data Processing Mechanism
HPSF V V
Task v v v v
Based
Explicit V
Denial
PARBAC Vv vV v
Purpose N4 Vv
Based
E-P3P vV V V

Table 2.1: Features of Approaches to Privacy Preservation

work nobody has incorporated basic privacy requiremetjgoband subject manage-
ment scalability, and authorisation mechanism in privagserving approach. In this
thesis, ensuring completeness of these aspects is an anpdgsign principle. The
approach presented in this thesis helps bridge the gap éetprvacy requirements
and data processing practices with respect to security ewacyg. The next chapter
will present related work in specification of privacy prdten approaches.



Chapter 3

Privacy Protection Specification

3.1 Chapter Introduction

Privacy requirements are written into privacy policies. ufmambiguously enforce a
privacy protection approach, the privacy requirementsesged in the privacy pol-
icy should be precisely specified and enforced. It has besadsin many previous
research efforts that modelling privacy requirements ntyestages of system develop-
ment is essential to privacy enforcement [APS02, AHKS02 0BMBDMNO6, TMO1].
This chapter discusses approaches that have been propitiseegard to privacy pro-
tection specification.

3.1.1 Privacy Protection Specification Features

Three features need to be taken into consideration for agyiprotection specification
approach: policy completeness, expressibility, and eefability. Policy complete-
ness is used to illustrate whether the specification apprsacapable of expressing
various aspects of a privacy policy, such as purpose, aag#tmn, etc. For this fea-
ture, we will check whether the approaches have specifidddigect part and subject
part of a privacy policy. Expressibility is used to check wiex the specification tool
adopted by the specification approach is capable of spegifyie entities, the rela-
tionships, and the privacy requirements. This featuredsired to investigate privacy
properties for analysis and verification purposes. Enfatméty is used to illustrate
whether the privacy rules are expressed clearly and argrattl into the access con-
trol mechanism.

58
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3.1.2 Privacy Protection Specification Approaches

This chapter first reviews privacy policy specification nueth, and then evaluates
these methods against privacy protection specificationireaents. Privacy poli-
cies need to be expressed using some language. We have eratmiae types of
languages: access control policy specification languggescy policy specification
languages, and formal specification languages. For accggsotpolicy specifica-
tion languages, we investigat®dnder[Dam02], eXtensible Access Control Markup
LanguaggXACML) [Org], Authorisation Specification Langua@&SL) [JSSS01], and
Access Control Un{fACU) [BDVSO01]; for privacy policy specification languages, we
investigated3P[CLM *02b] andEPAL[AHK *03]; and for formal specification lan-
guages, we investigatdtAOS[DFvL91], VDM [Jon90], andZ [Spi87]. We also in-
vestigated specification approaches for security and tiowdtaw on the experience of
specifying properties of information systems.

Among the many specification approaches for security, acodatly successful
one is thespi calculus]AG97], which falls into the sub-domain of cryptography. It
is a process calculus intended to describe and reason dmbehavior of crypto-
graphic protocols. Security properties can be expresggdlausly as statements of
behavioural equivalence between processes. Butler eBEPT04] examine the use
of formal methods for validating and modeling trust, whistanother area of interest
in secure systems, and focus upon the formal specicatige stha software proto-
type development. The research reported in this thesiséscan the investigation of
privacy specification approaches.

In respect of privacy policy specification approaches, P3€tifies elements in
privacy policies,ACU and ASL focus on specification of access control rules, and
Certain Answer ModelPARBAG Privacy Enhanced ModgandTask Based Privacy
Modelprovide specifications of privacy preserving approachée. rést of this chapter
will present these specification approaches in detail. Thapter will conclude with
an evaluation on previous work against privacy protectpecgication requirements,
and identify the need for the development of a privacy ptatacapproach with the
help of specification.

3.2 Platform for Privacy Preferences (P3P)

ThePlatform for Privacy Preferencg®3P) [CLM"02b, Wor06] is a notable approach
proposed by the World Wide Web Consortium (W3C), which ismtyailsed for privacy
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Purpose Name Description

current Completion and support of activity for which
data was provided

admin Web site and system administration

develop Research and development

tailoring One-time tailoring

pseudo-analysis

Pseudonymous analysis

pseudo-decision

Pseudonymous decision

individual-analysis

Individual analysis

individual-decision

Individual decision

contact Contacting visitors for marketing of services jor
products
historical Historical preservation

telemarketing Telephone marketing

Other uses

other-purpose

Table 3.1: Purposes Defined in P3P1.1 [Wor06]

protection on the Internet (see Section 1.3 on Page 29).allles a web site to state
its privacy policy in a standard machine-readable formatP3® policy is an XML
document that describes the data collection behavioursiiéaP3P provides a base
schema for the data collected and a vocabulary to expregaitpeses, the recipients,
and the retention policy. P3P predefines a set of valuesdf@léiments. Purpose is an
important element in a P3P policy. Table 3.1 shows the 12qeap that are defined
in P3P1.1, which specify purposes for which data is collkcteused. Additionally,
23 primary purposes are defined in P3P1.1 to provide a moedlelbdescription of
data usage under purpoge-rent in Table 3.1, and the reason for which a recipient is
collecting data, as shown in Table 3.2. P3P defines recp@nin Table 3.3, which
specify who will receive the collected data.

APPEL (A P3P Preference Exchange Langup§€LM02a] is the language de-
signed to interoperate with P3P. It is used to describe ciitles of preferences on
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Purpose Name Description
account Account and/or subscription management
arts Arts and entertainment
browsing Web browsing
charity Charitable donations
communicate | Communications services
custom Customisation
delivery Delivery
downloads Software downloads
education Education
feedback Responding to user
finmgt Banking and financial management
gambling Online gambling
gaming Online gaming
government | Government services
health Healthcare services
login Authentication and authorisation
marketing Advertising, marketing, and/or promotion
news News and information
payment Payment and transaction facilitation
sales Sales of products or services
search Search engines
state State and session management
surveys Surveys and questionnaires
Table 3.2: Primary Purpose Defined in P3P1.1 [Wor06]
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Recipient Nameg Description

ours Ourselves and/or entities acting as our agents or
entities for whom we are acting as an agent

delivery Delivery services possibly following different
practices

same Legal entities following our practices

other-recipient | Legal entities following different practices

unrelated Unrelated third parties

public Public fora

Table 3.3: Recipients Defined in P3P1.1 [Wor06]

privacy policies between P3P agents. With this languagsgacan express his pref-
erences in a set of preference rules. These rules can theseddoy his user agent to
make automated decisions about whether to accept macdkadele privacy policies
received from P3P enabled web sites.

P3P policies consist of common elements of privacy poljdies these are only
promises rather than technical measures for policy enfoecgs. Web sites using
P3P specification may also have to provide some further eafitans about policy
enforcements in a human-readable format. Furthermore,d®8B not have built-in
mechanisms to verify if a given access request compliestivitistated privacy policy.
It is a privacy transparency mechanism rather than a prigeatection specification.

3.3 Access Control Unit

Bonatti et al developed th&ccess Control UnifACU) [BDVSO01] to specify privacy
preserving access control rules. This approach is to emfaccess control on data
archives. A data archive maintains collected data, callasets In addition, an
archive also maintains a collection ofetadata representing information associated
with datasets. Data archives need to make their data sedgctivailable to others.
ACU allows data publishers to specify by whom, how, and undecckiconditions
specific data can be accessed.

The ACU is typically used to express access rules. It charactesgggcts,
actions, objects, and possiblyzonditions. The action attribute is characterised through
operation names. Subjects and objects are specified bygstati identifier firstly,
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then specifying a given elementary value in the correspandiomain. Conditions
are specified by constraints to be satisfied for the requdst granted. The request
made by a data user is characterised by a tripieer, project, purpose). The pur-
pose attribute states the reason for which data are beingsezp and will be used.
A project is a named activity registered at the data pubtjgsbewhich different users
can be subscribed, and a project may have one or more purpdseskinds of ac-
cess rules uuthorisations and restrictions - are specified usingCU. Authori-
sations specify permissions for data accesses. They havertim (subjects) CAN
(actions) (objects) [IF (conditions)], wheresubject, actions, andobjects identify
the requests to which the authorisation applies, andlitions is a boolean expres-
sion of conditions whose satisfaction authorises the acc€onditions can also be
included in the expressions specifying théhjects andobject for the rule. Restric-
tions specify requirements that must be satisfied for ansactee be granted. They
have the form(subjects) CAN (actions) (objects) ONLY IF (conditions), where
subjects, actions andobjects identify the requests to which the restriction applies,
andconditions is a boolean expression of conditions that every requestiohithe
restriction applies must satisfy. For a given request, tackatisfy any of the condi-
tions in restrictions that apply to it implies that the resiueill be denied. An access
request is considered to be authorised if at lease one olthersations that applies
to the request is satisfied.

The following are examples of security requirements andesponding ACU rules
to enforce them.

e Everybody can acce$see_Datasets.

Users CAN access Free_Datasets

e Access to datasets notknee_Datasets allowedonlyto UK citizens.

Users Canaccess data WITH NOT dataset IN Free_Datasets ONLY IF
user/citizenship="UK’

The Access Control Unit component mediates all access stgjteedatasets/meta-
data. It evaluates the access requests against accessHoiesach request received,
the ACU component first determines all the rules that appth¢orequest. These are
rules for which the action field is equal or is an abstractibthe action in the re-
guest, and whose subject expressions are satisfied by tfeesabthe request. This
rule collection process is followed by a conditions packamgl evaluation process. If
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required conditions are satisfied, the access is grantbdrwise, it is denied. Con-
sider the access control rules in example above and a reoyiaserBob to download
datasetl for Commercial purpose within projedlarketing. Suppose thalatasetl

is aFree_Datasets. The access will be granted with no condition according ® th
first rule.

The ACU specification is simple and flexible. It can be used to exppestection
requirements that need to be enforced. However, the acorsslrules it specified are
simply adding a condition attribute to traditional accesstml rules, so they cannot
effectively describe privacy requirements. Moreov&CU is incapable of specifying
object and subject structures.

3.4 Authorisation Specification Language

Karjoth and Schunter proposed a formal model, inclugimgpose obligation, and
distributed administration, for privacy preservation [K3$. The authorisation speci-
fication language (ASL) was developed to specify the acagdss.r The elements in
the model are as followsprincipals, data, purposes, actions and information
sharing, conditions, andobligations. The data system of the privacy model consists
of users, groups, data to be accessed, access purposes;casd modes. The au-
thorisations are divided into two categories: authorisatiubjects consisted of users,
processes, groups and purposes; and authorisation obggrssted of objects, types,
and purposes.

The model specifies different types of rules. These rulesmagested by the security
administrator. Theando rules represent direct authorisations. Other rules araetifi
to represent authorisations derived from the system usiggal rules of inference:
der-cando rules describe the propagation of informatidn,rules define conflict res-
olution strategies andrror rules define integrity constraints. The privacy policies ar
specified by using these authorisation rules.

The following are examples of privacy requirements andesponding ASL rules
to specify them.

e Data of typemedications can be read for purpogeeatment.

cando(medications, treatment, +read, [], cpo) «

e Taskdiagnosing can act for purposgeatment.

cando(treatment, diagnosing, +activate, [], cpo) <
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e UserBob is authorised to perform taskagnosing.

cando(diagnosing, Bob, +execute, [], ss0) «

The Privacy Officer provided the first two authorisation sjléhe Security Offi-
cer gave the third authorisation. In addition, when a pa@gecsepted the enterprise’s
privacy policy, he implicitly sanctioned the first auth@iti®n. By adding the follow-
ing rule, the Privacy Officer strengthens the privacy po$itating that the task above
serves exactly one purpose.

error < certified(diagnosing, p) A certified(diagnosing, p') A p # p'

The proposed model can be used as the basis for an intermsisapantrol system
to handle received data with regard to privacy preservatidme data owner provid-
ing his personal data has the assurance that the organisatieiving the data will
handle it according to stated privacy policy. The orgamsatan also be sure that
its data processing practices are not in conflict with thegay promises they made.
The authorisation specification language used in this ambres capable of expressing
privacy policy as authorisation rules. It is simple and esggive. But as some compo-
nents, such as data objects and subjects, are not formdilhedethe specification of
this model is incomplete.

3.5 Privacy Model using Certain Answer

Stouppa et al proposed a data privacy model using certameaufSS06]. In the model,

a formal definition of privacy problem is presented basedhemiotion ofcertain an-
swer Personal data stored in information system takes the féapdvacy condition
which is a set of queries. Moreover, the public informati®given in terms of aiew
instanceandbackground knowledge\ view instance consists of queries and their an-
swers, while background knowledge includes additionakfabout the system. Back-
ground knowledge is provided for better understanding efdata in the view. The
privacy problem is then to decide whether any of the querngwivate condition can
be inferred from the view instance and the background kndgéeIn order to state the
privacy problem, the notion afertain answemwas proposed. The certain answers of
a query are those answers that are returned by the query iy ‘passible’ instance.
Data privacy is preserved for a query with respect to theigdem/public knowledge if
there are no non-negative certain answers to the query @asect to that knowledge,
that is, if the certain answer to it is either the empty setewative (‘none’ or ‘no’).
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ALLOW [Data User]
to perform [Operation] on [Data Type]
for [Purpose] provided [ Condition]

carry out [Obligation]

Figure 3.1: A Privacy Policy Rule in PARBAC

Formal definitions for both ontology and query answeringtareé given. The on-
tology is defined as a set of first-order sentences, and qusweaing is done through
entailment. The formal model of data privacy is presentedgusertain answers, and
shows that the privacy preservation can be modelled by dbgiotailment. For ex-
ample, when data privacy is applied on relational databagtbsconjunctive queries,
since background knowledge consists of a relational schathaconstraints imposed
on it, data privacy for this setting is decidable in polynahtime.

The privacy model using certain answers consists of thedbsation of ontology
and the constraints of query answering. The privacy presiervproblem here is ac-
tually to check whether a given view instance leaks inforamaabout the data rather
than to control user’'s manipulation on the data. This onlysiders the data object part
of a privacy policy. Moreover, the privacy model using cer@nswers cannot express
basic privacy requirement, such as purpose binding, whigkesthe specification of
privacy policy incomplete.

3.6 Privacy-Aware RBAC Model

Privacy-Aware Role-Based Access Con{RARBAC) model [He03] extended RBAC
model for enforcing privacy policies within an organisatioAs described in Sec-
tion 2.4.3, itis based on RBAC, Domain-Type EnforcementE) business purposes,
and data usage policies. The model consists of a numberlobrdgdtion components
and the relationships among the components. The main as#kion components in
the PARBAC model are (1Y ser, (2) Role, (3) Subject, (4) Domain, (5) Purpose,
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(6) Object — Type, and (7)Object — Policy. The relationships of components are
mapping from a source entity to a target entity with eitheranyato-many, many-to-
one, one-to-many, or one-to-one relation. The model alssists of some constraints
that are used to express security requirements. One of fhariant modules in PAR-
BAC model is customer privacy preferences management. Vehstomer data are
collected online or offline, customers can specify theivgey preferences on how the
organisation can use the data. When a data user requestessaertain privacy pro-
tected data resource, access control is to be checked &rsllyhen the corresponding
data policy is retrieved from privacy management systenypfcal privacy policy rule
expressed in the PARBAC model has the format as in figure 3.1.

The PARBAC model lists the components and the relationshipeng compo-
nents. There are many partial order relations, such as, rtdeks, purposes, and
many-to-many relations. However, these relations andaotmns between these rela-
tions are not formally defined, which makes the specificaticthe model incomplete.
Moreover, there is no clear way to specify conditions in PARB

3.7 Privacy-Enhanced Access Control Model

Fei Xu et al proposed a privacy enhanced access control ifXideVxX09, XCHWQ09].

In the model, the entities of objects and subjects are defaratithe privacy-concerning
subject is introduced into the model. Privacy-concerirgects is a subset of the sub-
jects whose privacy needs to be protected when any of thetshgeaccessed. Privacy-
concerning subjects with respect to an object is a subsdteoptivacy-concerning
subjects whose privacy could be violated when any accedsetoliject is executed.
Since an object may contain private information about mioaa bne subject, all such
subjects can be the privacy-concerning subjects with cd$¢pehe object. Privacy ac-
cess rights are a set of two-tuplds: right, condition >} in which right represents
a specific type of access that a subject can execute on ant abjgcondition is a
Boolean expression stating the condition under which tleequing access right can
be authorised. When the Boolean expression is true, thesdgit can be authorised
by the system.

The privacy-enhanced access control model is expressegl aishree-dimensional
access control matrix. It is an enhancement of the tradititwo-dimensional access
control matrix with the third dimension representing thiexdg@rivacy-concerning sub-
jects. Any privacy access right in the matrix indicates tbeess right that subject has
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on object subject to privacy control by privacy-concernsdpjects. Each entry in the
matrix could be empty or could include one or more privacyeasaights that the cor-
responding subject has on the object with the privacy cobly@rivacy-concerning
subject.

The privacy-enhanced access control introduces the nofipnivacy-concerning
subjects, and integrates privacy as a new dimension intodakd@ional access control
matrix model. This can better describe and support data ovg@irements for pro-
tecting private information when access control is usedifaking access decisions.
However, this model is still an abstract model and is in a y@mitive stage. Many
implementation issues need to be considered, such as hqedtdyspurposes in pri-
vacy requirements, how to solve inconsistencies amongdhdittons in the privacy
access right, and how to implement the three-dimensioraiszsoccontrol matrix in real
systems in an effective way, etc.

3.8 Task-Based Privacy Model

Fischer-Hubner et al proposed the task-based privacy hfled©98]. It is defined as
a state machine model. As described in Section 2.3, it ciensistate variablesin-
variants constraintgprivacy propertiesandstate transition functionsState variables
define the security-relevant model elements within theesteichine model. They are
needed to formally define the privacy policy and the systeatest The state variables
defined in the task based privacy model inclugisjects objects tasks purposes
transformation proceduteand so on. Invariants define conditions for a system state to
meet specific privacy principles. To enforce certain pyvaaclicy, the invariants must
be fulfilled in each system state. Constraints are addedopepres of state sequences
to formulate privacy principles, such as necessity of dedagssing and purpose bind-
ing. State transition functions describe all possible gearof state variables, and are
defined for the actions in the data processing system. Rrpalicies are then spec-
ified as privacy rules using the components in the model. Tlesrare based on the
concept of task. A subject shall be allowed to access an bbpgg by performing a
task on the object. The tasks have to be defined for each apphc The privacy rules
are related to requests and therefore are used as access auformation in their
access control framework.

The task-based privacy model gives formal definitions of gonents and relation-
ships in an privacy protection approach. It expresses g@yiv@quirements in privacy
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Policy Completeness
Approaches | Object Part| Subject Part Expressibility| Enforce Ability
P3P v v
ACU A v ! v
ASL Vv Vv Vv f
Certain Answers V i
PARBAC V v i i
PEAC vV
Task-Based V vV i vV

Table 3.4: Features of Privacy Policy Specification Apphaec

policies as formal invariants and constraints on these corepts. However, since it
does not provide a clear structure of data objects and $sbjbe formal description of
the components is not completed. Moreover, the validatieahanism is not formally
specified.

3.9 Features of Privacy Protection Specifications

Table 3.4 illustrates the evaluation of privacy policy sfieation approaches dis-
cussed in this chapter according to features of a specditatiethod mentioned in
Section 3.1. The symbol/” in the table denotes relevant approach has corresponding
feature, while the symbolf" denotes that relevant approach has corresponding fea-
ture, but the specification is incomplete. The result of apphes evaluation shows
that none of them meets all those featured requirements.

3.10 Requirements Analysis and Specification

With the background knowledge of information privacy, wedeeviewed privacy pre-
serving approaches and privacy protection specificatidmnaditionally, privacy pro-
tection specification is isolated from requirements angly$his isolation presents a
number of problems.
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e Incomplete privacy protection method

The lack of requirements analysis often leads to incomgdgteacy protection
approach. For example, without the help of requirementtyaisaCertain An-

swersspecification only specifies privacy protection from theealg’ point of

view. This makes it incapable of expressing privacy requeets from the sub-
ject’s perspective, and therefore leads to the design oheomplete privacy
protection method.

¢ Insufficient privacy property analysis and verification

Without the specification of entities, relationships, angigry requirement, the
privacy properties of a proposed privacy preservation @ggr cannot be anal-
ysed in full. This makes it impossible to judge whether thepmsed approach
has achieved the privacy preservation goal it has targeted.

e Misalignment between privacy promises and practices

Without a proper specification and authorisation mechastiseprivacy promises
of an organisation may not be properly implemented in ret geocessing prac-
tices. For example, since P3P does not provide any techmieasure on autho-
risation, it cannot help verify whether the privacy praei@are consistent with
published privacy policies.

The privacy violations caused by inconsistency betweerpthvacy requirements
and the data processing practices motivated us to invésfoyaacy protection speci-
fication. Based on the above investigations, we argue thatqyrprotection specifica-
tion should be developed together with requirements aisalyss to privacy require-
ments, we believe that data owners’ privacy-related deassare highly individual.
Therefore, we argue that privacy protection requires amagmh which enables dis-
closure of private information under data owners’ prefeesy in order for the data
owners to gain the benefits of accessing services and usphligatpns at their desired
levels of openness.

This work proposes purpose based access control as the msoht achieve
information privacy with the consideration of data owngn®ferences. Purposes can
be divided into intended purposes and access purposesniEmeled purposes specify
the intended usage of data objects, and the access purpeséy she intentions for
which a given data object is accessed. To ensure that a digtzt bused only for its
intended usage, the access purpose should be compliantheitlata object’s intended
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purpose. Privacy requirements are analysed and verifiddtivit help of the VDM
specification. The complete specification consists of iestitelationships, invariants,
model operations and their proof obligations. In additidasign considerations for
successful application of the proposed approach in diggtbcomputing environments
are investigated.

3.11 Chapter Summary

This chapter investigated relevant work on privacy pratecspecification approaches.
A privacy protection specification should consider the golkompleteness, the ex-
pressibility, and the integration with enforcement measi@s. The privacy protection

specification approaches that we investigated are anaggadst those three condi-
tions. Based on the review of privacy protection approa@rekprivacy protection

specifications, we identified the need for the developmeat fivacy protection ap-

proach with the help of specification. The purpose-baseessocontrol model will be

presented in next chapter to illustrate that it meets thairements set in Section 2.1
and Section 3.1.



Chapter 4

A Purpose-Based Access Control
Method

4.1 Chapter Introduction

This chapter presents the purpose based access contraldtlest enforces basic legal
privacy requirements, such psrpose bindingandnecessity of data processinghe
specification is developed along with the requirementsyaial The entities, their
relationships, privacy requirements, and model operatand their proof obligations
in the privacy protection approach are specified, which ftrenbasis of the Purpose
Based Access Control Model.

This chapter is organised as follows: Section 4.2 illusgdhe design consider-
ations for the purpose based privacy preserving approaghtsuspecification; Sec-
tion 4.3 specifies entities in the model, including data otgjeroles and users, pur-
poses, and accesses; Section 4.4 specifies privacy requtenequired for a privacy
protection approach; Section 4.5 describes the model,rates presents their satisfi-
ability proof obligations; Section 4.6 describes the asaamtrol mechanism in this
approach; Section 4.7 analyses the features of this agmraad concluding remarks
are included in Section 4.8.

4.2 Design Considerations

The requirements for privacy preserving approach and esipation are set in Sec-
tion 2.1 and Section 3.1 respectively. To meet those reaugings, when we develop
our approach and the corresponding specification, the spethe following three

72



4.2. DESIGN CONSIDERATIONS 73

sections are considered accordingly.

4.2.1 Purpose As A Base Construct

In previous chapters, the concept of purpose has beengigéd. In respect of privacy
preserving requirements, data owners’ decisions abouagyiprotection are highly
individual. So we argued that in order for the data ownersaio the benefits of ac-
cessing services and using applications while at the same tth have control over
their personal information at their desired levels of ops®) privacy protection re-
quires an approach that reflects data owners’ preferenegstevdisclosure of private
information.

The concept of purpose is integrated into our privacy ptaieapproach. Pur-
poses can be divided into intended purposes and accesssparpbhe intended pur-
poses specify the intended usage of data objects, whilecttess purposes specify the
intentions for which a given data object is accessed. Torentat a data object is
used only for its intended usage, the access purpose sheglohipliant with the data
object’s intended purpose. Since purpose closely reflaeteamfort levels of an in-
dividual about his own information, it is introduced as aibasnstruct of our privacy
protection approach.

4.2.2 VDM Specification

VDM is chosen as the specification approach in this investigasince it provides
adequate expressive possibilities for specification amidication of privacy proper-
ties, and relatively simple satisfiability proof method MDM, objects are specified in
terms of a model, such as data object model, purpose models@drcification of the
purpose based access control approach takes the foopeoftionson astatewhich
defines a class or set of valid states. Well-forrpegacy invariantsare used to limit
the defined class further. Operations are specified usinggrdition predicates and
two-state post-condition predicates. All operations @res any privacy invariant that
may apply. Operations may change the value of the state gsa®ithe new value is
also a valid state. The link is established between the rexpgnts analysis and the
design of the states.
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4.2.3 Privacy Protection Principles

In the introduction of this thesis, it lists general privgoptection principles, such as
OECDGuidelines for Data Protectioand FTCFair Information Practice Principles
Based on the analysis of these principles and many otheireagents in legislative
acts, the thesis lists the most essential privacy protegtimciples in Section 1.2.3 as
summarised in Simone Fischer-Hubner’s work, namkwfulness and fairnespur-
pose specication and purpose complianecessity of data collection and processing
notication and access rights of the data owrsgcurity and accuracy

The principle of lawfulness and fairness just provides aegalirmoral principle, and
the principle of notication and access rights of the dataesywand security and accu-
racy relate more to real implementation mechanisms ofim&tion systems. Since this
research aims at preserving privacy using access contaianém, the specication in
this thesis focuses on the aspects of purpose specificattbpiapose compliance, and
necessity of data collection and processing. Furthermorine research reported in
this thesis, we find that the entities of role attributes ayslesn attributes are sufficient
to represent the conditions in our analysis, so we currembiy’t specify the entity of
obligation for the user and role model.

4.3 Model Entities

This section outlines the basic framework of our privacyspreing access control
model, and presents essential concepts, denitions of tireentties, and the formal
specications of mapping functions and the access grantileg.r Three entities are
usually used in a basic access control systeubjects objects andoperations For
the system to be able to perform privacy-preserving acoessal, entities that can
be used by data owners to state their privacy preferencebyatiak system to enforce
the privacy requirements should be included, e.g. the gyigensitive levels of data
objects, the consent of data owner, the intended data usag@$he purposes of data
accesses. Since privacy policies are concerned with th@opes for which data ob-
jects are used rather than the actions that subjects pedomata objects, traditional
access control models can not readily achieve privacy pratsen. The notion of pur-
pose should play a major role in access control model in c@@reserve privacy.
Therefore, we will focus on the entity of purpose in our pciy@rotection model.

In this section, the entities of our privacy protection mioaied system state are
defined. We will first define a suitable structure for repréisgndata objects, then
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Object Types Content

Registration Data Administrative and demographic information
about a patient

Admission Data Administrative information about a patient

Treatment History Treatment record of a patient

Diagnosis Diagnosis data

Prescription Prescription information

Treatment Suggestionsinstructions for treatment

Billing Data Billing information about a patient

Statistics Statistical data

Table 4.1: Object Types in a Medical Care Scenario

we will present the RBAC model with the extension of condiabrole, we will then
define the entity of purpose model, and then we will define titagies for accessing

data objects, and finally we will specify the system stateelam the definitions of
entities.

4.3.1 An Object Data Model

An object data model, which gives a suitable structure fpresenting data ob-
jects, is defined in this section. In each organisation etlaee a set of data objects.
A data object is used to denote a piece of information. Indpisroach, data objects
are organised using object type information. An object tgpgesponds to a set of
data objects that satisfy some common properties. For eeapto the data objects
collected from a patients in a medical care environment astioreed in Section 1.2,
which are shown in Table 4.1, we can see that some data objelcisg to the object
type of registration data, some data objects belong to tiexbtype of treatment his-
tory, some data objects belong to the object type of diaghasid so on. Data objects
are classified into different object types, because it ishmeasier to define and ad-
minister intended usages and necessary accesses for ipestinstead of defining
them individually for each single data object, thus impsotlee object management
scalability. These entities are defined as follows.

Let Objectdenote the set of objects. An object type is a set of objectesset of
object types can be denote@sject-set (this is a VDM set type definition).
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Type Attributes Attribute Values
Purpose Admin, Diagnosing ...
Retention 1 day, 1 week, ...
Service optin true, false

Service optout true, false

Table 4.2: An Example of Object Type Attributes and AttribMalues

Next, we define object type attributes and attribute valaespecify the properties

of object type.

Definition 1 [Object Type Attributes] denoted a8ypeAttr, are a set of attributes
associated with an object type, and these attributes desdhe properties for the
collection of, and access to, this type of objects.

Table 4.2 gives an example of object type attributes in a nhatdel.

Definition 2 [Object Type Attribute Values] denoted dstrV alue, are a set of pos-
sible values for the object type attributes.

Table 4.2 also gives an example of possible attribute vaassciated with object

type attributes.

The object data model is concerned with how data objectsrgansed and how
they are associated with type attributes. The object datéemo our system is defined

as follows.

Definition 3 [Object Data Model]

Object DataModel :: object :
type :

typeAttr :

attrValue :

TypeOf :

AttrOf :

ValueOf :

Object-set

(Object-set)-set

Type Attr-set

AttrValue-set

Object — Object-set

Object-set — TypeAttr-set
Object x TypeAttr — AttrValue
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inv (mk-Object DataModel(0, t, ta, av, To, Ao, P A
(domTo=oAnrngTo Ct)A

(dom Ao = tA rng Ao C ta-set) A
(domVo=o0xtAnrng Vo C av)

The fields ofObject DataM odel state that

1. objectis a set of objects

2. typeis a set of object types

3. typeAttris a set of type attributes

4. attrValueis a set of attributes values

5. TypeOf : Object — Object-set is a total function giving the type associated
with each object

6. AttrOf : Object-set — TypeAttr-set is a total function giving the type at-
tributes associated with each type

7. ValueOf : Object x TypeAttr — AttrValue is a total function giving the
value of the attributes associated with objects.

Some notes on the syntax of the VDM specification aboveO(ljyct Data M odel
is a composite type. The composite type is definedMasine :: ... (2) A composite
type has a number of fields, and each such field has a value. h@kignature of
a function is written with the domain and range seteni andrng on a function
return the domain and range sets respectively) separatad agrow, as i ypeO f :
Object — Object-set. (4) A Greek delta is combined with the equality sign to give
the definition symbol 4). (5) Data type invariantsirfv) are truth-valued functions
which can be used to record restrictions on composite type# make — function,
asmk-Object DataM odel, when applied to appropriate values for the fields, yields a
value of the composite type. A make-function is specific tg@et and its name is
formed by prefixingmk- to the name of the type.

The data structure for object data mo@&l in our system, of typ@&bject DataM odel,
can then be represented as a tufabject, type, typeAttr, attrValue, TypeOf, AttrOf,
ValueOf).

In this section, we defined the object data model for reptesgpdata objects in our
system. Next we will define the structure for representirggsibjects in our system.
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4.3.2 Users and Roles

The purpose-based access control approach of [BBLO5, BeEQ&nds the RBAC

model with the concept of conditional role, which is basedas attributes and sys-
tem attributes. In this section, formal definitions of rotgibutes, system attributes,
and conditional roles are presented.

First, we specify the entities of user and role in the basié&Bnodel.

Users are the active entities in a system, e.g. the staff in@diaal care scenatrio.

Let User denote the set of users.

The roles in a system reflect the responsibilities of pas#tior job descriptions
in the context of an organisation, e.g. therapist, registastaff, or billing staff in a
medical care scenatrio.

Let Role denote the set of roles.

A user may be assigned several roles and a role may be assosexeral users.

UserRole: User <+ Role is the relation between users and roles.

A user may be assigned with many roles, but the user may naotisgell his roles
at the same time. The roles that a user is currently exegcasia “active” roles.

Active Roles ARUser — Role-set is a function that returns the roles for which a
user is active.

Because the existing role definitions are predefined forsscpermission assign-
ments, they may not adequately specify the set of users toowt® wish to grant an
access purpose. The conceptohditional rolewas then introduced. It is based on the
notion ofRole Attributesand System AttributesgNext we specify them accordingly.

Definition 4 [Role Attributes] denoted aRole Attr, are a set of properties of roles
related to the grant of access purpose.

Every roler € Role is associated with a set of role attributes, e.g. the spgg@él
therapists in a medical care scenario.

RoleAttrOf Role — RoleAttr-set is a function that returns the set of role at-
tributes of a role.

Let RoleAttrValuedenote the set of possible role attribute values.

RoleAttrValueOf Role x Role Attr— Role AttrV alue is a function giving the value
of role attributes associated with a role.

For an access control system, system attributes are useddtdlie the properties
of a system context. For example, the working hours withirogpital is a system
attribute.
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Definition 5 [System Attributes] denoted &% s Attr, are properties about the context
of access control system.

The values of system attributes specify the conditions@gittess control system.
Let SysAttrV alue denote the set of all possible system attribute values.

SysAttrValueOf SysAttr — SysAttrValue is a function giving the value of the
system attributes in a system.

With role attributes and system attributes, we can now déffieeonditional role.

Definition 6 [Conditional Role] refers to a role with some conditionsaathed to it.

CondRole ::r : Role
cond : RoleAttrV alue x SysAttrValue — B

whereB is the boolean sefp = {true, false}, and cond: RoleAttrValue x
SysAttrValue — B is a truth-valued function.

CR : CondRole-set is used to hold the set of conditional roles in a system.
Current Conditional Role CCRUser — CRis a function that returns the condi-
tional role the user currently exercises.

Using the entities defined previously, we can now define tle mwdel for our

system.

Definition 7 [Role Model]

RoleModel :: role

user .

UserRole

role Attr
role AttrValue

RoleAttrValueO f:
sysAttr :
sysAttrValue :
SysAttrValueO f -
CR:

CCR:

. Role-set

U ser-set

: User < Role
AR :

User — Role-set

: RoleAttr-set
. Role AttrV alue-set

Role x RoleAttr — RoleAttrV alue
SysAttr-set

SysAttrV alue-set

SysAttr — SysAttrValue
CondRole-set

User - CR

The data structure for role modBIM can be represented as a tupiele, user,
UserRole, AR, roleAttr, roleAttrValue, RoleAttrValue®fsAttr, sysAttrValue, SysAttr-

ValueOf, CR, CCR
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4.3.3 Purpose

Data is collected for certain purposes. For example, foricaédare, data may be
collected for registration or diagnosing. Each data aceéss serves a certain pur-
pose. It is necessary to determine purposes for which datallected and purposes
of data accesses. The concept of purpose has been higtlighgeevious discussion.

In respect of privacy preserving requirements, data owmEsisions about privacy

protection are highly individual. So we argued that in orfierthe data owners to

access services and use applications while at the samedihevé control over their

personal information, privacy protection requires an apph that reflects data own-
ers’ preferences over the disclosure of private infornmatfeo the concept of purpose
is integrated into our privacy protection approach. In fastion, the entity of purpose
is formally defined.

Definition 8 [Purpose] denoted aBurpose, is the intention of data collection or data
access.

Purposes are organised in a tree structure, which is callgabpe tree. LePr
denote the purpose tree. Each node represents a purpésejpnse, and each edge
represents a hierarchical relation between two purposhksselrelations are defined
below.

In respect of purposes, some are general, and some arelspduoeae are some
relationships among them. The purposes are organisedunpoge tree according to
these relationships. Next we define relationships amonggses.

The nodes in a purpose tree can be classified into generakoraspccording to
the relationships among the nodes.

Definition 9 [Specialisation (Generalisation)] Ip,, p, are two nodes in a purpose
tree, then we say, is a specialisation op; (or p; is a generalisation of,) if there
exists a downward path from to p..

Specialisation: Purposex Purpose— B is a truth-valued function that charac-
terises the specialisation relation.

Generalisation: Purposex Purpose— B is a truth-valued function that charac-
terises the generalisation relation.

We have specified the purposes and the relationships amopggas. Next, we
specify the purposes according to data processing stagsading data collections
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and data accesses. Purposes, depending on their assowaidgti@bjects and subjects,
may be categorised into intended purposes or access parpespectively.

Definition 10 [Intended Purpose] is the specified usages for which the dajacts
are collected.

Intended purpose specifies the property of data objects.

IP: object(OM) U type(OM) — Purpose-setis a function that returns intended
purposes of a data object or type.

Here,object andtype are defined in object data modeM, Purposeis the set of
purposes.

Definition 11 [Access Purpose] is intentions for accessing data objects.

Access purpose specifies the property of data accesses.

AuthorisedAccess Purpose AAP: CR(RM) — Purpose-set is a function that
returns authorised access purposes.

The purpose model in our system is defined as follows.

Definition 12 [Purpose Model]

PurposeModel :: purpose : Purpose-set
Specialisation : Purpose x Purpose — B
Generalisation : Purpose x Purpose — B
IP: object(OM) U type(OM) — Purpose-set
AAP : CR(RM) — Purpose-set
The data structure of purpose mod¥ can be represented as a tupbairpose,
Specialisation, Generalisation, IP, AAP

4.3.4 Requests, Transactions, and Accesses

This section specifies the entities for accessing data tshjeamely, requests, transac-
tions and accesses.

Definition 13 [Request]
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Request :: obj : object(OM)

ap : purpose(PM)

When a conditional roler wants to access an objegtj, it makes a request for
the data object with a particular access purpage The request is denoted as a 2-
tuple (obj, ap). For example, the request from a GP to access treatmentyhistahe
purpose of diagnosing has the form{ofeatment history, diagnosing).

We useReq : Request-set to denote the set of requests in a system.

Current Request CReqCR(RM) — Req is a function that returns the request
currently presented.

Definition 14 [Transactions] denoted as Transaction, are the executimngproce-
dures to perform a request.

To ensure an object is accessed in a controlled manner, pebified transactions
may be allowed. For example, the diagnosing request censighree transactions:
reading treatment history, analysing medical test resaittd appending new diagnosis
to the treatment history.

Current Transaction CTCR(RM) — Transaction is a function that returns the
transaction currently being performed.

Authorised Transactions ATReq — Transaction-set is a function returns the
authorised transactions for a request.

Next we define entities about accesses in our system. Modiéksrelated to
object accesses are access modes, necessary accessamiacoess.

Definition 15 [Access Modes] are the modes of accesses performed on dataob

Let AccModedenote the set of access modelscMode= {create, read, write,
append, delete}
Mode: AccMode-set denotes the set of access modes in a system.

Definition 16 [Necessary Accesses] are the accesses that are neededigvaem
access purpose.

For access purpose, it has to be defined in advance what escgsneeded to
achieve that access purpose.
NecAcc :: ap : Purpose
tp : type(OM)
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trans : Transaction
x : Mode
N A: NecAcc-set denotes the set of necessary accesses.

Definition 17 [Current Accesses] are accesses that a conditional roleeréggming.

CurAcc ::cr: CR(RM)
obj : object(OM)
x : Mode
C A: CurAcc-set denotes the set of current accesses.
Then, we can define the access model in our system.

Definition 18 [Access Model]

AccessModel :: Req : Request-set
CReq: CR(RM) — Req
Trans : Transation-set
CT: CR(RM) — Trans
AT . Req — Trans-set
Mode: AccMode-set
NA : NecAcc-set
CA: CurAcc-set
The data structure of access mod@ll can be represented as a tugiReq, CReq,
Trans, CT, AT, Mode, NA, CA

Having defined the entities in our purpose-based accesslntloelsystem state can
be defined.

4.3.5 The State of System

Entities are specified in terms of models in previous sestidie specification of our
approach takes the form of an operation on a state which dedictass or set of valid
states. Well-formed data type invariants are used to lingitdefined state further. The
formalisation of the model consists of the specificationysdtem state. System state
consists of the state variables corresponding to the coemisrdefined in previous
sectionsOM, RM, PM, AM.

A state consists of fields list, invariants, and initialisat The state space, without
invariant and initialisation condition as yet, is writtem fallows:
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state PPS of

OM : ObjectDataModel
RM : RoleModel
PM . PurposeM odel
AM : AccessModel

inv...

init . ..

end

The initialisation condition on the state is defined as:

init o2 {c.object(OM) = {} A o.type(OM) = {} A

o.purpose(PM) ={} N, AAP(PM) = {—} A

o0.Req(AM) ={} Noa.Trans(AM) = {} A

0.CA(AM) ={} N\o. NA(AM) ={}}

which initiates the entities of object, object type, pugosquest, transaction,
current access, and necessary access with empty sets.

In this section, the entities in purpose-based accessatantrdel and the system
state have been introduced. Then we are able to specifycgnigguirements in privacy
policy. We will specify the state invariants correspondiaghe requirements in next
section, and we will also specify the operations in the model

4.4 Privacy Invariants and Constraints

In this section, a way to specify privacy requirements wit@ help of Purpose Based
Access Control Method is described. We will express priviayuirements in the
privacy policy. The following privacy policy was stated iRHO98]:

A subject may only have access to personal data if this aceegsessary
to perform its current task, and only if the subject is autbed to perform

this task. The subject may only access data in a controlletheraby per-

forming a transformation procedure, for which the subjeatrrent task
is authorised. In addition, the purpose of its current taskshtorrespond
to the purposes for which the personal data was obtained nsent must
be given by the data subjects.

There are two important aspects of data access that shoptdteeted by a privacy-
preserving access control system according to this pohiegessity of data accesses



4.4. PRIVACY INVARIANTS AND CONSTRAINTS 85

and purpose binding of accesses to data.

Using the entities we defined before, and according to thegsof data access,
we express privacy requirements in the privacy policy stat®ve in following invari-
ants (we place the symbor“behind a state variable to refer to the variable in the new
system state):

We define invariants through the process of data access, \waslefine the invari-
ants for the creation of data objects.

(a) Data Collection Invariants
(al) A data object can be created if and only if it is necesg&arthe conditional role
to fulfill its current request.

Given two successive system states’,

v=(OM,RM, PM, AM),

v'=(OM',RM', PM', AM"),

(v,v") satisfies privacy invariant-(al), iff

Ver € CR(RM), type; € type(OM), ap € purpose(PM):

obj ¢ object(OM) A (obj, ap) = C'Req(AM)(cr)

A (ap, type;, CT(AM)(cr), create) ¢ NA(AM)

= obj ¢ object(OM") V TypeO f(OM")(0bj) # type;

This invariant specifies the necessity of data object ayeati
(a2) A data object may be created if and only if the purpose obraditional role’s
current request match the purpose of the object’s type.

Given two successive system states,
v=(OM,RM, PM, AM),
v' = (OM',RM', PM', AM"),
(v,") satisfies privacy invariant-(a2), iff
Ver € CR(RM), type; € type(OM), ap €
purpose(PM):

obj & object(OM) A (obj,ap) = CReq(AM)(cr)

Aap ¢ TP(PM)(type;)

= obj ¢ object(OM') V TypeO f(OM')(obj) # type;

This invariant specifies the purpose compliance of datacolopeation.

Next, we define invariants for the authorisation of condigibrole.

(b) Role Authorisation Invariants

These invariants specify the authorisation of conditionsd, access purpose and

transaction.
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(b1) A user’s current conditional role has to be authorised.
For a system state= (OM, RM, PM, AM),
v satisfies privacy invariant-(b1), iff
YV u € user(RM), (r,cond) € CR(RM):
(r,cond) = CCR(RM)(u) = r € AR(RM)(u) A cond < true

(b2) A conditional role’s access purpose in its current esfjtnas to be authorised for
the conditional role.

For a system state,
v=(OM,RM, PM, AM),
v satisfies privacy invariant-(b2), iff
Ver € CR(RM), (obj,ap) € Req(AM):
(obj,ap) = CReq(AM)(cr) = ap € AAP(PM)(cr)
(b3) A conditional role’s current transaction has to be atitfed for the conditional
role’s current request.
For a system state,
v=(OM,RM, PM, AM),
v satisfies privacy invariant-(b3), iff
Ver € CR(RM), trans € Trans(AM):
trans = CT(AM)(cr) = trans € AT(AM)(CReq(AM)(cr))

These invariants specify the authorisation of conditionsd, access purpose and
transaction.

Next, we define invariants for data access and the deletidatafobject.
(c) Data Access Constraints
(c1) A conditional role may only have current access to a dafact if the access

of executing the transaction on the object type is the nacgsscess for the access
purpose.

For a system state,
v=(OM,RM, PM, AM),
v satisfies privacy invariant-(cl), iff
Ver € CR(RM), obj € object(OM), ap €
purpose(PM),x € Mode(AM):
(obj,ap) = C'Req(AM)(cr) A {cr,obj,x) € CA(AM)=
{(ap, Typeof(OM)(obj), CT(AM)(cr),zy € NA(AM)
This invariant specifies the necessity of data access.
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(c2) A conditional role may only have current access to a daject, if the purpose of
its current request is compliant to the intended purpos#seotype of the object.
For a system state,
v=(OM, RM, PM, AM),
v satisfies privacy invariant-(c2), iff
Ver € CR(RM), obj € object(OM), ap €
purpose(PM),x € Mode(AM):
(obj,ap) = C'Req(AM)(cr) A (cr,obj, x) € CA(AM )=
ap € IP(PM)(Typeof(OM)(obj))
This specifies purpose compliance of data access.
(c3) A conditional role may delete a data object, if and onli is necessary for its
current request.
Given two successive system states,
v=(OM,RM, PM, AM),
v =(OM',RM', PM', AM"),
(v,") satisfies privacy invariant-(c3), iff
Ver € CR(RM), obj € object(OM), ap €
purpose(PM):
obj € object(OM) A (obj,ap) = CReq(AM)(cr)
A {ap, Typeof(OM)(obj), CT(AM)(cr), delete) ¢ NA(AM)
— obj € Object(OM")
This specifies the necessity of data object deletion.
(c4) A conditional role may delete a data object, if and ohtiae purpose of its current
request is compliant to the intended purpose of the typeeobbject.
Given two successive system states
v=(OM,RM, PM, AM),
v' = (OM',RM', PM', AM"),
(v,") satisfies privacy invariant-(c4), iff
Ver € CR(RM), obj € object(OM), ap €
purpose(PM):
obj € object(OM) A (obj,ap) = CReq(AM)(cr)
Aap & IP(PM)(Typeof(OM)(obj))
— obj € object(OM")
This specifies purpose compliance of object deletion.
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The invariant of the system state BIPS is the conjunction of these expressions,
denoted asnv-PPS. A statev is a privacy-oriented state if and only:ifsatisfies the
privacy invariants specified above.

The invariants have been specified in this section. Next weipthe model rules,
and give the proof obligations of model rules.

4.5 Model Rules and Proof Obligations

Model operations are specified using pre-condition predg;avhich are predicates on
a single initial state, and two-state post-condition pratlis, which are predicates over
the initial and final state values. This type of specificatoms to be implicit, which
means it aims to fix the properties required of the approac¢hownt specifying how
they are to be achieved. All operations must preserve aytgpé invariant that may
exist. They may change the value of the state as long as thealae/is valid state.

In this section, formal specifications of model rules areegivl hey specify opera-
tions by which the state variables can be changed. The pdémmand the postcon-
dition are used to specify the rules. Proof obligations [BB4, Jon87] of operations
show that the operations are satisfiable.

Rulel: create-object

Conditional rolecr requests to create an objedt with the typetp.

This is specified as following:

create-object(cr : CR(RM), obj, tp : type(OM))
ext rd RM : RoleModel rd PM : PurposeModel

rd AM : AccessModel wr OM : Object DataM odel
pre obj ¢ object(OM) A (obj,ap) = CReq(AM)(cr)

Nap € IP(PM)(tp) A {(ap,tp, CT(AM)(cr), create) € NA(AM)
post OM' = {(object(OM)U {obj}, type(OM), typeAttr(OM), attrV alue(OM),
TypeO f(OM)U {obj — tp}, AttrO f(OM), ValueO f(OM))

Some notes on the operation specification above: (1) Theifiesbf the operation
specification is similar to that of a function. (2) The secpadt records those entities
to which an operation has externak{ access. (3) Variable names are preceded by an
indication of whether access is read onig)(or read and writewr). (4) The name of
each variable is followed by its type. (5) The truth-valueg-pondition pre) can refer
only to the values of the parameters, while the post-camdifpost) normally refers
to the values of both parameters and result.
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The pre-condition of the operation states thigtis not already in the set of objects,
and to create objectbj in current request is necessary access. The post-condition
states thawbbj in included in the new object data model.

Next, defined symbols representing the operation’s pratondnd postcondition
are introduced.

pre-create-object(cr, obj, tp, OM, RM, PM, AM) £

obj ¢ object(OM) A (obj,ap) = CReq(AM)(cr) N ap € IP(PM)(tp)

A {ap,tp, CT(AM)(cr), create) eNA(AM)

post-create-object(obj, tp, OM,OM') £

OM' = (object(OM)U{obj}, type(OM), type Attr(OM), attrV alue(OM),

TypeO f(OM) U{obj — tp}, AttrO f(OM), ValueO f(OM))

The following is satisfiability obligation associated wittis operation.
Proof Obligation 1: Operatiorncreate-object is satisfiable.

create-object-sat

OM : ObjectDataModel; RM : RoleM odel,

PM : PurposeModel; AM : AccessModel; inv-PP.S;

pre-create-object(cr, obj, tp, OM, RM, PM, AM)

3 obj, tp : type(OM), OM : Object DataModel, OM' : Object DataType -
post-create-object(obj, tp, OM,OM’) A inv-PPS’
Next we give proof for this satisfiability obligation.
from OM : ObjectDataModel; RM : Role M odel,
PM : PurposeModel; AM : AccessModel; inv-PPS,

pre-create-object(cr, obj, tp, OM, RM, PM, AM)

{obj} : object(OM’)-set

object(OM) U {obj} : object(OM’)-set

{obj ~ tp}: object(OM") — type(OM’)

TypeO f(OM) U {obj ~— tp}: object(OM') — type(OM")
from inv-PPS

5.1 ap € IP(PM)(tp)

5.2 (ap,tp, CT(AM)(cr), create) € NA(AM)

infer object(OM")= object(OM) U {obj} A

TypeO f(OM') =TypeO f(OM) U {obj — tp}
6 Jobj, tp: type(OM),OM : Object DataModel,
OM' : ObjectDataModel - inv-PPS'

aa b~ W NP
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infer Jobj, tp : type(OM), OM : Object DataM odel,
OM' : Object DataType-
post-create-object(obj, tp, OM,OM") A inv-PPS'

This proof obligation states that there must always be &t leae state configu-
ration satisfying the operation’s post-condition whemebe system is in some legal
state and when the operation’s parameters satisfy itsquditon in that state.
Rule 2: delete-object

Conditional rolecr requests to delete an objedy.

This is specified as following:

delete-object(cr : CR(RM), obj : object(OM))
ext rd RM : RoleModel rd PM : PurposeModel

wr AM : AccessModel wr OM : Object DataM odel
pre (obj,ap) = CReq(AM)(cr) Aap € IP(PM)(TypeO f(OM)(obj))

A {ap, TypeO f(OM)(obj), CT(AM)(cr), delete) € NA
post OM' = (object(OM)\ {obj}, type(OM), type Attr(OM), attrValue(OM),
TypeO f(OM), AttrO f(OM), ValueO f(OM))
AN AM' = (Req(AM), CReq(AM), Trans(AM), CT(AM), AT(AM),
Mode(AM), NA(AM), CA(AM) \ {CA(AM)N {CR x {obj} x Mode}})
Then we give satisfiability obligation for this operation.
Proof Obligation 2: delete-object is satisfiable.

delete-object-sat

OM : ObjectDataModel; RM : RoleM odel;

PM : PurposeModel; AM : AccessModel; inv-PPS);

pre-delete-object(cr, 0bj, OM, RM, PM, AM)

3 obj : object(OM), OM : ObjectDataModel, OM' : Object DataModel,
AM : AccessModel, AM' : AccessModel -
post-delete-object(obj, OM, OM' , AM, AM') A inv-PPS'
with pre-delete-object(cr, obj, OM, RM, PM, AM) and
post-delete-object(obj, OM, OM' , AM , AM’') defined as:
pre-delete-object(cr, obj, OM, RM, PM, AM)E

(obj, ap) = CReq(AM)(cr) A ap € IP(PM)(TypeO f(OM)(obj))

A {ap, TypeO f(OM)(obj), CT(AM)(cr), delete) € NA
post-delete-object(obj, OM, OM' AM, AM')=E

OM' = (object(OM)\ {obj}, type(OM), type Attr(OM), attrV alue(OM),
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TypeO f(OM), AttriO f(OM),ValueO f(OM))
AN AM' = (Req(AM), CReq(AM), Trans(AM),CT(AM), AT(AM),
Mode(AM), NA(AM),CA(AM)\ {CA(AM)N{CR(RM) x {obj}
xMode(AM)}})
The proof of the satisfiability obligation is that 8fule 1 with the substitution of
privacy invariant (c3) and (c4) for privacy invariant (alh}dx(a2).
Rule 3: get-access
Conditional rolecr requests that access objedtj in modex be enabledy €
{read, write, append}.
get-access(cr : CR(RM), obj : object(OM), x : Mode)
ext rd RM : RoleModel rd PM : PurposeModel
wr AM : AccessModel rd OM : Object DataM odel
pre (obj,ap) = CReq(AM)(cr) A {ap, Typeof(OM)(obj), CT(AM)(cr),x) €
NA(AM) N ap € IP(Typeof(obj))
post AM' = (Req(AM), CReq(AM), Trans(AM), CT(AM), AT(AM), Mode(AM),
NA(AM),CA(AM) U {{cr,obj, x)})
The proof of the satisfiability obligation is that &ule 1 with the substitution of
privacy invariant (c1) and (c2) for privacy invariant (ah}da(a2).
Rule 4: release-access
Conditional rolecr requests that access objeét in modex be disabled €
{read, write, append}.
release-access(cr : CR(RM), obj : object(OM), z : Mode)
ext rd RM : RoleModel rd PM : PurposeModel
wr AM : AccessModel rd OM : ObjectDataM odel
pre (obj,ap) = CReq(AM)(cr)
post AM' = (Req(AM), CReq(AM), Trans(AM), CT(AM), AT(AM), Mode(AM),
NA(AM),CA(AM) \ {{cr,obj, x)})
The proof of the satisfiability obligation is that 8ule 1 with the substitution of
privacy invariant (c1) and (c2) for privacy invariant (alh}dx(a2).
Rule 5: execute-transaction
Conditional rolecr requests to execute transactionns
execute-transaction(cr : CR(RM), trans : Trans(AM))
ext rd RM : RoleModel wr AM : AccessModel
pre trans € AT(AM)(CReq(AM)(cr)) NCT(AM)(er) = Nil
post AM' = (Req(AM),CReq(AM), Trans(AM), {trans}, AT(AM), Mode(AM),
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NA(AM),CA(AM))

The proof of the satisfiability obligation is that 8ule 1 with the substitution of
privacy invariant (c1) and (c2) for privacy invariant (ahda(a2).
Rule 6: exit-transaction

Conditional rolecr requests to exit its current transactioans.

exit-transaction(cr : CR(RM),trans : Trans(AM))
ext rd RM : RoleModel wr AM : AccessModel
rd OM : Object DataM odel

pre (obj,ap) = CReq(AM)(cr)

post AM' = (Req(AM),CReq(AM), Trans(AM), Nil, AT(AM), Mode(AM),
NA(AM), CA(AM) \ {CA(AM )N {{cr} x object(OM) x Mode(AM)}})

The proof of the satisfiability obligation is that 8fule 1 with the substitution of
privacy invariant (c1) and (c2) for privacy invariant (ahdaa2).
Rule 7: change-current-request

Conditional rolecr requests that its current request be changeddo

change-current-request(cr : CR(RM),req : Req(AM))
ext rd RM : RoleModel rd PM : PurposeModel
wr AM : AccessModel rd OM : ObjectDataM odel

pre (obj,ap) =req N\ ap € AAP(PM)(cr) NCT(AM)(cr) = Nil

post AM' = (Req(AM),req, Trans(AM), Nil, AT(AM), Mode(AM),
NA(AM),CA(AM))

The proof of the satisfiability obligation is that 8fule 1 with the substitution of
privacy invariant (c1) and (c2) for privacy invariant (ahda(a2).

The followingRules 8-19are management operations, and they are performed by
privacy officer. Since they don’t create, delete, or accégsats, they won't change
the satisfiability of invariants.

Rule 8: add-NA

Conditional rolecr requests to add the tuplep;, type;, transy, x) to NA

add-NA(cr : CR(RM), (ap;, type;, transy, x))

ext rd RM : RoleModel wr AM : AccessModel

pre cr = privacy-of ficer A (ap;, type;, transy, x) ¢ NA(AM)

post AM' = (Req(AM), CReq(AM), Trans(AM), CT(AM), AT(AM), Mode(AM),

NA(AM) U {(api, type;, transy, x) }, CA(AM))
Rule 9: delete-NA
Conditional rolecr requests to delete the tuplep;, type;, transy, x) from NA
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delete-NA(cr : CR(RM), (ap;, type;, transy, x) : NA(AM))
ext rd RM : RoleModel rd PM : PurposeModel
wr AM : AccessModel rd OM : ObjectDataM odel
pre cr = privacy-of ficer A (¥ cr; € CR(RM),a € Mode, ap € purpose(PM),
obj € object(OM): (obj,ap) = CReq(AM)(cr;) A {cr;, 0bj,a) € CA(AM) =
(ap, TypeO f(OM)(obj), CT(AM)(cr;), a) # {(ap;, type;, transy, ))
post AM' = (Req(AM), CReq(AM), Trans(AM), CT(AM), AT(AM), Mode(AM),
NA(AM) \ {{api, type;, transy, x) }, CA(AM))
Rule 10: add-request
Conditional rolecr requests to add the tuplebs, ap) to Req
add-request(cr : CR(RM), (obj, ap))
ext rd RM : RoleModel rd PM : PurposeModel
wr AM : AccessModel
pre cr = privacy-of ficer A (obj, ap) ¢ Req(AM)
post AM' = (Req(AM) U {{obj, ap)}, CReq(AM), Trans(AM), CT(AM),
AT (AM) U {(obj,ap) — Nil}, Mode(AM), NA(AM), CA(AM))
Rule 11: delete-request
Conditional rolecr requests to delete the tuplehj, ap) from Req
delete-request(cr : CR(RM), (obj, ap) : Req(AM))
ext rd RM : RoleModel rd PM : PurposeModel
wr AM : AccessModel rd OM : ObjectDataM odel
pre cr = privacy-of ficer A (¥ cr; € CR(RM) : CReq(AM)(cr;) # (obj, ap))
post AM' = (Req(AM)\ {{obj, ap)}, CReq(AM), Trans(AM), CT(AM),
AT(AM), Mode(AM), NA(AM)\{NA(AM)N{{ap} x{TypeO f(OM)(obj)} x
Trans(AM) x Mode}}, CA(AM))
Rule 12: add-type
Conditional rolecr requests to define an object tyfe
add-type(cr : CR(RM), tp)
ext rd RM : RoleModel rd PM : PurposeModel
rd AM : AccessModel wr OM : Object DataM odel
pre cr = privacy-of ficer tp ¢ type(OM)
post OM' = (object(OM), type(OM) U {tp}, type Attribute(OM),
attributeValue(OM), TypeO f(OM), AttributeO f(OM), ValueO f(OM))
Rule 13: delete-type
Conditional rolecr requests to deletie from type(OM).
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delete-type(cr : CR(RM), tp : type(OM))
ext rd RM : RoleModel rd PM : PurposeModel
wr AM : AccessModel wr OM : Object DataM odel
pre cr = privacy-of ficer A (¥ obj € object(OM) : TypeO f(obj) # tp)
post OM' = (object(OM), type(OM) \ {tp}, typeAttribute(OM),
attributeValue(OM), TypeO f(OM), AttributeO f(OM), ValueO f(OM))A
AM' = (Req(AM),CReq(AM), Trans(AM), CT(AM), AT(AM), Mode(AM),
NA(AM)\{NA(AM){purpose(PM)x{TypeO f(OM)(obj)}x Trans(AM)x
Mode}}, CA(AM))
Rule 14: add-purpose
Conditional rolecr requests to add the purpgséo purpose(PM).
add-purpose(cr : CR(RM), p)
ext rd RM : RoleModel wr PM : PurposeModel
pre cr = privacy-of ficer\ p & purpose(PM)
post PM' = (purpose(PM)U{p}, Specialisation(PM), Generalisation(PM), [P(PM),
AAP(PM))
Rule 15: delete-purpose
Conditional rolecr requests to delete the purpgstom purpose(PM).
delete-purpose(cr : CR(RM),p : purpose(PM))
ext rd RM : RoleModel wr PM : PurposeM odel
rd AM : AccessModel rd OM : Object DataM odel
pre cr = privacy-of ficer\ (¥ obj € object(OM) : p & IP(PM)(TypeO f(OM)(0bj)))A
(Vip € type(OM) : p ¢ IP(PM)(tp)) A (V (0bj,ap) € Req(OM) : ap # p)
post PM' = (purpose(PM)\{p}, Specialisation(PM), Generalisation(PM),1P(PM),
AAP(PM))
Rule 16: add-authorised-transaction
Conditional rolecr requests to authorise transactienns; to requesteg;.
add-authorised-transaction(cr : CR(RM),req; : Req(AM), trans; : Trans(AM))
ext rd RM : RoleModel wr AM : AccessModel
pre cr = privacy-of ficer A trans; ¢ AT(AM)(req;)
post AM' = (Req(AM),CReq(AM), Trans(AM), CT(AM), AT(AM)U
{req; — trans;}, Mode(AM), NA(AM),CA(AM))
Rule 17: delete-authorised-transaction
Conditional rolecr requests to revoke transactiomns; from requesteg;.
delete-authorised-transaction(cr : CR(RM),req; : Req(AM),trans; : Trans(AM))
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ext rd RM : RoleModel wr AM : AccessModel
pre cr = privacy-of ficer A (¥ cr; : CT(AM)(cr;) # trans; V CReq(AM) #
reg;)

post AM' = (Req(AM), CReq(AM), Trans(AM), CT(AM), AT(AM)\
{req; = trans;}, Mode(AM), NA(AM), CA(AM))
Rule 18: create-transaction

Conditional rolecr requests to add a new transactioans;.

create-transaction(cr : CR(RM), trans;)

ext rd RM : RoleModel wr AM : AccessModel

pre cr = privacy-of ficer A trans; ¢ Trans(AM)

post AM' = (Req(AM),CReq(AM), Trans(AM) U {trans;}, CT(AM),
AT(AM),

Mode(AM), NA(AM),CA(AM))
Rule 19: delete-transaction

Conditional rolecr requests to delete a transactionns; from T'rans(AM).

delete-transaction(cr : CR(RM), trans; : Trans(AM))

ext rd RM : RoleModel wr AM : AccessModel

pre cr = privacy-of ficer A (¥ cr; : CT(AM)(cr;) # trans;)

post AM' = (Req(AM),CReq(AM), Trans(AM)\{trans;}, CT(AM), AT(AM),

Mode(AM), NA(AM),CA(AM))

We have defined a stateas a privacy-oriented state if it satisfies the privacy invar
antsinv-PPS. From the specification and satisfiability obligation poof the model
rules, for the systen® PS starting from initial stater, sinceo satisfiesnv-PPS, and
modelRules 1-19 maintain the invariantgv-PPS, we can conclude tha PS is a
privacy-oriented system.

4.6 Access Control Mechanism

The authorisation process in the purpose based accesslaoethod is illustrated in

Figure 4.1. When a data user requests to access certainlijatd, @ccess control is
to be checked first and corresponding data policy, includaig owner’s preferences,
are retrieved from privacy management system. Accessaldatchecked based on
conditional roles activated, the subjects invoked by thades to access data, and
role-subject mapping. If the request passes the role chieek,data purposes is to be
checked against the access purpose. If access purposepfiaarwith the intended
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Figure 4.1: Authorisation Process of Purpose Based Access@
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purpose, then conditions are to be checked. If the requesepdhis procedure, then
access is granted. Otherwise, access is denied. All dagsscequests should be
logged in the audit trail.

4.7 Analysis of the Purpose Based Access Control Method

The purpose based access control approach was designeoitcedegal privacy re-
guirements, such as necessity of data processing and guppating. In this section,
we discuss issues related to the proposed method.

4.7.1 Purpose in Access Request

There is a close relation between the notion of purpose wagyipolicies and the
notion of role in RBAC. A role in RBAC can be defined as a set dfoars and re-
sponsibilities associated with a particular activity [85%Purpose in privacy policies
is defined as a reason for data collection and use [CQBb], and business purposes
can be identified through task definition within an organis@s IT systems and appli-
cations [PAS02]. Here, a close relation can be observeddegtwhat responsibility
a user has (can be modeled as role) and its associated tasuSililong the responsi-
bilities (can be modelled as purpose). On the other hanfilling the tasks requires
access to data, which is represented by permissions in RBAEsimilarities between
them tend to make it difficult to make distinction in some attans. For example, or-
der processing in a store can be modelled as a specific rolpareshto widely scoped
roles (as described in [SdVO01]), as well as a purpose forsaueg customer record
(as described in [KS02]). Roles are usually derived basearganisational positions
and responsibilities. But purposes have no relation toresgéional structure, but to
functions.

Some may argue that the role entity itself can support botltom® of role and
purpose, by having structural and functional roles resp&lgt In such an approach,
the model needs to deal differently with those two role tyipeallowing:

e assignment of permissions only to functional roles,
¢ inherence of functional roles by structural roles,

e assignment of users only to structural roles.
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Moreover, comparing to RBAC, the authorisation mechaniseassertion of pur-
pose as a part of access request. That feature is not suppodtandard RBAC, as
access check is only based on session and requested pemjl=&sB2]. Therefore,
the access checking function in the standard RBAC needs thémged to be aware
of the access purpose.

4.7.2 Purpose Management

Access control methods that support privacy protectiorallguequire a user to indi-
cate the purpose of accessing information as one of theaioegsgest parameters. The
indicated purpose is then used to check for compliance valicips in the system and
preferences set by data owners.

The drawback in existing approaches is that users can iteddcey purpose for in-
formation access without any restriction. Although theigated purpose is checked
against the policy, but that freedom makes system very valie to misuse of data for
purposes not really related to a role. That can happen wétkxistence of a simple er-
ror in the policy rules, which is not unlikely in practice ®dering the presence of role
and purpose hierarchies. This problem can be solved inlieaiger cannot use data
for a purpose without first having been authorised for thappse. Such authorisation
is possible only for those purposes assigned to the usersrtly active roles. These
assignments come from the fact that any role has a restsetsaf responsibilities and
functionalities, which will define purposes for privacyrséive information access.

4.7.3 Expressibility

The method decreases the expression complexity by avaidieg involving multiple
entities, namely roles, purpose, and permission. The amteop privacy policies usu-
ally state purposes for and circumstances under whichatetledata would be used,
and the extent of use of personal information may differ basethe purpose of use.
For example, health record of a job applicant may be used&pturpose of approval
of qualification for a special job requiring certain degréd@ealth, without disclosing
details. However, the details may be used for the purposesafrhent of that person
as a patient. Expressibility challenge may arise in a st@mdrere different roles with
the same purpose can have different accesses.

Consider the following scenario in a healthcare scenaride fiole senior re-
searchercan access complete profiles of specific patients with thpgaaresearch
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with previous consent. However, the raksearch assistanwvith the same purpose
should only have access to limited profiles. But if purposesdefined fine-grained
enough in the system, there would not be an expression pnailest of the time. For
the aforementioned scenario, although both accessesds/sehior researcher and re-
search assistant have the purpossearchat high level, they can be categorised into
the more fine grained purposesmplete researcandlimited researchrespectively.

If purposes are not easy to define in a scenario, the methodoganwith the issue by
allowing predicates based on conditional role, such asgeeialty of roles. Therefore,
permissions can be assigned with purposes based on the astaré conditional roles.

4.7.4 Sticky Policies

The sticky policy paradigm [KSWO03] is a flexible approachpoivacy policies. In that
approach, policies are defined and maintained for each taa iTherefore, privacy
policies can be different for different instances of the satata type. We argue that
it is less probable to be followed by organisations. The nuaawback is that the
organisations would loose its centralised control oveeascontrol policies once the
policy is stuck to the data. That is not preferred since tlees® control policy may
require changes due to revision of high-level policies regqfient improvement of the
access control policy itself. Moreover, the storage anagssing of access control
policies will be very expensive in the case of using stickiiqgyoapproach.

4.8 Chapter Summary

This chapter described our basic privacy preserving acoessol method. It uses
purpose to combine authorisation and data accesses. Theviak presented in this
approach captures the essential features such as reférbpd@yun et al [BBLO5,
BLO08] and Fischer-Hubner et al [FHO98].

The entities of the model were formally specified, includangdata object model,
users and roles, purposes, and request, transactions;@ssas. With these entities it
is possible to present invariants corresponding to privaguirements. These invari-
ants are defined through the data processing stages, wheskstoof data collection,
role authorisation, and data accesses. In order to comjpletaccess control model,
specifications of operations and their proof obligationsshelso been investigated. We
have shown how this is achieved using VDM.



Chapter 5

A Case Study of Privacy Protection
Specification

5.1 Chapter Introduction

The specification of a privacy preserving approach in a na¢diare scenario is pre-
sented in this chapter. The purpose-based privacy modebpeal in Chapter 4 is
used to specify the privacy protection approach. Real wordical care systems are
generally large and overly complex. Designing privacyspreing approaches for such
systems is a challenging task. In this chapter, we presantacy-preserving approach
for personal information management system in an imagihaspital scenario. The
specification covers the privacy protection for patientstlghout the medical record
handling process, while complying with most aspects oftheate practice. The ba-
sic problem analysis is provided to the extent that the stemasimplified and part
of personal data processing in a hospital environment isifspé. Nonetheless the
material presented here should provide a good indicatidrowaf formal specification
techniques could be integrated into traditional requinet:i@analysis approach.

This chapter is organised as follows: Section 5.2 desctitbesnformal require-
ments for the data handling process; Section 5.3 preserdsalysis of the require-
ments using entity relationship modeling and the variowesajons are also identified,;
from this an outline specification structure is derived it 5.4, and the analysis
of the specification against privacy requirements is presenn Section 5.5, a com-
parison with two other specification case studies is preskiaind concluding remarks
are included in Section 5.6.

100
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5.2 Data Handling Process

In this medical care scenario, we consider a patient’s na¢décord handling for the
medical treatment in a hospital. Patient’s personal daf@aosessed following the
subsequent steps:

e Patient admission
e Diagnosis and treatment suggestions by an examinatiomegigec

e Treatment by a therapy or transfer to another medical tresatroentre or care
ward

e Patient discharge

e Transfer of billing information to the patient’s health imance company

From the system’s point of view, during and after the paisestay in hospital,
with the consideration of privacy requirements, the pasetata is processed by the
following steps:

e An admission staff member (with the access purpose “adamn®screates a file
for the patient’s admission data witheate collects administrative, social, de-
mographic and insurance information about the patient atésit into the pa-
tient's admission data file by using an editor. He createsatrment history file
with the operatiorcreateand appends the action “admission” to the treatment
history.

e The examination specialist (with the access purpose “disigg”) creates a di-
agnosis file and uses the editor to write and change his d&gndhen he cre-
ates a treatment suggestion file for this patient and wnittesit with an editor,
changing it when necessary. Finally, he appends his actmtise treatment
history file. If necessary, he can transfer a patient to arapecialist, medical
treatment centre or care ward (with the access purposertiezd transfer” or
“care transfer”). For a patient transfer he can transfegmtigis and treatment
suggestions data by using the transfer programs.

e The therapist (with the access purpose “therapy”) readsrdament sugges-
tions, treats the patient and appends his treatment adtioine treatment his-
tory.
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e When the treatment has been completed, the patient is dggzhlhy an admis-
sion staff member, who makes last entries to the patientisisglon data and
treatment history data by using the append editor.

e Atlast, a billing staff member (with the access purposdifiml’) reads the treat-
ment history and creates and edits the billing data file, whie transfers to the
patient’s medical insurance company by using the datafeapsogram.

e With the purpose “statistical analysis”, diagnoses andttnent histories data
can be read by the researcher’s statistic program in ordealtnilate statistical
data. However, access to these files for research purposely igermitted if the
patients in question have given their consents. Statisteta files can only be
created, changed and deleted by users performing the ttnaesaction statis-
tical analysis.

5.3 Requirements Analysis and Entity Identification

In this section, we undertake an analysis on the requiresmerarder to get a feel for
the structure of the problem and to extract entities. Reqguénts analysis provides a
framework for examining the given requirements and exitngatntities and the rela-
tionships that exist among those entities. Having idewntiietities, their attributes and
relationships, the operations required are tabulated. iineducing a VDM speci-
fication, we are required to design a state model which cagtilre essential entities
and entity relationships. Operations are then specifiettbie state model.

5.3.1 Privacy Requirements

In the imaginary hospital scenario, the privacy model cariqmt personal patient data
by enforcing the privacy principals afecessity of data processiagdpurpose bind-
ing. In particular, the personal data processing of paticiated data in the areas of
medical treatment, administration and care should be atgzhas far as possible. For
example, administration personnel should not have accesstlical data and doc-
tors (physicians) should not have access to billing datagbosis data and treatment
suggestions may be transferred to another medical treateatre or care ward. Re-
searchers may use patient data for statistical (reseawrppges, if the patients have
given their consent. Besides, billing information is tri@nsed to the patient’s insur-
ance companies.
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Admin MedTreat Care Research

Registration | Diagnosing Care Transfer Statistical Analysig

Admission | Prescribing

Billing Therapy

Data transfenn Treatment Transfer

Table 5.1: Purposes in a Medical Care Scenario

5.3.2 Entity Identification

The organisation of a hospital is divided into the areas odliced treatment, care,
administration and researchDbject denotes the set of data objects in the system,
which are then categorised into object typesagiistration dataadmission datareat-
ment history diagnosis prescription treatment suggestionbilling data, andstatis-
tical data Object types are denoted @$ject-set. Attributes associated with object
types and their values are denoted/agc Attr and AttrV alue respectively.

Appropriate purposes for separating the main areas in atabape: administration
(admin), medical treatmenfmedTreat), care (care) andresearch(research). These
main purposes can be further divided into sub-purposedi@asrsin Table 5.1. The
set of purposes is denoted Asrpose. Table 5.2 illustrates intended purpose for data
objects in the medical care scenario.

Users in the hospital, denoted &ser, are assigned roles which are denoted as
Role. Roles in the system includegistration staff examination specialistherapist
billing staff, andresearcher Roles are authorised for certain access purposes. T&ole 5.
illustrates the roles and their authorised access purposesiedical care scenario.

Personal data objects are processed by the transactionsTable 5.4, which is
denoted a8’ ransaction. Then the next step is the definition of authorised transasti
for access purposes, as in Table 5.5. Necessary accessese(lasN A) are then
defined as in Table 5.6. Possible access modesraede read write, append and
delete

Transctions describe changes of state variables that rkayptace. They are di-
vided into general transactions, which execute objectessas, and privileged trans-
actions, which administrate and define access controlnmdtion. Privileged transac-
tions must be managed bypavacy officer
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Object Types

Intended Purposes

Content

Registration Data

registration

Demographic information about
patient

Admission Data

admission

Administrative, social, and insu
ance information about a patient

a

Treatment History

admission, medTredt

Treatment history

Diagnosis

diagnosing

Diagnosis data

Prescription

prescribing, billing

Prescription data

Treatment Suggestion

sdiagnosing, therapy

Instructions for surgeons and ther
pists

a_

—F

Billing Data billing Billing information about a patien
and his medical treatment
Statistics statistical analysis | Statistical data

Table 5.2: Object Types and Intended Purposes in a Medigal 8@enario

Roles

Access Purposes

Registration staff

registration, admission

Examination specialis

t diagnosing, therapy, prescribing, treatment tran

sfer

Therapist therapy, treatment transfer, care transfer
Billing staff billing, data transfer
Researcher statistical analysis

Table 5.3: Roles and Access Purposes in a Medical Care $tenar
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Transaction | Usage

Create Creation of personal data file of a specified typge
Append Appending text to an existing file

Edit Reading and writing a text file

Display Reading a text file and displaying it on the screen
Delete Deletion of a file

Transfer Data transfer by interprocess communication
Statistic Reading files, calculating and writing statistics

Table 5.4: Transactions in a Medical Care Scenario

5.4 System Specification

105

In Section 5.3 we examined the requirements using the ergiftionship analysis
approach. This yielded a number of entities and associsidolaes as well as a list of
operations. That analysis provides a framework for pratyeiformal specification of
the information system. We specify the set of entities awdtidy entity models. The
entity models are derived from the analysis on the entitnesthe entity relationships
already undertaken in Section 5.3. We will also list the apens identified in previous

section.

5.4.1 Specification of Entities

With the reference to Section 4.3, the entity models areipeéas follows:

Object DataModel :

:object :
type :
type Attr :
attrValue :
TypeOf :
AttrOf -
ValueOf :

Object-set

(Object-set)-set

Type Attr-set

AttrValue-set

Object — Object-set

Object-set — TypeAttr-set
Object x TypeAttr — AttrValue

The object data mod€M in our system has the tygebject DataM odel

RoleModel :: role : Role-set

user : User-set
UserRole : User < Role
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Access Purpose | Authorised Transactions

registration Create, Edit

diagnosing Create, Append, Edit, Display
therapy Display, append

treatment transferr Transfer

prescribing Append, Display

care transfer Transfer

admission Create, Edit

billing Edit, Display

data transfer Transfer

statistical analysis Create, Edit, Statistic

Table 5.5: Authorised Transactions for Access Purposededical Care Scenario

AR : User — Role-set
role Attr : RoleAttr-set
role AttrV alue : Role AttrV alue-set
RoleAttrValueO f: Role x RoleAttr — RoleAttrV alue
sysAttr : SysAttr-set
sysAttrValue : SysAttrV alue-set
SysAttrValueOf . SysAttr — SysAttrValue
CR : CondRole-set
CCR:User - CR
The role modeRM in our system has the typeole M odel.
PurposeModel :: purpose : Purpose-Set
Specialisation : Purpose x Purpose — B
Generalisation : Purpose x Purpose — B
IP: object(OM) U type(OM) — Purpose-set
AAP : CR(RM) — Purpose-set
The purpose modétM in our system has the typeurpose M odel.
AccessModel :: Req : Request-set
CReq: CR(RM) — Req

Trans : Transation-set
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Access Purpose | Object Type Transactions | Accesses
admission Admission data Create create

" " Edit read, write, append
" Treatment history Create create

" " Append append

diagnosing Diagnosis Create create

" " Edit read, write, append
" " Display read

" Treatment history Append append

" Treatment suggestionsCreate create

" " Edit read, write, append
therapy Treatment history Display read

" Treatment suggestionsAppend append

treatment transfey Diagnosis Transfer read, write, append
" Treatment suggestionsTransfer read, write, append
prescribing Precription Create create

" " Append append

care transfer Diagnosis Transfer read, write, append
" Treatment suggestionsTransfer read, write, append
billing Treatment history Display read

" Billing data Create create

" " Edit read, write, append
data transfer Billing data Transfer read, write, append
statistics Statistics Create create

" " Edit read, write, append
" " Delete delete

" Diagnosis Statistic read

" Treatment history Statistic read

Table 5.6: Necessary Accesses in a Medical Care Scenario
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CT:CR(RM) — Trans
AT : Req — Trans-set
Mode: AccMode-set
NA: NecAcc-set
CA : CurAcc-set
The access mod@M in our system has the typéccessModel.

5.4.2 Medical Care System and Operations

The medical care system state can be specified as:
state MCS of

OM : ObjectDataModel
RM : RoleModel
PM : PurposeModel
AM : AccessModel

inv...

init . ..

end

where the initialisation condition on the state is:

init o2 {c.object(OM) = {} A o.type(OM) = {} A

o.purpose(PM) = {} N0, AAP(PM) = {—} A

o0.Req(AM) = {} No.Trans(AM) = {} A

0.CA(AM) ={} No.NA(AM) = {}}

General operations regarding medical record include:ate-admission-data,
edit-admission-data, create-treatment-history, append-treatment-history, create-
diagnosts, edit-diagnosis, display-diagnosis, create-treatment-suggestion, edit-
treatment-suggestion, trans fer-diagnosis, trans fer-treatment-suggestions, create-
billing-data, edit-billing-data, create-statistics, edit-statistics, delete-statistics,
execute-transaction, exit-transaction, andchange-current-request.

Privileged operations includeidd- N A, delete-N A, add-request, delete-request,
add-type, delete-type, add-purpose, delete-purpose, create-transaction, delete-
transaction, add-authorised-transaction, anddelete-authorised-transaction.

The operations listed above are instances of model rulesfigokin the purpose
based access control model in Chapter 4. For examptefe-admission-data is a
particular instance dRule 1 create-object for object typendmission-data. It is then
specified as:



5.5. COMPARISONS 109

create-admission-data(cr : CR(RM), obj, admission-data: type(OM))
ext rd RM : RoleModel rd PM : PurposeModel
rd AM : AccessModel wr OM : Object DataM odel
pre obj ¢ object(OM) A (obj,ap) = CReq(AM)(cr)
N ap € IP(PM)(admission-data)
A {ap,admission-data,CT(AM)(cr), create) € NA(AM)

post OM' = (object(OM)U {obj}, type(OM), typeAttr(OM), attrV alue(OM),
TypeO f(OM)U {obj — admission-data}, AttrOf(OM), ValueO f(OM))

The determined operations as instantiations of more genevdel rules specified
in Chapter 4 are listed in Table 5.7. Note that operationiénthird row are about
data objects access, and they consist of instantiationstbfgat-access andrelease-
access.

A statew is a privacy-oriented state if it satisfies the privacy imatsinv-PPS
in Section 4.4. From the specification and analysis on traioglships between oper-
ations of M C'S and the model rules, for the systevhC'S starting from initial stater,
sinceo satisfiesinv-PPS, and modeRules 1-19 maintain the invariantgv-PPS,
we can conclude that/C'S is a privacy-oriented system.

5.5 Comparisons

In Chapter 3, we have analysed some related work on privaiteqtion specification
based on access control. But there are not many researahadqa case studies to
illustrate the application of specifications. In this sextive compare our case study
with two other case studies provided by related work - PARBIED3] and task-based
access control [FHO98] approaches.

PARBAC and task-based access control approaches bottdprbuase studies in
healthcare sector. The case study of PARBAC illustratedrpl#ied scenario in an
online drug store. It briefly described the data collectedh®ystore and the privacy
policy of the store, and then listed model entities, inahgdiisers, roles, domains, sub-
jects, tasks, purposes, and entity relationship mappingsig entities. Based on the
authorisation process, it then examined two example resg|fresn data users and anal-
ysed whether these requests will be granted or denied acthsscase study of task
based access control method described privacy protectiarhospital. It listed some
entities in the scenario, including purposes, possiblestasbject classes of personal
patient data, transformation procedures, and necesseegSes.
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Operations

Model Rules

create-admission-data,
create-treatment-history,
create-treatment-suggestion,
create-billing-data, create-diagnosis,

create-statistics

create-object

delete-statistics

delete-object

edit-diagnosis, display-diagnosis,
edit-treatment-suggestion,

trans fer-diagnosis,

trans fer-treatment-suggestions,

edit-billing-data, edit-statistics

get-access,

release-access

execute-transaction

execute-transaction

exit-transaction

exit-transaction

change-current-request

change-current-request

add-N A

add-N A

delete-N A

delete-N A

add-request

add-request

delete-request

delete-request

add-type

add-type

delete-type

delete-type

add-purpose

add-purpose

delete-purpose

delete-purpose

add-authorised-transaction

add-authorised-transaction

delete-authorised-transaction

delete-authorised-transaction

create-transaction

create-transaction

delete-transaction

delete-transaction

Table 5.7: Operations as instantiations of Model Rules
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Our work goes beyond these two case studies by specifyingritaacy protec-
tion for patients throughout the medical record handlirecpss while complying with
most aspects of healthcare practice. The two case studiess gy PARBAC and task
based method are both very elementary. For example, PARB#Qi$ts some model
entities and two example requests, while task-based methlydgives a simple de-
scription of possible entities in a hospital scenario. Taesydescriptions rather than
illustrations of the application of specifications. Oureasudy covers the informal
requirements for the data handling process, and by anglylsenrequirements, identi-
fies the entities and their relationships, and the varioesaifns. The analysis on the
specification and operations against privacy requiremsialso presented in our work.
This analysis links the exemplar scenario to the genericiBpation of purpose-based
access control method, thus makes the case study a godrhtilois of the application
of purpose-based access control method in medical cararsaen

5.6 Chapter Summary

This chapter presented a case study of formal specificatidhe development of a
privacy preserving system in a medical care scenario. Irsithglified hospital sce-
nario, the basic problem analysis was provided and persiatalhandling process was
specified. The entities were identified and specified, andpeeification and opera-
tions were analysed against privacy requirements. Cosgamwas made against case
studies in two other privacy protection specification wofkie case study provided
a good indication of how formal specification techniquesldde integrated into tra-
ditional requirements analysis approach, and showed howital specification can
be formed and then manipulated in a rigorous way throughdhefal introduction of
design detail in the form of data structure and operations.



Chapter 6

Privacy in Distributed Collaborative
Computing

6.1 Chapter Introduction

Previously in Chapter 4, we have presented a purpose basessacontrol model. It
consists of the following entitiesdata objectsusers and rolespurposes anddata
accessesThe privacy policy defines a set of rules. Each rule regslateet of data
users about accessing data objects for certain purposeseThles are analysed and
specified into invariants of the model. The model lays out almaaism to protect data
owner’s privacy within an organisation.

We analyse the design considerations for privacy preservat distributed collab-
orative environments in this chapter. Distributed commygnvironments pose further
challenges. The first consideration is to overcome linotegiof object type in the pur-
pose based access control approach. The key problem agldifesshis part is how to
ensure that personal information is accessed from two oerparties only if agreed
privacy policies and privacy preferences are satisfied. SBwend consideration is to
provide mechanisms for facilitating privacy policies ntatgy and privacy preference
compliance among distributed collaborative organisation

The chapter is organised as follows: Section 6.2 providestavating scenario for
privacy protection in distributed computing environme®éction 6.3 analyses model
entities according to the structure of the model; SectidnpBesents notions relevant
to the discussion; Section 6.5 discusses related workid®e@16 specifies the purpose
based access control model for distributed collaboratigamsations; and Section 6.7
presents privacy policies matching in a federation.

112
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X-Ray Report

Privacy Preference
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Figure 6.1: A Motivating Healthcare Scenario

6.2 Motivating Scenario

Health care providers and payers conduct many transa&leasonically. They main-
tain large volumes of confidential health information alawmi¢h other sensitive per-
sonal and financial data. In this arena an individual’'s pgsmformation includes
his/her medical records, which is made up of (often dis)dirgatment records from
different health institutions. Privacy of medical recoadsl medical-related personal
information requires particular attention. To analyse specific challenges and re-
guirements of this environment, we consider the examplenadrdine federation of
hospitals and organisations collaborating with each otnedHealth Fed We as-
sume each federated organisation being composed by enitegting data owners’ in-
formation and interacting with data owners and other fagérarganisations through
negotiations. In particular, we refer to the scenario of tadavner Alice who is a
student of University UUni, as shown in Fig 6.1.

We start from Alice getting an X-Ray performed at a clinic X@t, part of the
Health Fed federation. The resulting X-Ray report is stored with thiegmy prefer-
ences of Alice at XClinic itself. XClinic collects medicagords of its patients accord-
ing to some privacy policies publicly available. Alice’spat (along with her privacy
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preferences) is subsequently sent to her insurance coniedinsure, for filing her
claim. Health.Fed promotes privacy practices harmonisation within the usim-
stitutions by providing templates for possible policiesd#&ing different approaches
to data practices. Both XClinic and MedInsure specify peSaising such templates.
As such upon transmission of data between the two entitiexjihsure can easily
verify whether its applied privacy policy is subsumed by X@linic one. At a later
date, UUni Health Clinic requests the X-Ray informatiomirXClinic for a routine
checkup and update of Alice’s health information. UUni Hleallinic has all health
related information of Alice. After several weeks Aliceitgsanother university, OUni,
and finds an X-Ray as a study sample in one of their biologytest Even though
in the sample, the personal identifying information, susmame, and identification
number, have been removed from the record provided with tRa)( such record still
provides medical data, such as abnormalities seen in thgss-and supporting gen-
eral data, such as gender, age, race, height, weight. Atide that this information
perfectly fits her.

Therefore, how can Alice make sure that her privacy prefaremith respect to
the X-Ray was not violated as this information was sharedrantlee different institu-
tions? Can Alice know which entity has managed her own dadaaoording to which
privacy practices?

6.3 Model Entities Analysis

Model entities is required to be reappraised to apply thebdished framework of pur-
pose based access control approach to distributed corgpewvironments. In this
section, we will examine the design considerations fortiestiaccording to the struc-
ture of the model.

6.3.1 Data Composition — Data Objects

Data type is proposed for data objects management. In amiat@on processing sys-
tem, the entity of alata objectis used to denote a piece of information. Nowadays,
in order to provide more competitive services, companiagrerises and other or-
ganisations are gathering more and more personal infomatout their customers.
Since there are many separate information units in a systemumber of data objects
could be very big, which makes the management of individatd dbjects a complex



6.3. MODEL ENTITIES ANALYSIS 115

and time-consuming task. Considering that some data alijeetcertain context may
satisfy a series of common properties, to ease the managéonelen, these data ob-
jects are classified into object types. Herepaject type denotes a set of data objects
sharing certain common properties. For example, data tsdice, Bob, andCharlie
are all persons’ names, so they belong to object pgreon nameThis kind of object
types, which do not have any sub-type in the considered doraee defined alsasic
object types. An object type can also be comprised of meltijaita objects of other
object types. This kind of object types are defined@mplexobject types. For exam-
ple, in a scenario of medical care, depending on the stagekiah the information is
collected, and the purposes for which the information wellused, data objects denot-
ing information collected from a patient can be grouped aifferentcomplexobject
types. For instance, the data objects, with member dataztskpé object typemame
age symptom andtreatment historymay form an object typenedical record the
data objects, with member data objects of object typese billing address amount
and payment methqdmay form another object typgayment information Classify-
ing data objects into object types allows us to specify andiaidter intended usages
and necessary accesses in terms of object types insteadivéiiral data objects, and
therefore makes the management of data objects scalalderiiy this, we specified
the entity of object type in our purpose based access covibM model [YBZ08].

Data compositionis used for data objects management in distributed envieothm
For a distributed environment, different parties will eail, use, and disseminate per-
sonal information of individuals. This chapter focuses ofiaborative distributed
organisations. In this environment, data objects fromedghtcomplexobject types
need to be brought together for certain considerationsi@bé managed under a set
of common access control rules. This raises a number ofasigds. On one hand,
this information is necessary to speed up and facilitate aisehentication and access
control, and thus enhance usability of personal inforrmatiOn the other hand, this
information need to be protected because they may convesytiserinformation that
individuals may not be willing to share unless specific ctinds are met. Only using
object type can not handle this kind of situations. It isigtitforward trying to group
these data objects into a collected form. We define data csmimpoto denote this
collected form. Access control rules for these data objeststhen apply to the data
composition.

The design consideration about data composition is to omeecthe limitations
of object type in the purpose based access control apprpactcularly its inability
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to handle combinations of data objects belonging to diffemmplexobject types
(in the following parts of this report, when we say objectdypve refer in particular
to complexobject type). The key problem addressed for this part is rownsure
that personal information is accessed from two or more ggudnly if agreed privacy
policies and privacy preferences are satisfied. Privadgipsland data owner’s pref-
erences thus need to be cross-checked among these paottegs d@xtent, the concept
of exclusive compositions introduced. Exclusive composition is a data composition
whose member data objects are exclusive to each other, wieeins a data user can
not access all of its member data objects. It is speciallyl tiggrevent accesses to
certain data object combinations. Exclusive compositamesusually set according to
the data owner’s preferences.

6.3.2 Role Assignment - Users and Roles

In the purpose based access control model, as to the ertftigsers and roles, it
extends th&ole Based Access Cont{®BAC) model with the concept of conditional
role, which is based on role attributes and system attrébiRele attributes are a set of
properties related to the grant of access purpose to a re&yEole is associated with
a set of role attributes, e.g. for the role of therapists iredical care scenario, specialty
is an attribute of the role therapist. System attributeganperties about the context
of an access control system. The values of system attrilspesfy the conditions of
the access control system. For example, working hours istasyattribute to be taken
into account in a hospital access control system. The ceraidn of role assignment,
which is about assigning roles to users, is important togatqirivate information. The
role assignment invariants were specified in the purposedoascess control model.
Proper role assignments become increasingly complex ificagyr protection in dis-
tributed environment. The following examples illustrdte tlata processing scenarios
based on which we discuss role assignment. Firstly, considdollowing scenario in
a medical care and scientific research environment: AsshateBob is a user prac-
ticing in a hospital. As a doctor, he has sufficient reasorect®ess the records of the
patients whom he treats. He must be entitled to access & (mrleast most) of the
patient records, including patient names, patients’ faimilormation, patients’ medi-
cal history, because he is responsible for these patiertisodgh he might be able to
access information of all the patients he treats, he mustenatiowed to access records
of patients whom he does not treat. If Bob is also a staff inntfeelical department
in a university, and he is a researcher on a specific diseasen\&ccessing patient
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information in the hospital as a medical researcher, he teisilowed to access the
medical information of all the patients who have the spesiimptom and have given
consent that their medical information can be used for nadésearch, which include
the patients Bob as a doctor does not treat. Some parts odtimprecords, for exam-
ple, the patient name and family information are not needethie research purpose.
Therefore, Bob as a researcher must not be allowed to haessatxthat information.
In this example, the roles in two organisations, doctor enhibspital and researcher in
the medical department, are set up according to the respliysof their positions. As

a researcher, he is not allowed to access information likeerend family information
of the patient’s medical information, however, as a resjasloctor, he is allowed to
have access to such information. When assigning these te®tma same user, since
the doctor has access to more information than the reseadoles, the requirement
that researcher is not allowed to have access to certairmiation can not be fulfilled.
Possible problem in the above example is not about the rolgoséut is about the role
assignment to user.

Consider another example of a scenario in financial enviesrtmThe mortgage
applying process consists of a number of steps, includieggration of application,
asking for credit rating, and issuing mortgage. Normatlig preparation of applica-
tion and issuing mortgage take place in the lender orgaoisaand credit rating is
provided by a third party organisation. For this task to Hélied, each step must be
successfully completed. The separation of duty principdées that two or more dif-
ferent people should be responsible for the completion alk,twhich is to prevent
fraud by separating a task into subparts and spreadingnstpldy of each subpart
over several people. Therefore, for the mortgage apptinatisk to be fulfilled ac-
cording to the principle of separation of duty, each stepeemlly the steps of credit
rating and mortgage approval, must be performed by diftanears. Some previous
work has explored the support for separation of duty prileciathin an organisation,
but applying separation of duty principle in each singleamigation cannot prevent a
user from getting a role for providing credit rating from amganisation and a role for
mortgage approval from another organisation.

The problems of role assignment conflicts and breach of agparof duty may
arise in distributed environment. The design considemdbothis part is to analyse the
requirements on role assignment for privacy preservatiaistributed environment,
and propose solutions to address the issue of role assigrumedfticts and to support
separation of duty principle.
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6.3.3 Purpose Assignment - Purposes

The privacy policy defines a set of rules. Each rule can all@staf data users (role)
to perform actions on data objects for certain purposessd hdes can be written into
invariants of the model. Such a privacy policy holds goodsfogle organisation; how-
ever, when it comes to privacy preserving among organissitibrequires to consider
more issues, and it needs extra information to achieve that.

6.3.3.1 Inter-Organisational Policies

Based on the medical care example in Section 1.2.1, coniddollowing scenario:
the patient goes to a hospital, and he may also go to a locat.clHis information,
including medical record, is stored in the clinic as well. r poeserving privacy of
patient, the clinic also publishes its privacy policy. Ndwath the hospital and the
clinic have certain privacy policies on the patient’s imf@tion.

Purpose based access control approach can provide privesgrpation for each
organisation according to their privacy policies. All asses within an organisation
should adhere to its privacy policy and it could happen witlauch problem. How-
ever, when considering privacy policies of these two orgainons together, one pos-
sible problem that may arise is purpose conflict. Let us a®rsan example of the
genetic information of a patient. This involves the pati¢iné clinic, and the hospital.
The patient’s GP in the clinic may have to obtain the patsegé&€netic information for
processing the diagnosis of certain disease. For diagnasiriain disease of the pa-
tient referred by GP, the doctor in the hospital asks for set@the genetic information
as well.

The rules in privacy policies for access genetic informatior both clinic and
hospital are shown as follows:

e Privacy Policy of Clinic:
For the diagnosis of certain disease, only the responsiBlar@y access the
patient’s genetic information.

e Privacy Policy of Hospital:

For the diagnosis of certain disease, the responsible dowy access the pa-
tient’s genetic information.

Next, we analyse the possible purpose assignment conflithssi scenario.
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6.3.3.2 Privacy Policy Conflicts

Conflicts arise when two organisational privacy policieshe two organisations ex-
changing data doesn’t match with each other. Referring égptivacy policy of the
hospital, it allows access to the patient’s genetic infdromaby responsible doctor
whereas the privacy policy of the clinic prohibits it. Fotanorganisation environ-
ment, organisations have to conform to the rules when theyaot and exchange data
even though the policies are different. For purpose baseesaaontrol approach, in
privacy policy, the entities “access” and “purpose” explthat access will be taken
on data object that is collected for the specified purposéfs)allow” from the eval-
uation authority means the requester is able to perform ¢bhess on the given data
object. We give the example of privacy policy rule for obtagthe patient’'s genetic
information in the clinic:

e Only the responsible GP is allowed to access the patientistgeinformation
for the purpose of “diagnosing” for certain disease.

So far there is no problem. Now, for this disease, the GP rhiierpatient to
the hospital. The diagnosing from the doctor in the hospited no idea about the
privacy policy rule of the clinic on the patient’s genetiédarmation. The data object
is medical record and the purpose is certain disease diagnobhe doctor wouldn’t
be able to perform diagnosing without obtaining the medieabrd. The clinic has
no knowledge of the process of the diagnosing, which is peréo to conform to
the hospital’s privacy policy. So the patient’s informatiobtained is treated by the
hospital as its own data conforming to the hospital’'s ownagmy policy. Therefore,
enabling the responsible doctor to access the patientstigenformation leads to a
conflict.

6.3.4 Information Flow - Data Access

According to the principle of purpose compliance, a user a@ess an object, if the
purpose of its current request is contained in the set ofquapfor which data object
of the object type is obtained.

We talked about data composition in Section 6.3.1. A dateatlgjonsists of several
attributes. In changing some attributes of a data objecsea mnay refer to attributes
from other data objects. In this case, information flow oscuor example, when a
patient registers with a hospital, his medical history igegiand filled in registration
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information. The medical history may be referred by a doatot put in the patient’s
medical record.

Information flow happens when there is data exchange, itégssary for some
operation of the system. However, illegal information flowyroccur if there is prob-
lem with process design. The following scenario shows thegal information flow
may happy unintentionally. Suppose in a process design¢ctdahile performing a
request could read medical record and write sensitive datamedical record to med-
ical history, which is part of registration information. &equently, the receptionist
that is performing a request could read data from medicébtyiswhich was written
to registration information. Hence, the principle of puspdinding could be violated.

6.4 Preliminary Notions

Our approach relies on the several important notions ofaatgosition, Chinese Wall
policy, privacy policy and privacy preference, and fededatentity management. In
what follows we provide background information about theegons that is relevant
for subsequent discussion.

6.4.1 Data Composition and Object Type

Data object type and data composition approach data odjectsdifferent perspec-
tives. Object type concerns data objects that appear wathécontext, while data
composition focuses on combinations of data objects frdifierént object types. In
this research, data composition especially concerns ptieggaccesses to certain com-
binations of data objects. Individual member data objet® data composition can
come from different object types within one organisationfrom different organisa-
tions. For example, some data objects of a data owner aregedry one organisa-
tion, and other data objects of the same owner are managetbbyes organisation. If
the owner wants accesses to some of these data objects totballed by a same pol-
icy, then those data objects can be formed into a data cotigosThe access control
system needs to provide mechanism to control this kind cfss=s.

The following scenario illustrates the necessity of introtig data composition.
Following the example in Section 6.3.1, for an insuranceamy to fulfill its business
purpose, it may need some member data objects from objexitgdical recordand
some member data objects frggmyment informationOnly using object type can not
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sufficiently handle this kind of combination. To ease the ag@ment of accesses,
these data objects should be grouped into a data compositamess control policies
and privacy preferences can then be defined on this data citiopo

Reuvisit the scenario mentioned earlier: a user has accéssethta objects of one
data owner'snameandaddressn the registration informationand the user wants to
access the data objects of the data ownaddressand phone numbein the contact
information According to the data owner’s preferences, which are §pddor these
data objects by the data owner, the user is allowed to acdi®s eameor phone
number but not both, i.e. he is not allowed to know which name is eiséed with
which phone number. Suppose the user has gatdhneeandaddresair by issuing a
request, to which he has been granted access, and supposelisegjuent session he
can perform a request to get thddressandphone numbepair, to which he is also
granted access. Now he can combine the results from thesetwests to deduce the
nameandphone numbepair to some accuracy.

This example shows that when a data owner’s information spaore than one
object types, simply restricting accesses to data objecthect types by separate
policies, and returning results on policy satisfactiomas sufficient to guarantee the
prevention of accesses to certain combinations of datatshj our previous model,
using object type does not provide a mechanism to contrdbtiad set of information
disclosed to a user over time, so this research proposesticejut of data composition.

In our purpose based access control model [YBZ08], the qurafeourposetakes
the data owner’s preference over data usage into condatgrathich is an important
feature for privacy preservation. Purposes are divideol twb categories: intended
purposes and access purposes. The former is related tolgatdsoand object types,
and the latter is related to data accesses. The intendedgasgpecify the intended
usage of a data object, and the access purposes specifyighéan of an access re-
guest to a given data object. Privacy preserving accessotastto ensure that data
objects can only be used for their intended purposes, anddtess purposes should
be compliant with the intended purposes. This property &ck&d for object types in
the proposed model. For data composition, this propertyradeds to be maintained.

6.4.2 The Chinese Wall Policy

The purpose-based access control approach restrictsasdesndividual data objects
and data object types. As we discussed in previous sectmause the granularity of
data object combinations may vary for some specific seryibesprivacy preserving
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access control mechanism ought to provide support for datgosition. Exclusive
composition is specially proposed to prevent accessegtairtelata object combina-
tions. It tries to control the total set of information disséd to a party over time. In
this sense, there is a similarity between our approach aacthiinese Wall security
policy.

The Chinese Wall policy [BN89, Kes92] is a well known infortioa control pol-
icy. The policy states that an access is only allowed if tlgpiested information is
not in conflict with any other information that is already dheln the policy, entities to
be secured are grouped according to some common propdrtiese groups are then
placed into different conflict of interest classes. At thartstany entity in any group
may be accessed by the target user. As soon as an entity iti@if@argroup has been
accessed, access to entities in other groups belonging tsatine conflict of interest
class is disallowed. Only entities in the same group as tke dmtity accessed can
further be requested. All other entities belonging to gsourpother conflict of inter-
est classes can still be accessed. Further restrictiontb@meadded as subjects access
entities, until at some point, a subject will only have ascesthose entities already
accessed previously.

The Chinese Wall policy can be used to specify control overmation when con-
flicts of interest arise. It is particularly applicable tonmmercial security systems. As
an example, this policy could be used to govern access tonmafitoon by a consultant
in a consulting firm. In principle, a consultant has accessltmformation in the firm.
As soon as the consultant has read some information aboosarance firm, which
is a client of this firm, access to the information relatinglient insurance firms other
thanl should be revoked. This is to prevent possible conflicts ifrest and decisions
based on confidential information about competitors of firmho may also be clients
of the consulting firm. The consultant should still have asc® other information
about firml. He still should have access to information that do not dantéormation
about insurance firms.

6.4.3 Privacy Policy and Privacy Preference

Privacy policy states who thecipientswill be for thedata thepurposefor which this
data will be used, and how long the data willde¢ained Data in a privacy policy can
be represented at different levels of granularity. They reder to aggregate data, or
they can refer to more specific pieces of information, su¢masie or address. The
current vocabulary adopted by the P3P standard is not atiefpraautomatically and
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efficiently matching policies. We need to operate on a matieudated terminology,
using which we can compare and relate different values asditp a same element of
the policy. In our work, the data object refers to the smaljganularity data. They
are then grouped into object types and data compositiongrticular, it is important
to extend and define semantic relationships among elemetite purposeelement.
To achieve this goal, we consider the hierarchy supportiegpecification of privacy
preferences set by users.

Privacy preference is an important entity for a privacy ecément system. When
data objects are collected online or offline, data ownersspagify their privacy pref-
erences on how the organisation can use the data objectartioytar, data owners
may set exclusive composition in their privacy preferend2sta owners may change
their privacy preferences at any time after the data has ¢aected. In addition, data
objects may be grouped together and the group of data olgantbe handled under
a single rule. Privacy preference management is to linketipesferences with actual
data objects with which they are associated. We assume each gf data objects is
associated with a privacy preference tag. Whenever a ugeests to access a group
of data objects or some specific data objects, we can retheverresponding privacy
preferences from the privacy management system.

6.4.4 Federated Identity Management

An emerging approach for protecting personal informatidrilevat the same time en-
hancing information usability is to focus on inter-orgatisn management of identity
information. This is referred to dederated identity managememigital identity is
the digital representation of the information known abautiradividual or organisa-
tion. The goal of a federated approach to digital identitynagement is to provide
protected environments enabling personal informatiomisa To date several on-
going initiatives [Lib09, OT02, SWI09] are developing probls and platforms for
federated management of digital identities.

Although federating identities greatly simplify the tagkcollecting and distribut-
ing personal information in the federation, no satisfyingamanisms are currently
provided to protect data owners’ privacy and for privacyigomatching in collabora-
tive environments. As organisations in a federation cpwed to independent entities,
they may adopt privacy practices that are not homogeneousorirolled personal
information sharing may result in privacy breaches andatsréke identity theft, and
in the lack of compliance with respect to the privacy pokcavertised by various
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service providers and the privacy preferences set by datemswy

A suitable solution to the problem of privacy in a federated®nment should sat-
isfy an important requirement, which is to provide mechasigor facilitating privacy
policies matching and harmonisation among federated @mgions. Such mecha-
nisms would make it possible to determine whether or not thester of personal
information from one organisation to another would violdie privacy policies stated
by the former. Notice that allowing an organisation to tfanpersonal information
to another organisation is important in order to maximiser e®nvenience. Privacy
conscious users may in fact have their own preferences oungethe use of their
personal information.

In this chapter, we address this requirement by developingpgroach that sup-
ports the privacy controlled sharing of personal informatnd the harmonisation of
privacy policies based on the notionifbsumptionSubsumption is used on policies
defined over equal or similar class of data in order to detegriiithey are in conflict or
if one implies the other. To facilitate policy harmonisatio a federation, we assume
some predefined policy templates to be available for pol®cHication. The feder-
ated organisations may either exploit the templates or ipegify customised policies
describing their own practices.

We base our approach on a rich privacy vocabulary ratherdhahe vocabulary
provided by the Platform for Privacy Preference (P3P) ma{dor07]. We employ
Enterprise Privacy Authorization Language (EPAL) [AHB3] vocabulary hierarchies
to address the limited expressive power of the original P@€abulary. Moreover,
we make use of data composition to establish a common vaagbfdr attributes,
credentials, and data produced and exchanged across #ratied. The use of data
composition makes it possible for interacting parties tmeatically detect semantic
relationships among different attributes and reason gbality subsumption.

Federated organisations manage and collect personaimaftmm. As such a data
owner will register at his/her own local organisation anertihe/she will submit other
personal information while interacting with organisasaim gain access to specific
services or data. As no centralised identity provider existich information is not
stored at a unique server but is distributed among varicasetive organisations the
data owner has visited. Federated organisations, besite¥adting with data owners
to provide them with services, also interact among eachr atherder to support the
federated management of digital identities. Federategnsgtions exchange personal
information to automatically authorise data owners to asc®ervices and resources
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and so to avoid requiring multiple submissions of thesdhaiites and credentials from
data owners.

6.5 Related Work

In this section, we review related work in respect of dataposition, role assignment,
and identity federation.

6.5.1 Data Objects - Data Composition

Yolanta Beresnevichiene specified object based separatidaty constraints based
on the Chinese Wall policy [Ber03]. In this method, the cogiive information is
organised in a hierarchical structure with three levels:

1. objects which are individual information items;
2. domainswhich group objects together under some selected atbgbut

3. conflict of interest classesvhich group domains together based on conflict of
interests. Domains within the same class are conflicting.

The Chinese Wall policy then states: access to the objeagjlbequested is granted,
only if the object is either in the same domain as an objecthvhias already been
accessed by that user, or belongs to an entirely differarfticoof interest class.

As in the example in Section 6.4.2, the domains are defineddiyidual firms, and
the conflict of interest classes are their sectors of busirt&sme firms could belong to
more than one conflict of interest class if their activitipars several business sectors.
For example, if a consultant accesses information aboutreHjiwhich runs business
in both insurance and banking sectors, then accesses tamgbeance firms and other
banks are revoked from that consultant.

In Beresnevichiene’s work, the separation of duty constsaspecify preventing
accesses to objects in other domains within the same cooflinterest class. There
are also other approaches [LO02, PBS05] taking Chinese pually into consider-
ation for security protection. These approaches all tryrevgnt accesses to certain
data combinations. However, they concern more about awpidonflict of interest.
They group the same type of information into a conflict of iest class. Then, in each
conflict of interest class, a user can only access one irstarectype. In the context of
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Figure 6.2: Deputy Mechanism

privacy protection, the data objects are individual's grévzinformation items. For the
same kind of data objects, rather than grouping them intdlicoof interest classes,
they are grouped into logical groupings, such as the afanéoreed object types of
registration informatiorandcontact information Privacy policies are defined to con-
trol accesses to data objects of an object type. Exclusirgositions are defined by
the individual arbitrarily to prevent any given party froearning too much about him.
In this sense, even data objects belonging to different icbiofi interest classes may
be treated exclusive to each other. Moreover, the Chinedlepdlacy cannot enforce
the privacy requirement of purpose binding.

Yi Ren et al proposed a privacy data model based on deputyanesh [RLTYO07].
The privacy data model in this approach consists of two comapts: (1) atomic pri-
vacy object model, which is used to protect privacy of indal; (2) composite privacy
object model, which is used to protect privacy among indiald. Composite privacy
object can be created by combining atomic privacy data datgrto some special
combination semantics. Deputy is an inheritance mecharntssbased on links from
deputy objects to their source objects and restricted bichwig operations. A deputy
object inherits attributes and methods from several socdi@sses, as shown in Fig-
ure 6.2. If the switching operations are not defined for sottrébates and methods
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of source classes, then the deputy classes cannot infemt thhe deputy mechanism
aims to restrict accesses to certain combinations of dgecisb However, it con-
cerns relationships among individual objects when groepetobjects into composite
objects. Since relationships among data objects may vadjfferent contexts, and
data owner’s preferences can be set arbitrarily, only udeyputy mechanism to form
composite objects can not handle the scope of data comtiiisaget by data owners’
preferences.

The discussion above has shown that, the Chinese Wall prdiegiot sufficiently
address privacy aspects of data combination. Neither ohfipgoaches is capable
of enforcing purpose binding requirement. If a data ownenteaome of his data
objects to be controlled according to his preferences, xistieg privacy preserving
approaches can not provide sufficient support for those d@atiinations defined by
his preferences. Therefore, exclusive composition is @seg for privacy preserva-
tion of this kind of data combinations. The formal specifizatof constraint and its
implementation will be presented in the following sections

6.5.2 Users and Roles - Role Assignment

In systems implementing RBAC, access policies are nornatgrmined at an organ-
isational level. In an organisation, in order to specifwacy policy, some attributes
are assigned to role conditions and system conditions. bhiyao support inter-
organisational access policies is not a support featureedeh has been undertaken
to extend RBAC framework to support distributed accessrobfegatures.

In [BLMO1], the authors stated that the standard RBAC apgitaa not suitable
when individual exceptions to default access policies nedae supported. The ap-
proach they proposed involves storing exceptions to theudigdolicy with the affected
records themselves. This is not entirely consistent wighrthe based approach which
stipulates that all permissions are held by roles. As thegtxans are effectively neg-
ative permissions, an authorisation model was proposedllif(0] for distributed
health care environment of the UK National Health Servigayhich access privileges
can be both granted and denied through the use of positivegative confidentiality
permissions. Four different confidentiality permissiopdy that have a fixed hierar-
chical precedence are described in the model. Higher oaddrdentiality permission
types can override lower order types. Similar approach wapgsed in [RCHSO03].
This kind of approaches allow flexible policy expressiomesithe privileges held by a
role can be allowed or denied to other roles, and they alspatmdividual exception
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to default access policies, which is an important featureole attributes. Although
these approaches are stated to be suitable for distribsgedheir implementations in
distributed environment need further exploration.

Mavridis et al [MPKB99] presented a security policy definedloe basis of RBAC
components and supports both mandatory and discretioeatyres. The access con-
trol mechanisms used in their method are hyper node higear,civhich separate en-
tities into different levels in hierarchy according to theecurity importance. Then
user roles, data sets, and user locations are arrangedfietent levels in hierarchies,
and access decisions are made according to the three doneawiess matrix. This
method extends privacy protection with the concept of useaition control. Location
is concerned mainly for user roles. But arranging roles different levels and re-
stricting location of role use can not prevent role conflicdsn different organisations.

Ni et al [NLBLO8, NTBLO7] proposed privacy aware role basextess control
models, which extend RBAC model in order to provide suppareikpressing privacy
policies, taking into account features like purposes, @@, and obligations. In this
approach, privacy policies are expressed as permissigynassnts, which consist of
additional components representing privacy related médion, including the intended
purpose, along with the conditions under which the permissan be given, and the
obligations that are to be finally performed. Conflicts betwéwno privacy aware role
based access control permission assignments are discuUdsdbe one hand, it only
takes some trivial system conditions into consideratianctinflict detection; on the
other hand, it only considers conflicts of roles within ongamisation.

The concept of context is proposed to express differentstypeextra conditions
or constraints that control activation of rules expressethe access control policy.
Different kinds of contexts were investigated in [CMO3]¢ludingtemporal context
spatial contextuser-declared contexprerequisite contextand provisional context
Context was introduced to the basic RBAC model in [SHO5, WR]JFThey proposed
to capture security relevant context of the environment lmctv access requests are
made, and further exploration of context information intalsited environment is
needed.

Separation of duty is a well-known principle of computers#dg. However, it is
difficult to express and effectively enforce this princifphesecurity systems. Within
role-based access control models, separation of duty lesibglemented with mu-
tual exclusion of roles [FBD99, SCFY96]. The term ‘mutuatiesion’ usually has the
meaning that some form of conflict exists between pair ofsolésers are allowed to
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access only one role from this pair. In [Ber03] the authottfer explored a systematic
framework for applying separation of duty policies in theA&KBmodel. Constraints
were presented to enable application of different separatf duty policy variations.
The constraints deal with user assignment to roles, and pe@tmission distribution
among roles, including role hierarchies. However, thesgkwladn't consider inter-
organisational issues. In [Ber03], it mentioned extendimegr approach to distributed
environment, but only authentication issue was analysed.

6.5.3 Identity Federation

Our work is partly motivated from the existing initiativeslated to federated digital
identity management. Their goal is to provide a controlled protected environment
for managing identities of federated users. In this secti@explore the most relevant
federated digital identity management initiatives.

There are several emerging standards for identity feaerditie Liberty Alliance
[Lib09] and WS-Federation [OT02]. Because these projesssamilar, we describe
Liberty Alliance in more detail. The Liberty Alliance prajeis based on Security
Assertion Markup Language (SAML) and provides open stadsl&or single sign-
on (SSO) with decentralised authentication. SSO allowsea tassign-on once at a
Liberty-enabled site in order to be seamlessly signed-oenwtavigating to another
site without the need to authenticate again. This group beity-enabled sites is
a part of what is called aircle of trust which is a federation of service providers
and identity providers having business relationshipsdbasethe Liberty architecture.
The identity provider is a Liberty-enabled entity that ¢esa maintains and manages
identity information of users and gives this informatiorstrvice providers.

Shibboleth [Shi09] is an initiative by universities thaeanembers of Internet?2.
The goal of such initiative is to develop and deploy new medgaire technologies that
can facilitate inter-organisational collaboration andess to digital contents. It uses
the concept of federation of user attributes. When a usem atsditution tries to use
a resource at another, Shibboleth sends attributes ab®uistir to the remote desti-
nation, rather than making the user log into that destinatious enabling a seamless
access. The receiver can check whether the attribute$/segiewn policies.

Our approaches differs with respect to these approachdsatnate do not rely
on a central identity provider providing all user attritaitePersonal information in
our framework is distributed within different federatedyanisations, each of which
can effectively be an identity provider. Besides, thesefatbd identity management
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systems do not provide a mechanism for local and global nrajch

6.6 Purpose Based Approach for Distributed Environ-
ment

This section describes the implementation of purpose baseekss control approach
on privacy protection in distributed collaborative envinoent.

6.6.1 Model Entities

In this section, the entities of our model and the systene ste¢ defined. Firstly, the
data structure for representing data objects is specifiedn,Tthe user and role model
is presented. The entity of purpose, and the entities farssiog data objects, are then
defined. Finally, the system state based on the definitiotisesk entities is specified.

6.6.1.1 Data Object Model with Data Composition

This section describes a data object model to provide aldeisdructure for represent-
ing data objects, with the extension of data composition.

In order to introduce the concept of data composition intopyavious approach,
we need to re-examine the entities in the data object modetalRthe exemplar sce-
nario described in Section 6.4.1, a user can not access th®bgcts of both a data
owner'snameand hisphone numberin this case, the data objectsrimeandphone
numberform a data composition. They aggclusiveo each other. In other words, if a
user has accessed one data object in a composition, he staildd allowed to access
other data objects in the same composition.

To specify the constraint on data composition, it is neggssaanalyse the infor-
mation representation in the information processing syste

¢ Data Objects, which are individual information units;

e Object Types, which are sets of data objects that appeaeisaime context and
satisfy some common properties;

e Data Compositions, which are sets of data objects that anbiced together for
specific consideration or service. This form of data comamas more general
than object types.
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Let Objectdenote the set of data objects. Object type is a set of dagatsbjo an
object type can be expressed@sject-set.

Next, we define object type attributes and attribute valaespecify the properties
of object types.

Definition 1 (Object Type Attributes) denoted ad ypeAttr, are a set of attributes
associated with an object type, which describe the propgibout the collection of,
and access to, this type of data objects.

Definition 2 (Object Type Attribute Values) denoted asitirV alue, are a set of pos-
sible values of the object type attributes.

In the sense of representing data objects that appear irathe sontext, a data
composition is similar to an object type. But besides thatadcompositions are also
capable of representing data combinations with differgpés of data objects. This
work especially focuses on data compositions whose mendiarabjects are exclu-
sive to each other, which are definedeaslusive compositions

Let ExComp denote a set of exclusive compositions.

Each data objectbject € Object is associated with two functionsl'ypeO f,
which returns the object type of a given data object; a&ad’'ompO f, which returns
the exclusive composition sets of the given data object.

Definition 3 (Access History) denoted asdccHis, is a set of objects a user has ac-
cessed.

The data object model in our system is then specified as:
Definition 4 (Object Data Model)

Object DataModel :: object : Object-set
type : (Object-set)-set
exComp : (Object-set)-set
type Attr : TypeAttr-set
attrValue : AttrValue-set
accHis : AccHis-set
TypeOf : Object — Object-set
AttrOf : Object-set — TypeAttr-set
ValueOf : Object x TypeAttr — AttrValue
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ExCompOf : Object — (Object-set)-set
inv mk-Object DataModel(o, 1, €c, ta, av, ah, To, Ao, Vo, &
(domTo=o0oAmMgToCt)A
(dom Ao =t A rng Ao C ta-set) A
(domVo=oxtArmgVoC av) A
(dom Fo =0 Arng FEo C o-set-set)
The invariant forObject DataM odel states that

1. objectis a set of data objects in a system

2. typeis a set of object types

3. typeAittris a set of type attributes

4. exComgs a set of exclusive compositions

5. attrValueis a set of attributes values

6. accHisis a set of data objects that have been accessed by a user

7. TypeOf : Object — Object-set is a total function giving the type associated
with a data object

8. AttrOf : Object-set — TypeAttr-set is a total function giving the type at-
tributes associated with each type

9. ValueOf : Object x TypeAttr — AttrValue is a total function giving the
value of the attributes associated with objects.

10. ExCompOf : Object — (Object-set)-set is a function that returns the set of
exclusive data compositions of a data object.

The object data mod&DM in our system, of typ&bject DataModel, can then
be represented as a tuglebject, type, exComp, typeAttr, attrValue, AccHis, TypeOf
AttrOf, ValueOf, ExComOf

In this section, we defined the data object model to repredatat objects in our
system. Next we specify the structure for representing tihgests.
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6.6.1.2 Users and Roles

The purpose-based access control approach [BBL0O5, BL@8hdx the RBAC model
with the concept of conditional role. Itis based on roleiltties and system attributes.
In this part, the formal definitions of role attributes, gystattributes, and conditional
role are presented.

Firstly, we specify the entities of user and role in the b&BAC model.

Users are the active entities in a system, e.g. the staff indical care scenario.

Let Userdenote the set of users.

The roles in a system reflect the responsibilities of pas#ior job descriptions
in the context of an organisation, e.g. therapist, registastaff, or billing staff in a
medical care scenatrio.

Let Roledenote the set of roles.

UserRole User <> Role is the relation between users and roles.

A user may be assigned with many roles, but the user may natisgall his roles
at the same time. The roles that a user is currently exegcasi| “active” roles.

Active Roles ARUser — Role-set is a function that returns the roles for which a
user is active.

Existing role definitions are predefined for access permmsassignments, so they
do not adequately specify the set of users to whom we wishetat gn access purpose.
The concept otonditional roleis then introduced. It is based on the notionRadle
Attributesand System AttributesThey are then specified accordingly.

Definition 5 (Role Attributes) denoted asRoleAttr, are a set of properties related
to the grant of access purpose to a role.

Every roler € Role is associated with a set of role attributes, e.g. the spg@él
therapists in a medical care scenario.

RoleAttrOf Role — RoleAttr-set is a function that returns the set of role at-
tributes of a role.

Let RoleAttrValuedenote the set of possible role attribute values.

RoleAttrValueOf Role x Role Attr— Role AttrV alue is a function giving the value
of role attributes associated with a role.

For an access control system, system attributes are usededlie the properties
of a system context. For example, the working hours withirogpital is a system
attribute.
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Definition 6 (System Attributes) denoted asSysAttr, are properties about the con-
text of access control system.

The values of system attributes specify the conditions@gittess control system.
Let SysAttrValue denote the set of all possible system attribute values.

SysAttrValueOf SysAttr — SysAttrValue is a function that returns the value of
the system attributes in a system.

With role attributes and system attributes, we can now defomglitional role.

Definition 7 (Conditional Role) refers to a role with some conditions attached to it.

CondRole ::r : Role
cond : RoleAttrValue x SysAttrValue — B

whereB is the boolean set, andnd is a truth-valued function.

CR : CondRole-set is used to denote the set of conditional roles.

Current Conditional Role CCRUser — CRis a function that returns the condi-
tional role a user is currently exercising.

The data objects that a user has accessed need to be keptgetiseaccess history.

Accessed : User x Object-set — AccHis is a function which returns the set of
the data objects a user has accessed.

The user and role model is then specified as:

Definition 8 (Role Model)

RoleModel :: role : Role-set
user : User-set
UserRole : User <» Role
AR : User — Role-set
roleAttr : RoleAttr-set
role AttrValue : Role AttrV alue-set
RoleAttrV alueO f: Role x RoleAttr —
RoleAttrValue
sysAttr . SysAttr-set
sysAttrValue : SysAttrV alue-set
SysAttrValueOf . SysAttr — SysAttrValue
CR : CondRole-set
CCR:User - CR
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Accessed : User x Object-set — AccHis
The role modeRM can be represented as a tufrtde, user, UserRole, AR, roleAttr,
roleAttrValue, RoleAttrValueOf, sysAttr, sysAttrVal@gsAttrvValueOf, CR, CCR, Ac-
cessed

6.6.1.3 Purpose

Data is collected for certain purposes. For example, in ocadare environment, data
may be collected for registration or diagnosing. Each datass also serves a purpose.
It is necessary to determine purposes for which data isatelieand for data accesses.
The entity of purpose is specified in this section.

Definition 9 (Purpose) denoted ag’urpose, is the intention of data collection or data
access.

Purposes are organised in a tree structure, which is callgabpe tree. Lefr
denote the purpose tree. Each node represents a purpésejpnse, and each edge
represents a hierarchical relation between two purposes.

There are certain relationships among purposes. The pes@oe organised into
purpose tree according to these relationships. Next we eedilationships among
purposes.

The nodes in a purpose tree can be classified into generakoraspccording to
the relationships among the nodes.

Definition 10 (Specialisation (Generalisation))If p;, p, are two nodes in a purpose
tree, then we say, is a specialisation op; (or p, is a generalisation op,) if there
exists a downward path from to p;.

Specialisation: Purposex Purpose— B is a truth-valued function that charac-
terises the specialisation relatigieneralisation relation can be defined accordingly.

Purposes, depending on their association with objects ainj@écs, may be called
intended purposes or access purposes, respectively.

Definition 11 (Intended Purpose)is the specified usages for which the data objects
are collected.

Intended purpose specifies the property of data objects.

IP: object(OM) U type(OM) — Purpose-set is a function that returns intended
purposes of a data object or type. Heobjectandtype are defined in object data
modelOM, Purposeis the set of purposes.
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Definition 12 (Access Purpose)s intentions for accessing data objects.

Access purpose specifies the property of data accesses.

AuthorisedAccess Purpose AAP: CR(RM) — Purpose-set is a function that
returns authorised access purposes.

The purpose model is then specified as:

Definition 13 (Purpose Model)

PurposeModel :: purpose : Purpose-set
Specialisation : Purpose x Purpose — B
Generalisation : Purpose x Purpose — B
IP: object(OM) U type(OM) — Purpose-set
AAP : CR(RM) — Purpose-set
The purpose moddPM can be represented as a tugprirpose, Specialisation,
Generalisation, IP, AAR

6.6.1.4 Requests, Transactions, and Accesses

This section specifies the entities for accessing data thjeamely, requests, transac-
tions and accesses.

Definition 14 (Request)

Request :: obj : object(OM)

ap : purpose(PM)

When a conditional roler wants to access an objedtj, it makes a request for
the data object, with a particular access purpage The request is denoted as a 2-
tuple (obj, ap). For example, the request from a GP to access treatmentyhistahe
purpose of diagnosing has the form{(éfeatment history, diagnosing).

We useReq : Request-set to denote the set of requests in a system.

Current Request CReqC R(RM) — Req is a function that returns the request
currently presented.

Definition 15 (Transactions) denoted as Transaction, are the executions or proce-
dures to perform a request.
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To ensure an object is accessed in a controlled manner, pebyfed transactions
may be allowed. For example, the diagnosing request censighree transactions:
reading treatment history, analysing medical test resaittd appending new diagnosis
to the treatment history.

Current Transaction CTCR(RM) — Transaction is a function that returns the
transaction currently performed.

Authorised Transactions ATReq — T'ransaction-set is a function returns the
authorised transactions for a request.

Next we define entities about accesses in our system. Modigksirelated to
object accesses are access modes, necessary accessy@miaCgeess.

Definition 16 (Access Modes)are the modes of accesses performed on data objects.

Let AccModedenote the set of access modes:cMode = {create, read, write,
append, delete}
Mode: AccM ode-set denotes the set of access modes in a system.

Definition 17 (Necessary Accessegre the accesses that are needed to achieve an
access purpose.

For access purpose, it has to be defined in advance what escgsneeded to
achieve that access purpose.
NecAcc :: ap : Purpose
tp : type(OM)
trans : Transaction
x : Mode
N A: NecAcc-set denotes the set of necessary accesses.

Definition 18 (Current Accesses)are accesses that a conditional role is performing.

CurAcc ::cr: CR(RM)
obj : object(OM)
x: Mode
C A: CurAcc-set denotes the set of current accesses.
The access model is then specified as:

Definition 19 (Access Model)
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AccessModel :: Req : Request-set
CReq: CR(RM) — Req
Trans : Transation-set
CT:CR(RM) — Trans
AT : Req — Trans-set
Mode: AccMode-set
NA: NecAcc-set
CA : CurAcc-set
The access modéiM can be represented as a tuplReq, CReq, Trans, CT, AT,
Mode, NA, CA
Having defined the entities in our purpose-based accesslntioelsystem state can
be defined.

6.6.2 The State of System

The formalisation of the model consists of the specificabbsystem state. System
state consists of the state variables corresponding toaim@anents defined in previ-
ous sectionsOM, RM, PM, AM.
The state space, without invariant and initialisation ¢bod as yet, is written as
follows:
state DPPS of
OM : ObjectDataModel
RM : RoleModel
PM : PurposeM odel
AM : AccessModel
inv...
init . ..
end
The initialisation condition is defined as:
init o2 {c.object(OM) = {} A o.type(OM) = {} A
o.purpose(PM) ={} N AAP(PM) = {—} A
o0.Req(AM) ={} NoaTrans(AM) = {} A
0.CA(AM) ={} N\o. NA(AM) ={}}
The entities in purpose based access control model and stensygtate have been
introduced in this section. We are then able to specify pyivaquirements in privacy
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policy. The state invariants corresponding to the requamimare specified in the next
section.

6.6.3 Privacy Constraints

In Chapter 4, we specified invariants through the data psitgsstages, including
creation of data objects,role authorisation, and datasacCenis section presents con-
straints for distributed environments.

6.6.3.1 Data Composition Constraint

The basis of data composition constraints is that users a@trallowed to access all
data objects in an exclusive composition. In other words,data object the user is
requesting is not in conflict with any other data object thathlas already accessed.
The requirement can be assured with the following condsain
(d) Data Composition Constraint
(d1) A user may only have current access to a data objecisifitia object is not in the
same exclusive data composition as other data objects énénas already accessed.

Given two successive system states

v=(OM,RM, PM, AM),

v' = (OM', RM', PM', AM"),

(v, v') satisfies data composition constraint, iff

Vuser € User(RM), cr = CCR(RM)(user), V¥ obj; € Accessed(cr)(OM),

obj; € object(OM), ap € purpose(PM):

(obj;, ap) = CReq(AM)(cr) A (ap, type;, CT(AM)(cr),z) € NA(AM)

A obj; € Accessed(user)(OM’)

= ExCompO f(obj;) N ExCompO f(obj;) = ¢

6.6.3.2 Role Assignment Constraints

When we talk about privacy preservation in distributed emwvinent, role attributed
and system context information should also be capturedhifnsense, roles are dis-
tinguished into global roles and local roles. A global radegranted access purposes
which fulfill part of a task consists of cooperation from sel®rganisations. The role
for credit rating takes part in the process of mortgage appbn, which needs coop-
eration from lender organisation, so this role is a globkd.rbocal roles are roles that
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are granted access purposes to fulfill all its purposes withiresiding organisation.
Roles in previous RBAC research fall in this category.

The problems we spotted in section 6.3.2 and the ‘mutualsiah’ have similar
purpose, in the sense that information held in objects igibiged among different
conflicting groups, and the rules are specified on how thesgpgrare then assigned to
the users. Constraints on data composition states that a/hsar makes an access to
a data object, if the data object has a pre-condition sayiaggdome other conflicting
data attributes in a data composition should not alreadi teeipossession of the user.
Similar to that, the constraints on role assignment candiedts a user should not be
assigned a role if the role falls in the exclusive role set ofla the user has already
be assigned to. As we are considering role assignment inlbdistd environment, we
specify constraints on global roles.

ExRole : Role x Role — B is a truth-valued function that characterises the
exclusive relation between two global roles.

Definition 20 (Exclusive Global Role) denoted asvxGR, is the set of mutually ex-
clusive global role pairsdr;, gr;) i#;, that hold the relationE'z Role(gr;, gr;).

The following constraint should be satisfied in global raléh@risations.
Global Role Assignment Constraint
(el) A user is authorised to a global role if the global roleas mutually exclusive
with another role to which the user is already authorised.

Y gra, gre € Role, ExRole(gr,, gry) = UserRole(gr,) N UserRole(gry) = ¢

In order to define constraints that indicate role assignmentlicts, we consider
properties of separation of duty. To identify the transatdithe separation of duty
principle is applied on, the conceptaifitical combinationis introduced.

Definition 21 (Critical Combination) defines the set of transactions where each trans-
action should be performed by a different user.

CriCom : Transaction — Trans-set is a function that returns the critical com-
bination of a given transaction.

A constraint on global roles restricting transactions agditq to the separation of
duty principle is given as:
(e2) A global role has permission to a transaction only i$ tihansaction is not in a
critical combination with another transaction alreadpedited to this role.

Y gr € Role,V trans; € Trans(gr),

trans = CT(gr) =>trans; ¢ CriCom(trans)
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6.6.3.3 Purpose Assignment Constraint

To handle conflicts, we can add a list of restrictions to thecéss” and “purpose”.
For example, the two organisations, clinic and hospitahiclis the sender and the
hospital is the recipient, and the recipient should obeyék#ictions that are imposed
by clinic. Restrictions can be defined as “restrict the infation obtained from my
organisation (clinic or hospital) from being used for a spesets of the following
purposes and accesses”.

The originator has the freedom to enforce restrictionsttiatecipient should ad-
here to. Here is the privacy policy rule for obtaining theigaifs genetic information
in the clinic with restrictions:

e Only the responsible GP is allowed to access the patiemstgeinformation for
the purpose of “diagnosing” of certain disease. Other attave been restricted
from using the genetic data for any purpose.

When the hospital and the clinic initiate the conversatibair privacy policies are
exchanged and the hospital imports all the “restricted es’cand “restricted purpose”
into its privacy policy rules. Now the policy rule of the hasphbecomes:

e Given the referred patient's medical record received ferghrpose of “certain
disease diagnosing”, the responsible doctor can acceggetietic information
provided that the patient information is not owned by clinic

6.6.3.4 Information Flow Constraints

lllegal information flow happens because purposes of theatdjnvolved in the infor-
mation flow doesn’t match each other. In order to prevent gledal information flow,
we should take into account the purposes of objects with thesses of 'write’, be-
cause that is the case when information flows’. In the examspdted in Section 6.3.4,
the receptionist can read medical record in medical histainych he has legal access.
But he doesn’t has access to medical record. The illegatnmdtion flow from med-
ical record to medical history occurs because the intendeggse of medical record
doesn't include the access purpose 'registration’. Thsl kif illegal information flow
occurs in single organisational case. Suppggé andob;2 reside in different organ-
isations, the information flow may also occur. It shows tilagal information flow
will happen in the case of multiple organisations as well.

Information flow constraint can be specified as:
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Information Flow Constraints
(f1) In any state, if a conditional role has simultaneousiraecess to objeet;j1 and
write or append access to objet2, then:

IP(PM)(Typeof(objl)) 2 IP(PM)(Typeof(obj2))

6.6.4 Proof Obligation

Model rules of a model specify operations by which the stateables can be changed.
The precondition and the postcondition of model rules aeel tig specify the changes
of status. In this section, an example of a formal specibcatiof model rule and its
proof obligation showing that the operation is satisfialdgiven.
Rule 3: get-access
Conditional rolecr requests that access objegj in modex be enabledy € {read,
write, append}. This is specified as following:
get-access(cr : CR(RM), obj, x : Mode)
extrd RM : RoleModel rd PM : PurposeModel
wr AM:AccessModel rd OM : Object DataM odel
pre CCR(user) = cr A {(obj,ap) = C'Req(AM)(cr)
A {ap, TypeO f(obj), CT(AM)(cr),x) € NA(AM)
A ap € IP(TypeO f(obj))
A (Vobj; € Accessed(user)(OM):-
ExCompO f(obj) N ExCompO f(obj;) = ¢)

post AM' = (Req(AM), CReq(AM), Trans(AM),
CT(AM), AT(AM), Mode(AM), NA(AM),
CA(AM) U {(cr,obj, x)})

The precondition states that a conditional role requestatitess to objeeb; in
current request with the access purpageand the access is necessary. The postcon-
dition then states that the accesskg¢ is enabled for this role.

Then, symbols are defined to represent this operation’opdktton and postcon-
dition.
pre-get-access(cr, obj, x, OM, RM, PM, AM) &

CCR(user) = cr A (obj, ap) = CReq(AM)(cr) A

{(ap, TypeO f(obj), CT(AM)(cr),x) € NA(AM)

A ap € TP(TypeO f(obj))

A (Vobj; € Accessed(user)(OM):-

ExCompO f(obj) N ExCompO f(obj;) = ¢)
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post-get-access(cr, obj, v, AM, AM') e
AM' = (Req(AM), CReq(AM), Trans(AM),
CT(AM), AT(AM), Mode(AM), NA(AM),
CA(AM) U {{cr,obj, x)})
The satisfiability obligation associated with the opematiet-access is given as
follows:
Proof Obligation 3: Operationget-access is satisfiable.
get-access-sat
OM : ObjectDataModel; PM : PurposeM odel;
RM : RoleModel; AM : AccessModel; inv-DPPS)
pre-get-access(cr,obj, x, OM, RM, PM, AM)

Jobj, x, AM : AccessModel, AM' : AccessModel
- post-get-access(cr, obj, x, AM, AM") A inv-DPPS’
Next we prove this satisfiability obligation.
from OM : Object DataModel; RM : RoleM odel,
PM : PurposeModel; AM : AccessM odel;
inv-DPPS; pre-get-access(cr, obj, x, OM,
RM, PM, AM)
1 {obj}:object(OM')-set
2 2:Mode(AM")
3 (cr,obj, z):CA(AM")
4from ap € IP(PM)(tp)
4.1 (ap,tp, CT(AM)(cr),x) € NA(AM)
4.2obj; € Accessed(user)(OM)-
ExCompO f(obj) N ExzCompO f(obj;) = ¢)
infer CA(AM) = CA(AM) U {{cr, obj, z)}
5from inv-DPPS
5.1Vobj; € Accessed(user)(OM)-
ExCompO f(obj) N ExCompO f(obj;) = ¢)
infer 3 0bj, x : Mode(AM)
AM : AccessModel, AM' : AccessModel
- inv-DPPS’
infer 3 0bj, x : Mode(AM),
AM : AccessModel, AM' : AccessModel
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- post-get-access(cr, obj, x, AM, AM")
A inv-DPPS’

This proof obligation states that, whenever the system isome legal state of
privacy preservation, and the operation’s parametersfgdts precondition in that
state, there must always be at least one state configurattimfiygng the operation’s
postcondition.

6.6.5 Access Control Mechanism

To implement exclusive composition in an access contrdesyswe propose the ac-
cess log mechanism. Through this mechanism, accessestolgacts in an exclusive
composition will be logged. The allocation of access will cmnstrained over the
course of time.

The exclusive compositions are defined in pre-conditionthefsystem attributes.
Every time a user makes an access to a data objectutlae, access, object) tuple
is logged. So for any data object, if there is a pre-condisitating that it should be
accessed only if other data objects in conflict are not afrgagossession of the user.
The policy then specifies this rule. With the presence of suahe, the access control
system then gets the access history of the user, checksaibjoviolations. Only then
would it grant or deny access.

Data composition can be in a single organisation, when iddal data objects in
the data composition are in the same organisation. Whendtee avner wants his
information units in different organisations to be progectinder certain policies, data
composition can be formed by data objects in multiple orggtions. So defined policy
rules applies to data composition from more than one org#orss.

The authorisation process in the purpose based accesslaooulel is illustrated
as follows. When a data user requests to access certainlgata, access control is to
be checked first and corresponding data policy, includirig daner’s preferences, are
retrieved from privacy management system. Access costatiecked based on condi-
tional roles activated, including global and local rolashjects invoked by those roles
to access data, role-subject mapping. If the request p#sseasle check, then data
purposes is to be checked against the access purpose. $sgnagose is compliant
with the intended purpose, then conditions are to be cheakeldding exclusive data
composition of requested data object. If the request pdksegrocedure, then access
is granted. Otherwise, access is denied. All data accesgsejshould be logged in
the audit trail.
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6.7 Matching Privacy Policies in a Federation

In a collaborative distributed federation, federated orgations (FOs) can exchange
personal information to automatically authorise data awmnathout asking them to
submit the same information multiple times. Further, indefated environment, FOs
may need to access information to perform internal ac#isjtsuch as evaluation of
the health state of a patient or determination of patieugil&lity to a given exam in a
medicalcare environment. We also notice here that shamiogmation may provide
important benefits to the participants themselves. For gi@niby sharing medical
records of a patient, a physician may have available allrmé&tion concerning the
patient and therefore perform a more informed diagnosis.

To enable secure information sharing across FOs, we musttdsat the privacy
policies of all the FOs that receive information pertainia@ given individual comply
with privacy preferences of this individual. In a federatgystem, a compliance check
can be executed between two FOs when one FO (referred to asreqiests one
or more personal information units from another FO (refiteeas FO2). Instead of
matching policies against data owner preferences, FO2 caa easily verify whether
or not its policies subsume those of FO1. Subsumption réagas used on policies
defined over equal or similar class of data in order to deteeniithey conflict.

To enhance flexibility and facilitate the task of policy sifieation of FOs, we
consider two different ways of expressing privacy policiesingpolicy templatesr
specifyingcustomised policieslt is assumed that some policy templates to be pre-
defined and available for privacy policy specification. laiso assumed that privacy
policy templates to be defined by the FOs as preliminary ageee of possible prac-
tices of the entities. A FO may choose to use one of the availaimplates or may
specify its own customised privacy policies. Similarlytalawners can specify privacy
requirements according to available specific pre-defineghkates, or they can specify
their own requirements.

6.7.1 Policy Templates

As aforementioned, FOs can simplify the task of policy speatiion by using policy
templates. Each template has a predefined set of values atah@ardised across the
federation. Each FO can choose a templgtérom the set{T}, ..., T,,} of avail-
able templates. The templates in such set are totally atdseed on the strictness
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Element | Value

Purpose | current

Access all

Recipient | ours

Retention | stated-purpose,
legal-requirement

Table 6.1: Exemplar Strict Policy

Element | Value

Purpose | current, contact
Access all

Recipient | ours, same
Retention | stated-purpose,
legal-requirement

Table 6.2: Exemplar Moderate Policy

approach that will be followed for data disclosure. Speailic templates are in de-
scending order, theh; defines practices that are stricter than those defined bgypoli
templat€l}, if £ > 4. In other words/, subsumegq’;. To simplify the process of pol-
icy expression, templates can be used to specify privactipes for object types, data
compositions, attributes or user credentials. In ordemfilmrmation to be released be-
tween two FOs, the associated policies must be compliame, g compliant policies
we mean that if information is being released from FO2 to FB&n privacy policy
enforced by FO1 should be equal or stricter than the poligjieg by FO2.

As suggested by [Lib03], an example of set of policy tem@latelered according
the strictness is{ Strict, Cautious Moderate Flexible Casual. Adopting the notation
adopted by [Lib03] for the P3P syntax, we provide examplesuch policy templates
in Tables 6.1, 6.2, 6.3.

The policy illustrated in Table 6.1 is that the data may bedusdy for the current
activity and cannot be shared with others. Elenfeetipientis set toours, meaning
that the owner has full access to data &elentiorelement states that data is kept for
only as long as the purpose required or as mandated by law.

The policy template shown in Table 6.2 is a possible modguatey. It states
that the data it refers to may be used for this activity and lmaishared with others
having the same business practices. Plueposeelement states that data owner can
be contacted with suggestions concerning processing. tkeiexample of Table 6.1,



6.7. MATCHING PRIVACY POLICIES IN A FEDERATION 147

Element | Value

Purpose | current, contact,
other-purpose
Access none

Recipient | ours, unrelated,
other-recipient
Retention | indefinitely

Table 6.3: Exemplar Casual Policy

data owner has full access to data. Data is kept only as lopyirg®se requires or
according to the length mandated by law.

In Table 6.3 a template for a casual policy is given. Suchcyas stated as: data
may be used for any activity, as stated byFhweposeslement. This data may be shared
with any unrelated entity irrespective of their policiesat® owner can be contacted
with suggestions concerning processing. Data owner malgenable to access or cor-
rect data. Finally, as specified by tRetentiorelement, data may be kept indefinitely.

If both federated organisations use pre-defined policy tateg, policy comparison
is straightforward: pre-defined policy templates are tpdrted based on the require-
ments that need to be met in order to release data. Policysui®n performs local
matching from the perspective of a federated organisat®h, Fvhich is servicing a
request for an information unitfrom another federated organisation FO2. Note that
both organisations are using policy templates totallyesbim descending order, there-
fore, T, subsumeg; if £ > i. Assume that templatgdy, 7;} represen{ Poll, Pol2}
respectfully, policy subsumption can be performed by chreclwhetherk > .

Itis important to note that the definition of policy tempkate to be agreed upon by
federated organisations. When all entities in a federatgmthe policy template ap-
proach, it is simple to perform policy matching. Howevedipotemplates inherently
lack flexibility, and limit the range of preferences and mtens that data owners and
FOs can express.

6.7.2 Customised Privacy Policies

Customised privacy policies are designed by FO or data oaumegican arbitrarily cre-
ate rules that describe how data will be managed. Theseigoligive FOs or data
owners a flexible and expressive method for defining theiragsi preferences and



148CHAPTER 6. PRIVACY IN DISTRIBUTED COLLABORATIVE COMPUTING

Element | Value

Purpose | current, pseudo;
analysis

Access all

Recipient | ours

Retention | stated-purpose,
legal-requirement

Table 6.4: Exemplar Customised Policy

practices. However, customised policies are more difftouspecify, match and, typi-
cally, to enforce. Moreover, this flexibility increases thi#ficulty of policy matching.
It is fair to assume that federated organisations may refemilar terms with differ-
ent names. In order to determine the relationship betweerdtfierent terms while
performing local matching, we assume that federated terogy is used.

The framework for performing local matching between cussaa FO policies is
identical to the method described in Section 6.7.1. Howeletermining the relative
policy strictness is a more articulated process. To eveltia relationship between
two given policies,Pol_r and Pol_s, associated respectively with the requester and
the data holder, it is necessary to analysepghgosesandrecipientsfor all data be-
ing requested fronPol_r. Therefore, every data element that is being requested by
holder of Pol_r is evaluated to determine whether the requester’s intendeaf the
data element is subsumed by thosé’i _s. Eachpurposein Pol_r pertaining to this
data element is then examined, checking if it is a subsetepthiposes pertaining to
the same data element froRvl_s. The same comparisons are then performed for the
retentionandrecipientelements of the policies. Comparison of purposes, redigpien
and retentions are based on the semantic hierarchicalenaftwur data composition.
Finally, if the purposes, retentions, and recipients ofrwuesting policy are all sub-
sumed by the servicing policy, a positive result is return@therwise the result is
negative.

An example of a possible customised policy is specified irl€l@lt, which can not
be expressed following policy template approach. The pdaltates that data may be
used only for this activity and cannot be shared with othgtatistical records may be
kept only with identifying information removed. Data is kemly as long as purpose
required or as mandated by law.
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6.8 Chapter Summary

This chapter described our design considerations for gyiyaotection in distributed
collaborative environments. Two design consideration®wweovided. The first one is
to ensure that personal information is accessed from twaoooe parties only if agreed
privacy policies and privacy preferences are satisfied. SHw®nd consideration is to
facilitate privacy policies matching and privacy prefezerrompliance.

The entities of the model were analysed according to theiregents in dis-
tributed environment. The purpose based access controbagipis revised for dis-
tributed environment. With these analyses, data composisi proposed, and privacy
policies matching method is also provided.



Chapter 7
Conclusions

This thesis presents the purpose-based access contradnethich was designed to
improve requirements analysis for the development of pyiarotection approach.

This work was motivated by the fact that access control gapecification was with-

out systematic procedural support, resulting in systerasate vulnerable to privacy
breaches. Additionally, policy specification was isolatexn requirements analysis
for privacy protection approach design. This could leaddceas policies that are
not in compliance with privacy requirements. The purpoaseld access control ap-
proach integrates policy specification into privacy pramtapproaches. It provides
prescriptive procedural guidance and support for spewfaccess control policies
from privacy requirements.

The research reported in this thesis was developed whiferpging analysis on
privacy protection approaches. The privacy protectionraggh was developed by
integrating policy specification and requirements analysihrough this process, a
purpose based access control method was designed andespeEifis approach is also
used for the analysis of design considerations for privaegegrvation in distributed
collaborative environments.

The chapter is organised as follows: Section 7.1 providgmapsis of each chap-
ter; Section 7.2 summarises the contributions of this wBdction 7.3 discusses plans
for future work; and Section 7.4 concludes the thesis.

7.1 Chapter Synopsis

Chapter 1 introduced and articulated the problem addrassis work. Specifying
complete and correct policies that control users’ accessdypstem and its resource
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is important for the protection of data privacy in infornwatisystem. Traditionally,
the access control policies specification lacked systensafpport and was isolated
from requirements analysis, resulting in access polidies are not compliant with
privacy requirements. This misalignment between priva@guirements and practices
motivated the research presented in this thesis, a systemathod for specifying
privacy requirements for information system.

Chapter 2 provided an overview of related work in privacysereation, and Chap-
ter 3 presented privacy protection approach specificatidimgs positioned the work
presented in this thesis. It illustrated the motivationsifdegrating the privacy pro-
tection approach and specification, and argued the negésisjpurpose based access
control approach. The purpose based access control appbodds upon this prior
work by integrating policy specification and requirememtalgsis, and integrating the
concept of purpose into privacy protection approach.

Chapter 4 detailed the purpose based access control mefheckentities, the re-
lationships, and privacy requirements in a single orgaioisavere presented using
VDM. It outlined the basic framework of our privacy presernyiaccess control model,
and presented essential concepts, definitions of the matreepand formal specifica-
tions of mapping functions and access granting rules. Topbeta the access control
method, specifications of operations and their proof okibhga have also been inves-
tigated.

Chapter 5 illustrated the use of formal specification in theelopment of a pri-
vacy preserving personal information management systearmedical care scenario.
The basic problem analysis was provided in that the scemasionplified and part of
personal data processing was specified. It provided a gabdaition of how formal
specification techniques could be integrated into tradgisequirements analysis ap-
proach, and showed how an initial specification can be foraretithen manipulated
in a rigorous way through the careful introduction of desiigtail in the form of data
structure and operations.

Chapter 6 analysed design considerations for privacy prasen in distributed
collaborative environments. Two design consideratioagpaesented: (1) data compo-
sition was proposed to ensure that personal informationdsssed from two or more
parties only if agreed privacy policies and privacy prefiees are satisfied, and (2)
policy subsumption mechanism was used to facilitate pyiyaaicies matching and
privacy preference compliance among distributed collatdie organisations.
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7.2 Summary of Major Results

This section reviews the major results of the work presetdtis thesis. The se-
guence of the results presented in the following sectionmged on the order they
appeared in the thesis and does not imply any ranking of itapoe.

7.2.1 Identification of Purpose Based Access Control

An important contribution of the thesis is the identificatiof the limitations of ex-
isting approaches in supporting data owners to achieverativacy preservation in
data sharing computing environments and our proposal gfqser based access con-
trol method. In particular, the thesis presented the falgwresults concerning the
identification of purpose based access control method feagy preservation:

e Investigated a number of approaches to privacy preservditiat have taken
access control mechanism for privacy preservation, andetidhat these ap-
proaches failed to enable users to efficiently and effelgtiadjust the level of
openness according to their changing desire for privacyfierdnt situations.

e Studied work on privacy policies for privacy preservatidamonstrated that pri-
vacy preservation is not about setting rules and enfor¢iagtbut rather should
also taking data owners’ preferences into account, and ethtlat existing pri-
vacy preserving approaches failed to express privacy reapgints from data
owner’s perspective.

e Combined the analysis on general privacy preserving gnieeland privacy
policies to demonstrate that privacy requirements conoesre about the pur-
poses that a data object is used for, rather than the actansisers perform
on the data object, so the notion of purpose should play arnal@ in access
control methods for privacy preservation.

e Motivated the need for purpose based access control mebnqulifacy preser-
vation and defined the desired end result of privacy presiervas “to ensure
that a data object is used only for its intended usage, thesaqaurpose should
be compliant with the data object’s intended purpose”.
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7.2.2 Purpose Based Access Control Method for Privacy Presea-
tion

The second major contribution of this work is the introdantdf the purpose based
access control method for privacy preservation in a intgaoisational case, which is
comprised of:

e a process description that details the steps for privaayirepents analysis;
e a complete model that details entities, relationships,@ivécy requirements;

e a specification mechanism for privacy property analysis@odf obligations.

Privacy protection specification is typically isolatedrfraequirements analysis.
It is often conducted without methodological support orteysatic guidance. The
purpose based access control method and its specificafens /o main advantages
not currently available:

e integrating specification with requirements analysis fovary protection ap-
proach design;

e specification mechanism for privacy property analysis agrification.

The development scheme introduced in the thesis that setegypolicy specifi-
cation with requirements analysis is significant. By ingong policy specification
with privacy protection approach, purpose based accessotanethod provides a
basic framework for ensuring compliance between privaquirements and data pro-
cessing practices. The impact of this compliance is sigamficOne of the problems
that plague organisations is the degree of confidence they ihaclaiming that their
information systems are enforcing privacy policies. Thishtem also hampers the
acceptance of information technology due to the lack oftthiesn data owners on
information processing organisations.

The purpose based access control method is a promisingstie@ fight direction
towards gaining data owners’ trust and improving their aterice in the disclosure of
their personal information. The results concerning theppse based access control
method consist of:

e First, access control policies were derived from basicgaywequirements, high
level security and privacy policies, and data owners’ pezfees on the usage
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of their private information. Because privacy requirensecome from these
sources, this development scheme helps ensure that a datsging system is
actually enforcing privacy policies and privacy preferesc

Second, the entities in the purpose-based access contd@intbe invariants
corresponding to the privacy requirements, and the modsiabions and their
proof obligations were specified. The requirements armalgsd specification
is an iterative process. We derive specification from remuents analysis and
approach design, and by clarifying ambiguities in the regjuents and resolving
inconsistencies between the requirements and data pnoggsactices, we also
improve requirements and design during privacy protecmecification,

7.2.3 Design Considerations for Privacy Preservation in Bitributed

Collaborative Environments

In this thesis we analysed the further challenges poseddiyilalited computing en-
vironments on privacy preservation, including informatf an individual spanning
over several organisations and thus governed by diffenevaqy policies. The work
reported in this thesis presented the design considesattwrprivacy preservation in
distributed collaborative environments. The detailediitesconcerning design consid-
erations in distributed collaborative environments are:

e Data composition was proposed to overcome the limitatidnsbgect type in

the purpose based access control approach, ensuring tisanpkinformation

is accessed from two or more parties only if agreed privadigigs and privacy

preferences are satisfied. When a data owner’s informapianssmore than one
organisation, simply restricting accesses to data obfgctseparate policies in
different organisations and returning results on polidys§zction, cannot guar-
antee the prevention of accesses to certain combinatiodatafobjects. Ex-
clusive compositions were defined as data compositionshibldtdata objects
exclusive to each other, and were used to prevent accessegam data object
combinations.

Policy subsumption mechanism was proposed for faciligaprivacy policies
matching and privacy preference compliance among dig&tbeollaborative or-
ganisations. To enable information sharing across colihe@ organisations,
the privacy policies of all organisations that receive mnfation pertaining to a
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given individual should comply with privacy preferencestod individual. The

checking mechanisms for privacy policies matching andgasnpreference com-
pliance were defined for privacy requirements expressewyymilicy templates
or customised policies.

7.3 Future Work

The work presented in this thesis addresses some of therherdal problems with

privacy protection approach specification; however, ogragch does have its limi-
tations, and work remains to be done in these areas. Thi®sealiscusses some of
the main limitations of the purpose based access contrabapp and provides an
overview of areas of future interest and work.

7.3.1 Improving the Purpose Based Access Control Method
The main limitations of the purpose based access contrdiodedre:
e obligation has not been investigated in privacy protecéipproach;

¢ the method does not provide much support for role assigrsrfendistributed
environment; and

e formal analysis of the policy subsumption mechanism is mailable at this
time.

The first area for future work involves extensions to the pagobased access con-
trol method. Plans for extending purpose based accessotométhod can be sum-
marised as pursuing the following directions:

e investigate other entities for privacy protection apptgauch as obligation;

e analyse design consideration on role assignments fonlaisgéd environment;
and

e provide formal analysis to policy subsumption mechanissujgport automatic
reasoning.
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In this thesis, we found role attributes and system atteibwiere sufficient to rep-
resent the conditions in our analysis. However, we havey@ivestigate the other
entity for privacy protection: obligation. Our plans forterding privacy protection
approach include investigating this entity.

Role-based access control (RBAC) is widely used in manyiegibns to simplify
authorisation management. Defining roles for a complexrosgéion can be very
complex. Although purpose based access control approggods role assignment
management in intra-organisational case, it does not geomiuch support on role
assignments in distributed environments. Role definitioth @management should be
part of the purpose based access control method for disgdlprivacy protection. A
structured role assignment management is needed.

The work presented in this thesis focuses on the identificatnd specification of
privacy requirements for information systems. The supfoorautomatic reasoning of
policy matching and preference compliance is still limitdebr example, the policy
subsumption mechanisms can only match template policieklitidnally, to evalu-
ate whether distributed privacy protection approach aglsié#s goal, we need formal
analysis on the whole approach, including policy matchi@gr plan in this direction
is to extend the expressibility of privacy policies, and elep formal algorithms for
automatic policy matching.

The above discussions are aimed at extending the purposéd basess control
method to enrich the method and make it more useful. Broagasaof future work
are also under consideration.

7.3.2 Using the Method in Legacy systems

The purpose based access control method can be used dwidgvitlopment of new
data processing systems. However, there are many legamnmsy place in most
organisations and this raises additional questions that beiaddressed: Can the pur-
pose based access control method be used as a checking retiemtk whether a
legacy system is enforcing the high-level security andgmyvpolicies? Can the pur-
pose based access control approach be used to check whethegacy systems with
different high-level policies are in compliance with oneotirer? Answers to these
guestions have practical significance. For example, whepri@acy act was intro-
duced, organisations being regulated wanted to know wheiiegr legacy systems
were in compliance with the new regulation. In another eXamiptwo organisations
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merge, and both organisations have legacy systems in platare enforcing differ-
ent policies, can the purpose based access control methwmthiben ensure that their
legacy systems are in compliance with one another? We lediieat the subsumption
mechanism support offered by the design considerationprigacy preservation in
distributed collaborative environments is a promisingioh on this matter.

7.4 Concluding Remarks

Privacy has become a growing concern in data sharing congpativironments. Peo-
ple selectively disclose private information to get certservices, while at the same
time they want to remain in control of their privacy. Data ggesing organisations not
only need to follow general guidelines for privacy preséor they also need to take
into account privacy requirements from data owners’ podhtaew.

Privacy protection approach specification is a complex gge@nd involves ex-
tensive requirements analysis. In this thesis, we predehte purpose based access
control method that provides procedural guidance for tbhrppse. The purpose based
access control model can be used to implement a privacyremitpaccess control
system, which integrates privacy requirements from dataeoi& point of view, and
enforces basic privacy requirements. Additionally, the atspecification in privacy
protection approach design improves the requirementysisaand the compliance
between privacy requirements and data practices by diagifgmbiguities in the re-
quirements. Finally, the design considerations for pgvpamtection in distributed
collaborative organisations provides a foundation forang research on privacy pro-
tection approaches for distributed environments.
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Access Control with Exclusive Data
Compositions

Using exclusive data composition to control access to f@ivdormation items is well
integrated with purpose based access control method. Tgsanexclusive data com-
position, we illustrate the grouping of private informatibased on information cate-
gories described below as defined in Section 3.2 of [Wor07]:

Physical Contact Information (physical/): Information such as telephone number or
a delivery address that makes it possible for an individuk contacted or physically
located.

Online Contact Information (online/): Information such as email address or home
pages that allows an individual to be contacted or locatetthemnternet.

Unique Identifiers: (uniqueid/) Non-financial and non-government identifiers, gen-
erally issued by a Web site or service in order to uniquely @ntsistently identify or
recognise the individual.

Purchase Information (purchase/): Information actively generated through the pur-
chase of a product or service, including information abbatrhethod of payment.
Financial Information (financial/): Information items about an individual's finance
situation, including his account status and activity infation, such as account bal-
ance, payment or overdraft history, and information aboundividual’s purchase or
use of financial instruments, including credit or debit cafdrmation.

Computer Information (computer/): Information items such as the IP address, do-
main name, browser type or operating system that relatitlggtocomputer system that
is being used to access the network by the individual .

Navigation and Click-stream Data (navigation/): Information such as the referrer
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page and how long users stay on each page that is passivelsatgohby browsing the
Web site.
Interactive Data (interactive/): Data such as server logs of account activity or queries
to a search engine that is actively generated from or refiggiast interactions with
the target service provider through its site.
Demographic and Socioeconomic Datédemographic/): Data about an individual’s
characteristics, such as gender, age, income, postal@aogdeographic region
Content: (content/) Information, such as the body of an email, bulletin boardgos
or IRC chat transcript that is contained in the body of a comication.
State Management Mechanismgstate/): Information such as HTTP cookies used
for maintaining a stateful session with a user or automiyicacognising users who
have visited a particular site or accessed particular copieviously.
Political Information (political /): Information about a user’s religious and political
linkup, such as membership in or affiliation with groups sashreligious organisa-
tions, trade unions, professional associations, or paliparties.
Health Information (health/): Information about an individual's state of health, in-
cluding physical or mental health, use or inquiry into heatire services or products,
or purchase of health care services or products.
Preference Data(preference/): Information about a user’s individual taste, such as
favorite color, musical tastes or hobbies.
Location Data (location/): Information such as GPS position data that can be used
to determine an individual’s current physical location a&ratk them as their location
changes.
Government-issued Identifiers(government): Identifiers such as a social security
or passport number issued by a government to consisteeityifg the individual.
Other (other-category/): Other types of data not covered by the above categories.

It distinguished the&Computer, Navigation, Interactive and Content categories.
The Computer category includes information about the ssgmputer including IP
address and software configuration, while Navigation datscdbes actual user be-
havior related to browsing. When an IP address is stored initiimation related to
browsing activity, both the Computer and the Navigatioregaty should be used. In-
teractive Data is data actively solicited to provide sonefuiservices at a site beyond
browsing. Content is information exchanged on a site foptmposes of communica-
tion.

The categories described in P3P give data owners and trexiagents additional
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Categories | Description Exclusive
Composition
physical/ Physical Contact In{ ExCompl1l
formation ExComp12
ExCompl3
online/ Online Contact Infor-| ExComp21
mation ExComp22
ExComp23
uniqueid/ Unique Identifiers ExComp31
ExComp32
ExComp33
purchase/ | Purchase Information| ExComp01
financial/ Financial Information | ExComp01
computer/ Computer Information| Allow01
navigation/ | Navigation and Click-| Allow02
stream Data
interactive/ | Interactive Data Allow03
demographic/| Demegraphics and Sgd- ExComp11
cioeconomic Data ExComp21
ExComp31
content/ Content N/A
state/ State Management N/A
Mechanisms
political/ Political Information | ExComp12
ExComp22
ExComp32
health/ Health Information ExComp13
ExComp23
Excomp33
preference/ | Preference Data N/A
location/ Location Data N/A
government/ | Government-issued | N/A
Identifiers
other-category/| Other N/A

Table A.1: An Exemplar Definition of Exclusive Data Compasis
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clues as to what type of information is requested from a serWVhen forming data
compositions using the defined categories, it is import@aadetermine what exclusive
data compositions these groups will be divided into. As tmfort levels of privacy
preserving vary from one person to another, decisions @wibuld be ideally left to
the data owners. An example of such a partition is given in€lTAll. In this example,
the data owner is willing to let the organisation collect guter information, naviga-
tion and click-stream data, and interactive data regasdi€s/hich other categories of
information is required, so these categories are placedtidir own exclusive data
composition separately. The data owner would not want aggrosation to access
both his purchase information and financial informatior,dmcess to any one of these
categories is allowed, therefore his financial informatod purchase information are
placed in the same exclusive data composition. Healthnmétion, political informa-
tion, and demographics and socioeconomic data can be tsallbg an organisation, as
long as he can not be identified. If an organisation can ifletite data owner, then it
is allowed to have his physical and online contact infororgtas well as unique iden-
tifiers. To achieve this, exclusive data composition ExCbinghrough to ExComp33
are defined. These exclusive data compositions are addée teetlth, political and
demographics categories to prevent simultaneous acc#ss toformation with iden-
tifying information. The partition defined above is one pb#iy, different individual
may have a similar but possibly different decision.

The data composition consisting of exclusive data objessdafined in the pre-
conditions of the system attributes. Every time a user makesccess to a data object,
the (user, access, target) tuple is logged. So if any data object has a pre-condition
saying that it should be accessed only if some other datactsbie conflict are not
already in the possession of the user, the policy would §péais rule. With the
presence of such a rule, the access control system woultigectess history of the
user and check it for any violations and only then would iing@a deny access. For
example, the rules for the partitioning above are as follows

1. Deny access if both physical/ and demographic/ are redquir
2. Deny access if both physical/ and health/ are required

3. Deny access if both physical/ and political/ are required

4. Deny access if both online/ and demographic/ are required

5. Deny access if both online/ and health/ are required
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6. Deny access if both online/ and political/ are required

7. Deny access if both uniqueid/ and demographic/ are regquir

o

. Deny access if both uniqueid/ and health/ are required

9. Deny access if both uniqueid/ and political/ are required

The following exemplar policy rules would demonstrate tinpiementation of this
type of control in more details. Consider there are threa dbjectsiame, address,
and phonewumber, suppose that the data owner doesn’t want the paitge, number)
to be held by any organisation at the same time, then thisitgewiinto:

Precondition: exclusive data compositiomg¢me, number)
Policy rule for data objectame:

if (user: A, previous actionaccesstarget:numbej
because

ExCompO f(number) N ExCompO f(name) = {(name, number)},
then

disallow(user:A, action:accesstarget:name
else

allow(user:A, action:accesstarget:nameg
Policy rule for data objectumber:

if (userA, previous actionaccesstarget:nameg
because

ExCompO f(name) N ExCompO f(number) = {(name, number)},
then

disallow(user:A, action:accesstarget:numbej
else

allow(user:A, action:accesstarget:numbej

The condition part in the above implementation may be a camgoonsisting of
conditions that specify the exclusive data compositionsfparticular data object.

The data composition can happen in a single organisatioenwindividual data
objects or object types in a data composition are in the saig@ngsation, and the
data composition can also be formed by data objects in nkelltifganisations, when
the data owner wants his information units in different migations to be protected
under certain policies. So the discussion above can beatlgtextended to distributed
scenarios.
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