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Abstract

There is often a misalignment between requirements for keeping data owners’ infor-

mation private and real data processing practices, and thiscan lead to violations of

privacy. Specifying and implementing appropriate policies to control a user’s access

to a system and its resource is critical for keeping data owners’ information private.

Traditionally, policy specification is isolated from requirements analysis, which of-

ten results in data processing practices that are not in compliance with data owners’

requirements.

This thesis investigates a development scheme that integrates policy specification

into requirements analysis and approach design. It suggests that, while we derive spec-

ification from requirements analysis, we can also improve requirements and approach

design through privacy preservation specification by clarifying ambiguities in the re-

quirements and resolving inconsistencies between requirements and data processing

practices. This claim is supported by the requirements analysis and specification of a

purpose based access control approach for privacy preservation.

The purpose-based access control method consists of an entity of purpose, which

expresses requirements for keeping personal information private from a data owner’s

point of view. The requirements analysis is helped by the specification of the entities,

the relationships, the invariants corresponding to the requirements, and the model op-

erations along with proof obligations of their satisfiability. That specification results

in a complete purpose based access control model in the case of an intra-organisation

scenario. The development scheme has also been applied for privacy preservation in

distributed collaborative environments. Distributed computing environments pose fur-

ther challenges for keeping personal information private.Design considerations are

taken for ensuring that personal information is accessed from two or more parties only

if agreed privacy policies and privacy preferences are satisfied, and for facilitating

privacy policies matching and privacy preference compliance among distributed col-

laborative organisations.
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The work presented in this thesis should be of value to researchers on privacy

protection methods, to whom the purpose-based access control model has been made

available for privacy property verification, and to researchers on privacy specification,

who will be able to incorporate specification into the requirements analysis.
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Chapter 1

Introduction

The research in this thesis is aimed at gaining data owners’ trust and improving their

confidence in the disclosure of their personal information.Privacy is an important is-

sue in information systems, but it is particularly vulnerable in infrastructure systems

such as medical and financial information systems. Specifying and implementing ap-

propriate policies to control a data user’s access to a system and its resources is critical

for protecting data privacy. In order to gain the data owners’ trust and improve their

confidence, it is important to fulfill the data owners’ requirements upon the collection

and usage of their personal information, as advocated in this thesis. It is also impor-

tant to maintain consistency between the privacy preserving promises and the real data

processing practices of organisations which collect and process such personal infor-

mation. However, there has been little reported work in formally specifying privacy

policies for information systems [FH01]. Additionally, distributed computing environ-

ments pose further challenges on privacy preservation. In this work, for privacy protec-

tion approaches, the primary focus is to take the data owners’ privacy preferences into

consideration, which are often neglected in previous privacy protection approaches;

for privacy protection specification, all entities of the privacy protection approach will

be formally specified, including privacy requirements. Specifically, the purpose-based

access control method detailed in this thesis integratespurposeinto privacy protec-

tion approaches, and provides a complete specification. This work also makes further

exploration on the design considerations for privacy preservation in distributed collab-

orative environments. The objective of this chapter is to establish the context for this

research.

This chapter is structured as follows. Section 1.1 introduces the research context

of this work. Section 1.2 provides a healthcare scenario to illustrate the role of access

14
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control and privacy requirements specification in protecting data security and privacy.

It also briefly summarises privacy protection principles. Section 1.3 briefly introduces

current policy specification researches and practices, andoverviews VDM - the specifi-

cation method used in this research. Section 1.4 introducesthe motivation for this work

and summarises the problem statement. Section 1.5 overviews the work presented in

this thesis. Finally, Section 1.6 provides an overview of the remaining chapters.

1.1 Research Context

Privacy, as a legal, social and moral issue, has been a concern of social scientists and

lawyers for a long time. It is a complex socio-technical system that requires interdis-

ciplinary research from the domains of sociology, psychology, and computer science

[And04]. It is especially a major concern for the deploymentof information process-

ing systems in this information age, since new technologiesraise new threats to pri-

vacy rights. In order to protect privacy, many legislative and technical efforts have

been made (e.g. [The95], [Uni96], [Obe01], and [Wor06]). This section gives an

introduction to the context of privacy research, includingthe definition of privacy, pri-

vacy concern, privacy violation, privacy protection legislations, and privacy preserving

technologies.

1.1.1 What is Privacy?

There are philosophical, legal, societal, and technical notions of privacy. The first real

definition of privacy dates back to the 19th century. Samuel Warren and Louis Brandeis

gave a definition ofprivacy in their seminal paperThe Right to Privacyin the Harvard

Law Review [WB90]. There’s a principle in their privacy definition - “ the right to be

let alone”. The definition of privacy was brought up due to the development of new

forms of technologies that was coupled with other developments at that time. In the

sense of the right to be let alone, Warren and Brandeis viewedthe photography used

by the yellow press as an attack on personal privacy, since photographic and printing

technologies made it easier to share and spread images and text in public.

The definition of privacy given by Alan Westin [Wes70] is common in current use.

It defined privacy as “the claim of individuals, groups and institutions to determine for

themselves, when, how and to what extent information about them is communicated

to others”. According to this definition, natural person (individuals) as well as legal
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organisations (groups and institutions) have the right to privacy.

The contents considered private were taken into account by some other definitions.

For instance, Wikipedia defines privacy as “the ability of an individual or group to se-

clude themselves or information about themselves and thereby reveal themselves selec-

tively. The boundaries and content of what is considered private differ among cultures

and individuals, but share basic common themes” [Wik]. In this context, information

not only relates to the raw data about an individual, e.g. name, age, gender, or address,

but also relates to their credentials, e.g. degree certificate or benefit entitlement, and

relates to their preferences, e.g. ‘only my GP can access my genetic data’.

In general, the concept of privacy can be divided into three aspects [Ros04]:

• territorial privacy, which protects the close physical area surrounding a person,

i.e. domestic and other environments such as the workplace or public space;

• privacy of the person, which protects a person against undue interference, such

as physical searches, drug testing or information violating one’s moral sense;

• informational privacy, which controls whether and how personal data can be

gathered, stored, processed or selectively disseminated.

The emphasis of the research reported in this thesis concerns protection of pri-

vate information of a person. In common speech, the words ‘personal’ and ‘private’

are sometimes used interchangeably. In this research, ‘private’ information means in-

dividually identifiable information about an individual, while ‘personal’ information

is used to represent ‘information about a person’, which mayor may not be private,

so private information is treated as a subset of personal information. People want to

keep their private information secret or confidential. Therefore, privacy in this research

meansthe right of individuals to have control over their private information.

1.1.2 Privacy Concerns

Privacy is a major concern for the deployment of informationprocessing systems. With

the rapid development of information technology, many new initiatives were promoted,

such as online banking, distance learning, teleworking, electronic commerce, road traf-

fic management systems, research networks, healthcare networks and so on. These

applications have changed our lives completely, but they have also brought different

risks for society [FHS96]. On one hand, these applications provide people with great
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convenience. For example, by providing credit card information, one can shop online

at home instead of crowding around highstreet stores. In addition, these applications

bring quality to services provided by organisations. For instance, the shopping history

records available make it possible for retailers to offer their customers the most rele-

vant recommendations. On the other hand, however, behind these attractive benefits,

the risks of privacy violation are increasing. For these applications, a growing amount

of personal information, such as transaction data, financial data, business data, sen-

sitive medical data, or location data, may be collected, processed, and disseminated,

with or without the data owners’ consents. Moreover, in a networked society, an in-

creasing amount of transactional data for network serviceswill be available, and may

be collected at different sites. So personal information may be collected, stored, and

processed in various information processing systems.

The collection, storage, processing, and remote retrievalof vast amount of per-

sonal information have become a routine and inexpensive proposition [Cal03]. The

easy access to private data increases the temptations for interested parties (individuals,

businesses, or governments) to intrude upon people’s privacy in unprecedented ways

[RBE03]. Therefore, individual privacy is seriously endangered. Barry Barber [Bar97]

cites the following problems if things go wrong regarding toprivacy preservation:

• Public embarrassment or loss of public confidence

• Danger to personal safety

• Infringement of personal privacy

• Failure to meet legal obligations

• Breach of commercial confidentiality

• Financial loss

• Disruption of activities

Privacy is one of the major issues to be handled in many environments, such as the

domains of e-Learning [FWBBP06, Klo06, MR07], e-Government [Sto02, RWB02,

WC08, MCW08], e-Commerce [ACR99, Kor02, Acq04], healthcare [MPKB99, And00,

RCHS03, BKP04, Hun05, BGA06] , and so on.
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1.1.2.1 Privacy Debacles

Massive privacy breaches have made privacy a central concern in the information age

[HAF05]. In recent years, news about privacy breaches continues to hit the headlines.

Some of them are cited below:

1. Two computer discs holding the personal details of all families in the UK with

a child under 16 have gone missing in October 2007. The Child Benefit data

on them included names, addresses, dates of birth, NationalInsurance numbers

and, where relevant, bank details of 25 million people [BBC07].

2. The HSBC banking group lost a computer disc with the details of 370,000 cus-

tomers in March 2008. The customers’ details included theirnames, dates of

birth, and their levels of insurance cover [BBC08].

3. Four computer discs containing the details of 17,990 current and former staff

were lost in July 2008 when they were sent between Whittington Hospital NHS

Trust in north London and McKesson, a firm providing IT payroll services. They

contained the names, dates of birth, National Insurance numbers, start dates and

pay details of all staff of four NHS Trust organisations. They also contained the

addresses of some of these NHS Trust staff [Sim08].

4. Ministry of Defence lost an unencrypted portable hard drive in October 2008,

which contained the private details of 100,000 members of Army, Royal Navy

and RAF personnel, including the names, addresses, dates ofbirth, passport and

National Insurance numbers, drivers’ licence, bank details, and their next of kin

details. It also held details of another 1.7 million individuals who had made

enquiries about joining the Armed Forces [Hop08].

5. A problem with the security of the ContactPoint database exposed personnel data

for 55,000 vulnerable children. ContactPoint’s shieldingsystem was supposed

to remove all details of the estimated 55,000 vulnerable children - apart from

the name, sex and age - from the database, which will be available to children’s

services workers across the country. However, a flaw in the system meant when

certain records were updated, a duplicate was created wherethe details were not

shielded [Fre09].

6. Unencrypted memory sticks and CDs containing names, addresses and dates

of birth of 9,000 Barnet school children were stolen in a break-in at a council
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employee’s house in north London. The data relating to Year 11 pupils from

2007, 2008 and 2009 included information about their educational attainment,

entitlement to free school meals and home postcodes [BBC10].

These cases of massive privacy breaches were largely causedby the lost of com-

puter discs. But since nowadays more and more information isbeing processed by

electronic means, people also have concerns over their privacy in the e-environments.

Many surveys conducted around the world (e.g. [Pri01, Pri06, Ele08, Inf08, Pri08])

have found consistently high levels of concern about privacy [ACR99].

1.1.2.2 Types of Privacy Violations

Daniel Solove provided a taxonomy of possible privacy violations [Sol06]. He cate-

gorised related privacy violations into four groups:information collection, informa-

tion processing, information disseminationandinvasions. These groups involve adata

subject, which is the individual about whom adata holderhas information. From that

individual, various entities (other people, businesses, and the government) collect in-

formation. The data holders then process it, including store it, combine it, manipulate

it, search it, and use it. The next step might be ‘informationdissemination’, in which

the data holders transfer the information or release the information to others. The gen-

eral progression from information collection to processing to dissemination is the data

moving further away from the control of the individual. ‘Invasions’ involve infringe-

ments directly on the individual. Instead of the progression away from the individual,

invasions progress toward the individual and do not necessarily involve information

handling.

Information collection includes making observations throughsurveillanceand seek-

ing information throughinterrogation. Information collection affects privacy by mak-

ing people uneasy in how the collected information could be used. So it is a violation

of privacy even if the collected information is never used. Furthermore, interrogation

can place people in the uncomfortable position of having to refuse to answer questions.

Information collection should also be controlled to prevent other violations of privacy

such as blackmail.

Even information is collected in privacy-respecting ways,it can also be processed

in ways that violate privacy. Information processing violations can be grouped into

the following forms. Aggregationmakes information available by combining and

analysing separate pieces of information rather than collecting new information. Ag-

gregation enables inferences that would be unavailable otherwise.Identificationmakes
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information more available and may alter how a person is treated by linking informa-

tion with a person by way of an identifier.Insecuritymakes information more available

to those who should not be granted access such as identity thieves, and it can also lead

to distortion of data if false data is entered.Secondary usesmakes information avail-

able for purposes for which it was not originally intended.Exclusionmakes a data

subject unable to know what records are kept, to view them, toknow how they are

used, or to correct them. All these forms of information processing create uncertainty

on the part of the data subject. Exclusion causes the uncertainty by keeping infor-

mation that the data holders have about the data subject secret. The other forms of

information processing create the uncertainty by making information available in new,

possibly unanticipated ways. Even without more material information misuse, such

uncertainty can of itself be a harm since it forces the data subject to live in fear of how

his information may be used.

After information is processed, the data holder will typically disseminate it to oth-

ers for use. Some forms of information dissemination can violate privacy by providing

information to inappropriate entities.Confidentialitycan be breached when a trusted

data holder makes unauthorised disclosure of confidential information about a data

subject, such as the violation of patient-physician trust relationship. Disclosurein-

volves not a violation of trust as with confidentiality, but rather the making of private

information known outside the group of individuals who are expected to know it.Ex-

posureoccurs when embarrassing but trivial information is sharedstripping the data

subject of his dignity.Distortion is the presentation of false information about a per-

son. Distortion not only harms the data subject, whose reputation is damaged, it also

harms third parties who are no longer able to accurately judge the subject’s charac-

ter. Appropriation is related to distortion. Appropriation associates a person with a

cause or product that he did not agree to endorse. Appropriation adversely affects the

ability of the person to present himself as he chooses.Increased accessibilityoccurs

when a data holder makes previously available information more easily acquirable. It

is a threat to privacy as it makes possible uses of the information that were previously

too inefficient, and furthermore, potentially encourages unintended secondary uses.

Blackmailinvolves the threat of disseminating information unless some demand is met

rather than really disseminating information. It allows a person to be dominated and

controlled by another. With blackmail, the harm is not in theactual disclosure of the

information, but in the control exercised by the one who makes the threat over the data

subject. It uses private information to create an inappropriate power relationship.
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Invasionsrepresent interference in what is traditionally considered the private sphere

of life. There are two forms of invasions. The first involvesphysical intrusionseither

upon private property (such as trespassing in the home) or upon the body (such as body

searches by government officials). The second isdecisional interference, which is in-

terfering with personal decisions. Some view invasions as violations of other rights

such as property and security rights in the case of physical intrusion, or the rights to

autonomy and liberty in the case of decisional interference.

Privacy breaches and violations cause concerns about privacy. Privacy concerns

might seriously hamper acceptance of information technology [GL04]. People start

considering whether it is worth to risk their privacy to gainbenefits offered by informa-

tion technology. Collecting vital private information, such as credit card information

and medical records, is often more difficult due to the lack oftrust from data owners

on information processing organisations. This distrust, caused by privacy concerns of

the data owners, becomes a serious obstacle to the widespread adoption of information

technology.

1.1.3 Legislative Efforts

Legislative efforts have been made for privacy protection.Many legislative acts aim-

ing at personal data protection were proposed to ease privacy concerns. (1) In the

European Union, theEU Directive on the protection of individuals with regard tothe

processing of personal data and on the free movement of such data [The95] was for-

mally adopted in October 1995 by the European Council. The main objective of the

Directive is the protection of privacy as a fundamental right, which is increasingly en-

dangered in the networked society. Another objective of theDirective is providing a

uniform minimum standard for privacy protection to preventrestrictions on free flow

of personal data between EU member states for reasons of privacy protection. Besides,

the EU Telecommunications Directive [The06] imposes obligations on carriers and

service providers to protect the privacy of users’ communication. Its rules severely re-

strict marketing activities as well as access to billing data. It is also required that Caller

ID technology must incorporate an option for per-line blocking of number transmis-

sion. Furthermore, information collected in the delivery of communication must be

destroyed once the call is completed. The EU Directive on theprotection of personal

data and the EU Telecommunications Directive aimed at enforcing a relatively high

standard of personal data protection. (2) In the United States, there are several leg-

islative acts that require certain organisations to provide protection of personal data,
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such as the Health Insurance Portability and Accountability Act (HIPAA) [Uni96] for

healthcare organisations, Children’s Online Privacy Protection Act (COPPA) [Fed98a]

for websites or online services directed to children, and the Gramm Leach Bliley Act

(GLBA) [Fed98b] for financial institutions. (3) In Canada, the Privacy Act [Dep09],

as a federal legislation, came into effect in 1983. The act sets out rules for how insti-

tutions of the federal government deal with personal information of individuals. The

Personal Information Protection and Electronic Document Act (PIPEDA) [Off00] gov-

erns how private-sector organisations collect, use, and disclose personal information in

the course of commercial business. It also contains variousprovisions to facilitate the

use of electronic documents. The PIPEDA was passed to promote consumer trust in

electronic commerce. There are also legislative acts that set out regulations for privacy

protection in other countries.

Information processing organisations have also started topublish privacy policies

to promise fair personal information practices and to acquire information owners’ trust

and to improve their confidence. However, privacy cannot be sufficiently protected

solely by legislations and privacy policies. As stated by Michael Tschantz and Jean-

nette Wing [TW09], technical approaches to privacy must be part of the basis of creat-

ing privacy legislations and in designing privacy regulations. Legislations and policies

need to be technically feasible to implement. Privacy protection requirements should

also be enforced by information technologies, and privacy preservation should become

an important design criterion for information and communication systems [FH01].

Therefore, privacy enhancing technologies, which can technically enforce legal, organ-

isational and individual privacy requirements, have to be designed and implemented.

1.1.4 Privacy Protection Technologies

Privacy protection technologies refer to a variety of technologies that safeguard per-

sonal privacy by minimising or eliminating the collection of identifiable data [HB98].

The privacy protection technologies cover a diversity of aspects, such as:

• Protecting the user identities with anonymity, pseudonomity, unlinkability, and

unobservability of users. The legal principle of necessity of data collecting and

processing requires that personal data should only be collected or used for iden-

tification purposes when truly necessary. If personal data has to be collected,

it should be rendered anonymous or pseudonymous as soon as the purpose for

which the data was collected permits that.
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• Protecting the confidentiality, integrity, and availability of personal data using

access control mechanisms. The privacy requirements ofnecessity of data pro-

cessing of personal data of users and data subjects, which requires that access

to personal data is necessary for performing current task, and purpose binding,

which requires that the purpose of the access should be compliant with the pur-

pose for which the data was collected, can be technically enforced through an

appropriate security policy and access control mechanisms.

Researchers in the information security community and the formal specification

community have investigated privacy preservation and privacy policy specification

from different perspectives. A number of approaches have been proposed in the lit-

erature with regard to privacy-preserving data accesses. Some research on privacy

preservation approaches discuss technologies that protect user identities by enforc-

ing anonymity [HS04, Poo99, Cha92, RR97, Oli95, Swe02], pseudonymity [KS03,

GGK+99, AB08, AF08, LZY06, Cha81], unobservability or unlinkability [AS00, Mal08,

EKS02, BFTs04, Odl03, SK03, PW87, CAMN+02]. Such technologies are important

means to protect users from traffic analysis and the creationof communication and

user profiles. However, to protect private information thathas to be collected, pro-

cessed or transmitted, and to implement privacy requirements such aspurpose binding

andnecessity of data processing of personal data of users and data subjects, there is

also a need for research on privacy technologies based on access control mechanisms.

The research reported in this thesis will focus on privacy preservation through access

control mechanism.

The definitions mentioned in section 1.1.1 and analysis showthat privacy protec-

tion is mainly based on individuals’ ideas. It depends on thesensitivity of the personal

data to be collected, processed, and disseminated. The sensitivity of personal data is

not only dependent on how intimate the details are, but it is also influenced by the pur-

pose to access it and the context of use. For usual access controls, such as the access

control for confidentiality protection, the information flow from objects with different

security levels to subjects with different clearance levels can be used as the decision

criteria, and it is fairly straightforward to implement. Since the comfort levels about

privacy vary from individual to individual, the decision criteria for privacy protection

is more complex than that for usual access control. In this work, data owners’ privacy

preferences are taken into consideration, and the entity ofpurpose is integrated into

privacy protection approach.



24 CHAPTER 1. INTRODUCTION

Figure 1.1: Data Accesses in a Medical Care Scenario

1.2 Privacy Protection in Data Access

The discussion about privacy protection is based on accesses to private personal data.

In a privacy preserving data processing environment, a dataowner should have total

control over how his data may be accessed or used. This control encompasses several

data processing phases, including the collection, storage, access, and dissemination

of the data. In this section, data accesses and privacy requirements are discussed and

analysed. In the first part, an exemplar scenario of data accesses is presented. The

privacy requirements in this scenario and privacy requirements in general are then

analysed, two major privacy protection guidelines are discussed, and a summary of

privacy properties is then presented. Some organisations define their own privacy poli-

cies following general privacy protection principles. Theimportance of specification

and implementation of these policies is then pointed out.

1.2.1 Data Access and Privacy: A Medicalcare Scenario

We use the following exemplar scenario in medical care to illustrate data accesses for

the consideration of privacy preservation.

Scenario - Medical Care: Figure 1.1 describes a typical medical care scenario in the
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NHS system. A patient wants to get medication. Firstly he mayregister with his GP.

For the registration, he needs to provide certain personal information, some of which

is confidential. For example, he may need to provide his name,date of birth, home

address, contact details, and most importantly, his medical history, for the registration.

This information will be stored in the Clinic. Once registered, the NHS system will

issue a unique identification – the NHS number – to the patient. For every subsequent

visit to his GP, the patient’s health details, the prescription given, and the treatment

history will also be updated and stored in the Clinic.

The patient may also visit other NHS or private hospitals or specialists for further

treatments. For NHS hospitals, with the NHS number, doctorsin the hospitals can

obtain information of the patient. A copy of the medical record may be stored in the

hospitals visited by the patient. These hospitals may also add/append more informa-

tion into the patient’s medical record. The patient may alsoleave separate medical

information in private hospitals. In addition, when buyingmedicine with prescriptions

at a pharmacy, the patient may leave some of his information,such as name, date of

birth, home address, and payment information to the pharmacy.

1.2.2 Privacy Preservation Requirements

The information contained in medical record reveals some intimate aspects of the pa-

tient’s life. It may consist of the patient’s diagnostic andtesting information, his family

medical history, genetic information, and history of diseases and treatments. So the pa-

tient may treat it as private. Breach of privacy can be damaging to both the patient and

the organisations concerned.

In order to protect his information, the patient may specifysome privacy preserving

requirements. The patient may

• give his consent to clinic and hospitals to collect and storehis health information;

• give his consent to pharmacy to collect and store his purchasing information;

• allow his GP to access all his health information, includingsome highly private

information, such as genetic information;

• allow the treatment and medication history to be used for research purpose in an

anonymous way without obtaining the patient’s consent, such as for the analysis

of prevalent features and trend of infectious diseases (butthe patient has the

option to forbid such access);
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• allow the contact information and purchasing history to be used for direct mar-

keting purpose by the pharmacy (but the patient has the option to forbid such

service);

• allow the contact information and purchasing history to be shared with third-

parties, but this needs patient’s consent;

• demand that the payment information, such as credit card information, be used

only for payment authentication, and can not be shared with any third-parties.

These requirements express demand for privacy preservation from a data owner’s

point of view. For data processing organisations, in this case clinics and hospitals, to

enforce privacy preservation, these requirements should be taken into account.

1.2.3 General Privacy Properties

The privacy preservation requirements of a patient on data accesses in a medical care

scenario are shown above. Similar efforts have also been made in other contexts, such

as in e-commerce and e-government environments. Some institutions have brought

forward general privacy principles as guidelines for privacy protection. The following

are two sets of major privacy preservation principles:

• OECD Guidelines for Data Protection

The Organisation for Economic Co-operation and Development (OECD) has

specified the guidelines on the protection of privacy and transborder flows of

personal data [Org80]. The guidelines specify eight privacy principles: col-

lection limitation, data quality, purpose specification, use limitation, security

safeguards, openness, individual participation, andaccountability. The OECD

guidelines on data protection consider privacy protectionin relation to personal

data.

• FTC Fair Information Practice Principles

The US Federal Trade Commission (FTC) brought forward the Fair Information

Practice Principles [Fed98c]. They specify five core principles of privacy pro-

tection: (1) Notice/Awareness; (2) Choice/Consent; (3) Access/Participation;

(4) Integrity/Security;and(5) Enforcement/Redress. These principles were put

forward to ensure that the practices of collection and use ofpersonal information

are fair and to provide adequate privacy protection.
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Both the OECD and FTC principles provide general privacy requirements that or-

ganisations should comply with. Based on the analysis of these principles and other

requirements in legislative acts, the most essential privacy principles are summarised

in [FH01] as follows.

• Lawfulness and fairness: Private data should be collected and processed in a

lawful and fair way;

• Purpose specification and purpose compliance: The purpose for which private

data is collected and processed should be specified. The subsequent use of pri-

vate data is limited to those specified purposes, unless there is an informed con-

sent by the data owner;

• Necessity of data collection and processing: The collection and processing of

private data should only be allowed, if it is necessary for the requests falling

within the responsibility of the data processing agency;

• Notification and access rights of the data owners: Data owners have the right

to notification, and the right to correction, erasure or blocking of incorrect or

illegally stored data;

• Security and accuracy: Appropriate technical and organisational mechanisms

have to be taken to guarantee the confidentiality, integrity, and availability of

private data. Private data has to be kept relevant, accurate, and up to date.

These principles express general privacy requirements that organisations should

enforce in their data processing systems, and provide guidelines to data processing

organisations for privacy preservation.

1.2.4 Organisational Privacy Policies

Companies and enterprises nowadays gather more and more information about their

customers in order to provide more competitive services. Itis especially true that

companies and enterprises use applications on the web to monitor behaviors of their

customers. This results in heightened concern over potential unintended disclosure

and misuse of private information. Fortunately, the trend is such that organisations

and enterprises are also becoming more serious about respecting the privacy of their
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customers. On the one hand, they are required to comply with existing privacy regula-

tions, on the other hand, they also need to take advantage of their privacy practices as

an important capital to increase (or at least retain) their market share.

Governments, industries, and independent global consortium have encouraged or-

ganisations to define their practices for handling and sharing personal information,

including reasonable communication of these policies to data owners. Therefore, in

parallel to the proposition of general privacy principles mentioned above, many organ-

isations have also defined their own privacy policies [Mic09, Yah06, Goo09, eBa10,

Pay10]. These privacy policies are the major privacy requirements that organisations

should enforce in their data processing systems.

An organisational privacy policy often reflects different legal regulations, promises

made to customers, as well as more restrictive internal practices of the organisation

[KSH03, KSW02]. In general, a privacy policy defines what data is collected, for

what purpose the data may be used, whether the organisation provides access to the

data, who are the data recipients, how long the data will be retained, and who will be

informed under what circumstances [KSW02]. Privacy policies can be viewed from

three different perspectives [SHW02]:

1. Preference: the data usage preferences of a particular data owner whose data

may be collected by an organisation. For example, a data owner may have a

preference such as:

I do not want my medical record to be used for marketing purposes.

2. Promise: the privacy promises that an organisation advertises to enable a data

owner to determine whether the data processing practices ofthe organisation

match his preferences. For example, the following statement shows the privacy

promises of a hospital [BHAS04]:

We will not use your medical record for any purpose other thanthe primary

purpose for which the data was collected.

3. Privacy Practices: the fine-grained access or privacy-control policy that governs

the actual usage of the data by users of one or more organisations. Privacy

practices are more detailed and restrictive than privacy promises. For example,

a privacy practice may be stated as:

A patient’s medical record can be read by their primary doctors, for treatment

purposes.
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Privacy promises and privacy practices state privacy requirements from organisa-

tions’ side, while privacy preferences express the requirements from data owners’ point

of view. Therefore, privacy preservation need to take into account privacy requirements

from both organisations and data owners.

1.3 Privacy Policy Specification and VDM

Traditionally, privacy policies are written informally using natural languages, which

makes it difficult to determine exactly who is authorised to access which object for

what purpose. There is clearly a need to have some formal means to specify privacy

rights and obligations that are promised by privacy policy statements and mandated by

a number of legislations. With formal specification of privacy policies, the meaning

of privacy-preserving requirements can be precisely determined. It is then possible to

claim the abidance of the data processing practices with theprivacy policies.

Formal methods is a technology that can help by providing foundational formal-

isations of privacy and practical tools for checking for privacy violations. It can and

should be applied to security and privacy preservation [CW+96, TW09]. All the ma-

chinery of the formal methods community can help us gain a more rigorous under-

standing of privacy rights, requirements, and violations.We can use formal models,

such as state machines and process algebras, to model the behavior of the system and

its threat environment. We can use formal logics and formal languages to state dif-

ferent aspects of privacy, to state desired properties of these systems, to state privacy

policies, to reason about when a model satisfies a property orpolicy, and to detect

inconsistencies between different privacy policies. Automated analyses and tools en-

able us to scale the applicability of these foundational models and logics to realistic

systems. We can also see the advantage of formal techniques,and in particular the

logic-based ones, which provide validation tools for the agent models [BLPT04], and

allow management model that are not application dependent.

1.3.1 P3P - A Policy Specification Method

Access control policies may be specified in formal logic suchas Alloy [Jac02] and

Authorisation Specification Language (ASL) [JSS97]. To formally specify privacy

policies, the World Wide Web Consortium (W3C) proposed thePlatform for Privacy

Preferences Project(P3P) [CLM+02b]. P3P is a notable approach commonly used
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Figure 1.2: The Usage Scenario of P3P and APPEL

for specifying privacy policies of service providers on Internet. The goal is to enable

machine-readable privacy disclosures, which could be retrieved automatically by web

browsers [BCKM05, CAG02], ensuring that customers are informed about privacy

policies before they release personal information to organisations.

Figure 1.2 describes the intended use of P3P and a language designed to inter-

operate with P3P - APPEL (A P3P Preference Exchange Language) [CLM02a]. A

service provider publishes a privacy policy detailing its data processing practices, and

then generates corresponding P3P policy reflecting this policy, which is in a machine-

readable format. When a customer wants to use the service, the P3P policy is then

transmitted to the customer’s user agent, which is configured using the customer’s pri-

vacy preferences, expressed in APPEL. If the service provider’s data practices promised

in the P3P policy conform to the customer’s privacy preferences, then the user agent

will accept the received policy.

P3P provides a mechanism for ensuring that customers can be informed about pri-

vacy policies before they release their personal information, but it does not provide a

mechanism for making sure that organisations actually act according to their policies.

P3P depicts privacy policies in a standard machine-readable format, but it only gives

description of promises rather than technical measures forenforcement of the poli-

cies. In addition, without a technical and automated control mechanism in place, an

obscure understanding of dataflows of personal data within an organisation may lead

the organisation to unintentionally violate their own published privacy policies. The
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problem is amplified if personal data is used not only within the organisation that col-

lected the data, but also by other external organisations, such as partner organisations

and managing authorities with a legitimate need to access the data.

1.3.2 VDM - A Rigorous Method of Specification

The specification approach chosen for this investigation isVDM (Vienna Development

Method), which is based on a formal specification language – the VDM specification

language. VDM is described in [Jon90]. In the rigorous method, objects are normally

specified in terms of a model. The specification of an approachtakes the form of an

operation(or operations) on astatewhich defines a class or set of valid states. Well-

formed conditions, known asdata type invariants, may be used to limit the defined

class further. Operations are specified using pre-condition predicates (predicates on a

single initial state) and two-state post-condition predicates (predicates over the initial

and final state values). This type of specification aims to be implicit, which means it

aims to fix the properties required of the approach without specifying how they are to

be achieved. All operations must preserve any data type invariant that may exist. They

may change the value of the state as long as the new value is a valid state.

Initial specification should aim to capture abstract concept and avoid implementa-

tion detail. By gradually including design, algorithmic, and implementation detail, the

development to a program proceeds either by data refinement or by operation decom-

position. On the one hand, in data refinement, a new state closer to the implementation

is defined, and the operations are redefined on this state. Given a state of the rep-

resentation, a ‘retrieve function’ relates the new and moreconcrete specification to

the more abstract specification, showing how the corresponding abstract state can be

achieved. At each refinement stage, it is important to construct proofs which show

why the refinement adequately models the previous stage. On the other hand, in oper-

ation decomposition, the state remains unchanged and the operations are redefined by

combining simpler operations with control constructs suchas sequence, selection, and

iteration. As with the refinement process, a number of proof obligations arise for each

of the control constructs used within the decomposition process.

The reasons for choosing this approach are:

• it provides the kind of expressive possibilities required by many applications,

such as the engineering of critical systems;
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• the satisfiability proof obligations only requires operations which are specified

mostly with pre-conditions and post-conditions;

• the satisfiability proof approach is relatively simple, which facilitates the analy-

sis of privacy requirements.

This research discusses the specification of the purpose-based access control method,

in both intra-organisational and inter-organisational cases. A link is established be-

tween the task of requirements analysis and the design of thestate of a VDM state.

As well as the specification itself, this research also provides a good example of the

development method.

1.4 Motivation and Objective of This Work

This work is motivated by the observation that privacy requirements and data process-

ing practices are often misaligned, which leads to privacy violations. As described

in a recently proposed road-map for web privacy by Anton et al. [ABLY07], there

still remain vital research problems to be addressed for privacy protection. One major

challenge is actual enforcement of privacy policies once the data has been collected.

Enterprises and organisations have taken various approaches to protect customer pri-

vacy, such as publishing privacy policies on their websites, enabling P3P compliant

privacy policies, incorporating privacy seal programs (e.g. TRUSTe [Ben99], BBBOn-

line [BBB09], CPAWebTrust [Web]), etc. But these approaches cannot truly safeguard

customers’ privacy because they could not ensure that customer private data is properly

handled after it is collected. Enterprises and organisations’ actual data processing prac-

tices might intentionally or unintentionally violate the privacy policies they published

on their websites.

A big step towards enforcing privacy policies in the information system of an or-

ganisation is considering them when making decisions over accesses to private data.

With that vision, Powers et al. proposed privacy policy rules [PAS02], which comprise

of data typeof data items,operationon the data,data userwho accesses data,purpose

of data access,condition that restricts the accesses, andobligationsthat need to be

carried out by the organisation after the access. Traditionally, policy specification is

isolated from requirements analysis, which often results in data processing practices

that are not in compliance with privacy requirements. As mentioned in Section 1.3,

in order to precisely determine the meaning of privacy preserving requirements, to
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maintain consistency between privacy protection promisesand actual data processing

practices, there is a need to formally define, specify and enforce privacy protection

requirements.

In conclusion, the objective of this work is to address the problem summarised as

follows. Because privacy policy specification is typically isolatedfrom requirements

analysis, the resulting practices often do not comply with privacy requirements. This

leads to the development of systems that neither comply withthe privacy requirements

nor adequately protect the information with which they are entrusted. Software and

security engineers need methodological support for specifying privacy policies and

ensuring compliance with privacy requirements.

1.5 Overview of This Work

The purpose-based access control approach presented in this thesis integrates the entity

of purpose into privacy preservation approach. Previous work has shown that when

specifying a privacy policy, the concept of purpose should also be taken into account

for access control. To specify privacy protection approaches, we must examine privacy

requirements from the organisations’ side to identify users and their interactions with

the system, and examine privacy preferences from the data owners’ point of view to

identify the data to be protected.

As previously mentioned, this thesis focuses on the specification of privacy preser-

vation. There are two major advantages in focusing on specification. Firstly, privacy

preservation specifications are machine-enforceable, whereas natural languages poli-

cies are not. These specifications are closer to real data processing implementations.

Secondly, it is then possible for software and security engineers to specify and analyse

policies that meet organisational goals using formal languages.

The first major contribution of this approach is a development scheme introduced

in this thesis that ensures compliance between privacy requirements and data prac-

tices by integrating policy specification with requirements analysis. We derive access

control policies from basic privacy requirements and high level security and privacy

guidelines. Because privacy requirements come from these sources, this development

scheme helps ensure that a data processing system is actually enforcing privacy poli-

cies. We specify the entities in a purpose-based access control model, the invariants

corresponding to the privacy requirements, and model operations together with their
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proof obligations. This specification is an iterative process. Although we derive speci-

fication from requirements analysis and approach design, wecan also improve require-

ments and approach design through privacy preservation specification by clarifying

ambiguities in the requirements and resolving inconsistencies between requirements

and data processing practices.

Another major contribution of this work is the design considerations for privacy

preservation in distributed collaborative environments.This is achieved in two ways.

First, we introduce the concept of data composition to overcome limitations of object

type in the purpose based access control approach, ensuringthat personal information

is accessed from two or more parties only if agreed privacy policies and privacy pref-

erences on data compositions are satisfied. Second, we provide mechanisms for facil-

itating privacy policy matching and privacy preference compliance among distributed

collaborative organisations.

1.6 Outline of Thesis

The rest of this thesis is organised as follows:

Chapter 2 provides an overview of related work in privacy preservation approaches,

to position the work presented in this thesis.

Chapter 3 presents privacy protection approach specifications. It analyses formal-

ism of privacy preserving approaches in coping with conceptof purpose. It illustrates

the motivations for integrating privacy protection approaches and specifications, and

argues the necessity for purpose based access control approach.

Chapter 4 then details the purpose based access control method. Entities, relation-

ships, and privacy requirements in a single organisation are presented. It outlines the

basic framework of our privacy preserving access control model, and presents essen-

tial concepts, definitions of the main entities, and the formal specifications of mapping

functions and the access granting rules.

Chapter 5 illustrates the use of VDM in the formal specification of the purpose

based access control model in a medical care scenario. It shows how an initial spec-

ification can be formed and then manipulated in a rigorous waythrough the careful

introduction of design detail in the form of data structure and operations.

Chapter 6 looks at entities and processing phases required for application of the



1.6. OUTLINE OF THESIS 35

purpose based access control model to distributed computing environments. Two de-

sign considerations are presented: (1) how to ensure that private information is ac-

cessed from two or more parties only if agreed privacy policies and privacy preferences

are satisfied, and (2) how to facilitate privacy policies matching and privacy preference

compliance among distributed collaborative organisations.

Chapter 7 summarises contributions of this thesis and future work that is needed to

further refine the method.



Chapter 2

Literature Overview:

Privacy Preservation

2.1 Chapter Introduction

The underlying bases of the work reported in this thesis are two research areas: in-

formation security and formal specification. Researchers in the information security

community and the formal specification community have investigated privacy preser-

vation approaches and privacy preservation specification from various perspectives. To

position the work in this thesis, some of the most relevant previous work in both areas

is briefly surveyed. An overview of relevant work in privacy preservation approaches

is provided in this chapter. Related work on privacy preservation specification will be

investigated in next chapter.

2.1.1 Privacy Preserving Access Control Approaches

Privacy preservation methods approach privacy preservation from different perspec-

tives. The most straightforward way is to adopt similar concepts as security levels and

clearance levels used for protection of confidentiality. The HPSF method [Obe01],

which introduced a concept of privacy sensitive level, falls into this category. Some

approaches consider operations on private data, and propose to enforce basic legal

privacy requirements. Fischer-Hübner et al [FHO98] extended Task Based Access

Control approach [ST94] to enforce privacy requirements such aspurpose bindingand

necessity of data processing. Since Role Based Access Control (RBAC) method is a

36
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policy neutral and flexible access control technology, someapproaches propose exten-

sions to RBAC method for privacy protection, such as the concept ofexplicit denialfor

permission assignment, or the introduction of consent as a model entity. Some other

approaches introduce purpose to express privacy requirements from the data owners’

point of view. The rest of this chapter will present these approaches in detail.

2.1.2 Privacy Preserving Approach Design Considerations

The design considerations for a privacy preserving access control approach consist of

three aspects:

• Basic privacy requirements

The approach need to implement basic privacy requirements,such asnecessity

of data processingandpurpose binding.

• Scalability of management

For the consideration of efficiency, both object managementand subject man-

agement in the approach should be scalable.

• Authorisation mechanism

The approach integrates authorisation into access controlmechanism and en-

forces the privacy policy.

This chapter presents relevant privacy preservation approaches. Based on the anal-

ysis of features of these approaches, this chapter will conclude with an evaluation on

these approaches against the above mentioned aspects.

2.2 The Hierarchical Privacy-Sensitive Filtering Model

The Hierarchical Privacy-Sensitive Filtering (HPSF)model was proposed by Ober-

holzer [Obe01]. The model was introduced to protect personal information of a patient

based on the sensitivity level of a specific data item regarded by the patient. The model

uses the concept ofprivacy sensitivity level(PSL). It defines a PSL for every data item

or every sensitive data item. The PSL value of a data item indicates how sensitive a

data owner is about disclosure of the data item. The higher a PSL value, the more

sensitive the data item regarded by the data owner. The modelalso defines auser
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privacy-sensitive level(UPSL) for every user requested access to the data items. A

user will only be allowed to see the contents of those data items where PSL≤ UPSL.

A patient discloses personal information about himself during a data collecting

process. In addition to information a patient normally discloses, the model requires the

patient to indicate how sensitive he is about privacy of his personal data. The patient

specifies PSL for his data items, indicating the level of personal privacy he consents to,

with regard to the use of the data item. Each data item may be assigned with one of the

four different privacy sensitivity levels:non-sensitive (0), sensitive (1), very sensitive

(2), andextremely sensitive (3), as follows:

• Non-sensitive (PSL=0): Data items that are anonymous and not private. Exam-

ples of such data items are gender, city, and language. A userwould not be able

to identify a patient easily by only viewing non-sensitive data, and therefore the

privacy of the patient will be preserved.

• Sensitive (PSL=1): Data items that contain identifying information. The dataat

this level can be used to link records in different tables.

• Very sensitive (PSL=2): Anonymous data items that are very private. Examples

of such data items are religion and race. Maybe a patient withsurname at PSL=1

is not sensitive about which city (PSL=0) he lives in, but does not want people to

know his religion (PSL=2). Data items of treatment records or prescription for

the patient may be given PSL 2 in the model.

• Extremely sensitive (PSL=3): Personal data that are viewed to be extremely pri-

vate. Extremely sensitive personal data are defined to be so private that the data

can not be disclosed to anyone or any third party. An example may be the case

where a doctor has diagnosed a patient as HIV positive and thepatient does not

even want his family to know that.

In addition to roles that are granted to users of the databases, every user that per-

forms an operation on the data of a patient must be assigned with a PSL related to the

patient. This PSL will be referred to as a user PSL (UPSL). TheUPSL value for a spe-

cific user or role indicates the level of access that the user or role will be allowed with

regard to the data item. The UPSL of a user will be based on the privacy sensitivity

levels or preferences set by the patient or on the default PSLs set by the hospital. The

higher a UPSL value, the higher the PSL level of data items theuser is given access
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to. When two users view a same data item, if their UPSLs are different, they will not

necessarily see the same contents.

Users have access to certain data items of a patient where thePSL value of the data

items are no higher than the UPSL value of the users. A user with UPSL 3 will have

access to data items of a patient at PSL 3 and lower PSLs at 2, 1 and 0. A second user

with UPSL 1 will have access to data items at PSL 1 and lower PSL0 for the patient,

but will be denied access to data items at levels PSL 2 and PSL 3of the same patient.

However, if the second user has a UPSL 2 preferred and set by a second patient, the

user will then have access to data items at PSL 2 and lower levels belonging to the

second patient.

Sometimes, it may be necessary for a user to access a data itemof a patient, even

if the patient did not give consent for the specific user to access the data item. In such

a case where non-consented access seems to be necessary, theuser can override the

PSL of the data item. The PSL of the data item may be temporarily lowered to the

UPSL of the user to allow him to view the contents of the data item. Details of the

temporary overriding transaction will be logged in a privacy alert log file, after which

the user will be allowed to access the specific data item. Thistemporary lowering of

the PSL of a data item will be viewed as a possible privacy violation until it is cleared

when a privacy officer deems that the overriding was indeed necessary. So, the privacy

officer must inspect the privacy alert log file at predetermined intervals and investigate

all probable violations of personal privacy. In cases wherepersonal privacy violations

are suspected, the patient must be informed and the case mustbe investigated. The

patient should also have the right to view all references to probable personal privacy

violations pertaining to him.

This concept of privacy-sensitive level is similar to the concepts of security and

clearance levels used in themulti-level security(MLS) model [BP76], which mainly

aims at preserving data confidentiality and integrity. As privacy preservation is mainly

based on individual’s ideas, the privacy sensitive levels may vary from individual to

individual. It is more difficult to define persistent PSLs andUPSLs than to define con-

fidentiality levels. In addition, defining PSLs on the granularity of data items reduces

the management scalability. Therefore, using privacy sensitive levels to preserve in-

dividual privacy is more complex than using security and clearance levels to preserve

confidentiality. Moreover, the non-consented accesses maycause personal privacy vio-

lations. Although investigations on alert log files may helpto identify privacy violation,

the approach cannot prevent it from happening due to the PSL overriding mechanism.
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Furthermore, the privacy level approach cannot reflect someimportant privacy require-

ments, such as purpose binding.

2.3 The Task-Based Approach

Fischer-Hübner et al [FHO98] proposed another approach toprivacy preservation by

extending a task-based access control method [ST94] with enforcement of basic legal

privacy requirements. In this approach, data can only be accessed in a controlled man-

ner by executing atask. A task consists of a set of certified operations, representing

the set of “necessary accesses” to object classes. Example of tasks in a hospital in-

formation system are the tasks such as “diagnosing”, “ operation”, or “ therapy”. This

approach specified a privacy policy based on the tasks that a user is performing. The

privacy policy specified in this method is described as follows: A subject may only

have access to personal data, if this access is necessary to perform its current task

and only if the subject is authorised to perform this task. The subject may only access

data in a controlled manner by performing a (well-formed andcertified) transforma-

tion procedure, for which the subject’s current task is authorised. Besides, the purpose

of its current task must correspond to the purposes for whichthe personal data was

obtained or there has to be consent by the data objects.

In order to specify privacy invariants and to formulate privacy constraints and infor-

mation flow rules for tasks, the concept ofpurposeis introduced as a model variable.

Normally, the rules regulating personal data processing should specify purposes for

personal data processing. In this approach, certain purposes are specified when per-

sonal data is collected. Moreover, every task is defined to serve certain purposes. For

each application, it is then necessary to determine purposes for its tasks, as well as

purposes for which personal data is collected.

This approach defines several entities which are listed as follows. A task is looked

on as a system state transition. The set of tasks that a subject is authorised to per-

form is defined as itsauthorised task. The task that is currently performed by a sub-

ject is defined as itscurrent task. Invariants are used to define relationships between

variables within individual states. The privacy invariants should hold in each system

state. Constraints are used for specifying state transitions. State transition functions

describe changes of state variables. They are divided into general transition functions

and privileged transition functions. General transition functions are defined for actions

accessing objects and executing transformation procedures, such asget access, release
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access, create object, delete object, change current task, execute transformation pro-

cedure, exit transformation procedure, and so on. Privileged functions are used to

administrate access control information, such as tasks, purposes, authorised tasks for a

subject, authorised transformation procedures for a task,object classes and their pur-

poses, necessary accesses and consent. A constraint differs from an invariant in that

it takes into account the relationships between values in two successive states, that is,

before and after each state transition function.

Illegal information flow may occur when a subject reads from apersonal data ob-

ject and then writes the information obtained from it to a non-personal data object. In

order to control information flow, the mechanism of program certification on trans-

formation procedure is introduced. Certification mechanism states that a subject can

access an object only by executing a certified transformation procedure which is au-

thorised for its current task. A program certification couldcheck that no statement in

the transformation procedure, if executed, would cause an information flow violation.

In order to check and certify the information flow, the certifier has to have information

about object classes of objects and their purposes. Illegalinformation flow could be

prevented by a careful design of transformation proceduresand an appropriate defini-

tion of necessary accesses.

This approach illustrates how the privacy policy is implemented in an imaginary

hospital example. When personal data is collected, the consent of the data owner and

certain purposes about the data usage are specified. When a user requests to access

data while performing a task, he can access the data only if this access is necessary

to perform his current task, and he is authorised to perform the task (requirement of

necessity of data processing). To enforce privacy, the purpose of the task, currently

performed by the user who requests to access personal data, will be checked against

the purpose for which the personal data were obtained, or theconsent given by the data

owner (requirement of purpose binding).

The major contribution of this approach is that it has illustrated two important

requirements -necessity of data processingandpurpose binding- for privacy preser-

vation, and demonstrated how a privacy policy may be enforced. However, because

this approach is based on the tasks a user is performing, and this approach does not

provide much support for roles management, the subject management in this approach

lacks scalability.
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2.4 The Role Based Access Control Approach

To ease the scalability concern over access control in the design of privacy-preserving

access control solutions, theRole Based Access Control(RBAC) method has received

considerable attentions due to its policy neutral and flexible features. Before discussing

extensions to RBAC for privacy preservation, including RBAC with explicit denial and

privacy-aware RBAC, this section first gives an overview of the Role Based Access

Control method.

2.4.1 An Overview of RBAC

The roots of role-based access control can be traced back to the earliest access con-

trol systems. The concept of roles has been adopted in accesscontrol products in the

1970s and 1980s, such as Resource Access Control Facility (RACF) [SCFY94]. The

concept of user group is closely related to the concept of role, so it was used to imple-

ment role [Bal90, DHTK93]. Over the years, many researchershave proposed models

for RBAC [NO93, NO94, NO99, FBD99]. Role based access control, as formalised

in 1992 by David Ferraiolo and Rick Kuhn [FK92], has become the predominant ap-

proach for advanced access control because it reduces the security administration cost.

A variety of IT vendors, including IBM, Microsoft, Secure Computing, and Siemens,

began developing products based on the model [RS98]. RBAC features are also sup-

ported in commercial database management systems, such as Informix, Sybase, and

Oracle [Not96]. In 2000, the Ferraiolo-Kuhn model was integrated with the frame-

work of Sandhu et al. [SCFY96] to create a unified model for RBAC, published as the

NIST RBAC model [SFK00] and adopted as an ANSI/INCITS standard in 2004. To-

day, most information technology vendors have incorporated RBAC into their product

lines, and the technology has found applications in areas ranging from health care to

defence [DS99, Cha01], in addition to the mainstream commerce systems for which

it was designed. Moreover, role-based systems have alreadybeen developed for some

time by a variety of organisations [BB89].

2.4.1.1 RBAC Entities

The entities in the RBAC model are defined as follows: Auser is a person, asubject

typically refers to a user, but it could be extended to include computer process or

autonomous agents, apermissionis an approval to execute an operation on one or more

protectedobjects, anoperationcould be a simple access mode, e.g. read/write/update,
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Figure 2.1: A Basic RBAC Model

or a complex access such as a method invocation in an object-oriented system, and a

role is a named collection of permissions. Supposeuser, subject, role, operation,

andpermission denote respectively a set of users, subjects, roles and permissions in

a system, the following relationships and functions are defined to specify mappings

among users, subjects, permissions, and roles:

subject assignment SA ⊆ subject × role: a many-to-many mapping from sub-

jects to roles;

permission assignment PA ⊆ permission × role, a many-to-many mapping

between permissions and roles;

subject-user(s:subject): the user associated with subjects;

authorised-roles(s:subject): the roles associated with subjects;

role-members(r:role): the users authorised for roler;

authorised-role(u:user): the roles associated with useru;

role-operations(r:role): the operations associated with roler;

operation-objects(op:operation): the authorised objects associated with the oper-

ationop.

Figure 2.1 gives a schematic description of role assignment, including subject as-

signment and permission assignment, in a basic RBAC model. Figure 2.2 illustrates

relationships among users, roles and objects.
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Figure 2.2: RBAC User, Role, and Object Relationship

2.4.1.2 RBAC Properties

In this section, the properties of the role based access control method will be described.

They are required and used to define concepts and constraintslike role hierarchies, role

authorisation, role activation, operational separation of dutyandauthorised access to

objects. For the research detailed in this thesis, since managementscalability is one

aspect of the design considerations, it consists of subjectmanagement with roles. So

properties of the RBAC are detailed as follows.

Property 1: Role Hierarchy

Roles can have overlapping responsibilities and privileges. Role hierarchies are defined

to allow roles to “contain” other roles, that is, one role mayimplicitly include the

privileges and constraints that are associated with another role. For example, in a

hospital information system, the role “doctor” contains the role “health-care provider”

and thereby inherits the privileges from health-care provider. Role hierarchy can be

described as:

Role Hierarchy: If a subject is authorised to access a role and that role contains another

role, then the subject is also allowed to access the contained role:

∀ s: subject, ri, rj : roles: rj ∈ authorised-roles(s) ∧ ri > rj ⇒
ri ∈ authorised-roles(s)
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Property 2: Static Separation of Duty

The association of a user with a role should be subject to the principles ofleast privilege

andstatic separation of duty. The principle of least privilege requires that a user be

given no more privileges than necessary to perform his job function. Through the

use of RBAC, least privilege can be easily achieved by granting to a role only those

operations that need to be performed by the members of the role. The principle of

static separation of duty requires that if a user has been authorised as a member of

one role, the user can not be authorised as a member of a secondconflicting role. For

example, in the bank, the rolesteller andauditor are two conflicting roles – they are

mutually exclusive. Mutually exclusive roles of a given role, denoted asmutually-

exclusive-authorisation(r : roles), is the list of roles that are mutually exclusive

with r.

The static separation of duty property are specified as follows:

Static Separation of Duty: A user is authorised as a member of a role only if that role

is not mutually exclusive with any other roles for which the user already possesses

membership:

∀ u: user, ri, rj : roles, i 6= j: u ∈ role-members(ri) ∧ u ∈ role-members(rj)

⇒ ri /∈ mutually-exclusive-authorisation(rj)

Property 3: Cardinality

In the RBAC model, it is possible to restrict the number of users allowed for a role at

any given time. For example, only one user should act as a manager or as a department

chair at any given time. The number of users allowed for a roleand the existing number

of users associated with a role are specified by the followingtwo functions:

membership-limit(r : roles) gives the membership limit (≥ 0) for role r.

number-of -members(r : roles) gives the number of existing members of roler.

Thecardinalityproperty is described as:

Cardinality: The capacity of a role cannot be exceeded by an additional role member:

∀r : roles: number-of -members(r) ≤membership-limit(r)

Property 4: Role Authorisation

The RBAC model defines property for role authorisation. The following functions

define active roles for a subject which are the roles that the subject is currently using:

active-roles(s : subject) gives the current list of active roles for a subjects.

A role can be activated by a user, if the user is authorised forthe proposed role.

This is specified by the following property:

Role Authorisation: A subject can never have an active role that is not authorised for
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it:

∀s : subject: active-role(s) ⊆ authorised-role(s)

Property 5: Role Execution

The following function enables subjects to execute operations:

exec(s : subject, op : operation) is TRUE if and only if subjects can execute

operationop, otherwise it is FALSE.

Once it is determined that a role is authorised, the operation can be executed if the

role is active. This is described as:

Role Execution: A subject can execute an operation only if the subject is acting within

an active role:

∀s : subject, op : operation: exec(s, op)⇒ active-role(s) 6= φ

Property 6: Dynamic Separation of Duty

It is required that the activation of a proposed role is not mutually exclusive with any

other active role(s) of the user. This requirement providesadministrators with the ca-

pability to enforce dynamic separation of duty. In contrastto static separation of duty

which places constraint on role authorisations, dynamic separation of duty places con-

straint on simultaneous activations of roles. For example,a user could be authorised for

both the roles Payment Initiator and Payment Authoriser, but can dynamically assume

only one of these roles at the same time. The mutually exclusive active role function

for the proposed role and the dynamic separation of duty property are specified as:

mutually-exclusive-activation(r : roles) gives the list of active roles that are

mutually exclusive with the proposed roler.

Dynamic Separation of Duty: A subject can become active in a new role only if the

proposed role is not mutually exclusive with any of the rolesin which the subject is

currently active:

∀s : subject, ri, rj : roles, i 6= j: ri ∈ active-roles(s) ∧ rj ∈ active-roles(s)

⇒ ri /∈ mutually-exclusive-activation(rj)

Property 7: Operation Authorisation

The proposed operation has to be authorised for a subject’s active role. This is de-

scribed as the following property:

Operation Authorisation: A subject can execute an operation only if the operation is

authorised for the role in which the subject is currently active:

∀s : subject, op : operation: ∃r : roles, exec(s, op)⇒
r ∈ active-roles(s) ∧ op ∈ role-operations(r)

Property 8: Operational Separation of Duty
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RBAC can be used by a system administrator to enforce the policy of operational sep-

aration of duty, which requires that for all operations associated with a particular busi-

ness function, no single user can be allowed to perform all operations. The operation

function and the operational separation of duty property can be specified as:

function-operations(f : function) gives the set of all operations required for a

business functionf .

Operational Separation of Duty: For all operations required for a particular business

function, no single user should be allowed to have the authorised roles to perform all

operations:

∀u : user, r : role, f : function, r ∈ user-authorised-roles(u):

¬(function-operations(f) ⊆ ∪role-operations(r))
Property 9: Object Access Authorisation

Control of access to objects is specified with the following function and property:

access(s : subject, o : object) is TRUE if and only if the subject can access the

object, otherwise it is FALSE.

Object Access Authorisation: A subject can access an object, only if the role is part of

the subject’s current active role set, the role is allowed toperform the operation, and

the operation to access the object is authorised:

∀s : subject, o : object: access(s, o)⇒ ∃r : roles, op : operation:

r ∈ active-roles(s) ∧ op ∈ role-operations(r) ∧ o ∈ operation-object(op)

2.4.1.3 Analysis on Role Based Access Control

RBAC is an access control method that decouples users from privileges by the inter-

positioning of roles [FCD95, FK92, GI96, AK05]. A role is defined as “a job function

within an organisation that describes the authority and responsibility conferred on a

user assigned to the role” [SCFY96]. A role is determined by aset of operations that

a user or a set of users can perform within an organisation. Authorised operations

on objects are allocated to roles by a security administrator. A role should reflect the

responsibilities of a position or job description in the context of an organisation, for

example, a role in a bank can beManageror Clerk. Membership of users in a role

is also granted and revoked by the security administrator, on the basis of the users’

specific job responsibilities and qualifications. When an individual is assigned with

the responsibility to perform a particular job, the security administrator puts him in an

appropriate role. He can then exercise the privileges givento that role. Comparing to

traditionalAccess Control List(ACL) based approaches [BP76, SHV99], RBAC does
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not allow users to be directly associated with privileges, and all privileges are defined

in terms of roles. This decoupling lends a greater degree of access control scalability

to systems in which accesses must be regulated.

The layer of indirection between users and privileges is a defining feature of the

RBAC. It makes the task of authorisation management much easier and scalable than

traditional security models. Workflow processes are relatively stable whereas user-task

assignments are not, since individual user’s job responsibilities change as they move

between departments, change jobs etc. Therefore, the〈role, privilege〉 associations

typically change less frequently than〈user, privilege〉 associations. Cost, complexity,

and potential errors will be reduced by assigning permissions to roles rather than users

within large scale systems.

RBAC was later proven to be policy neutral, which means that it is a way for ex-

pressing policy rather than embodying a particular security policy. RBAC can be con-

figured to enforce traditional access control policies, such as mandatory access control

and discretionary access control [OSM00]. Specifically, lattice-based access control

can be realised as a particular instance of systems that support general RBAC [San96].

Furthermore, RBAC supports several well-known security principles:information hid-

ing, least privilege, separation of duty, anddata abstraction.

RBAC provides a way to model organisational security policies. It is policy neutral

in the sense that, by using role hierarchies and constraints, a wide range of security

policies can be expressed. Incorporating attributes into RBAC has been proposed for

implementing requirements for privacy preservation. Two extensions to RBAC for

privacy preservation are presented in the following sections.

2.4.2 RBAC with Explicit Denial

Role assignments in a RBAC system typically adhere to the principle of general denial

with explicit consent, i.e. anything that is not explicitlyallowed is implicitly denied.

Only those users that are assigned to roles are permitted to access objects for which the

roles have been assigned with privileges. Through static constraints, users can be pre-

vented from joining roles for which they are not qualified (prerequisite constraints) or

combinations of roles that are inappropriate (static separation of duty) [GI96]. Where

selective role activation is permitted, dynamic constraints allow users to belong to mul-

tiple roles but ensure that only a subset of those roles may beactive at a time (dynamic

separation of duty) [SZ97].

Reid et al proposed the concept of explicit denial for role assignment [RCHS03].
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The authors argue that in a health care context, for consideration of safety and relia-

bility, the opposite form of expressions should be used, that is, denied access should

be explicitly stated. Health information networks requirea combination of both ex-

pression forms. An access policy can then be specified in a waythat mirrors how

consumers commonly think about who should have access to their health information.

Standard RBAC models do not support policy expression in theform of general con-

sent with explicit denial. Therefore, an extension that supports general consent with

explicit denial to the RBAC model is proposed. It permitsallow anddenypolicies

to successively qualify each other for inheritance in a rolehierarchy. A data owner’s

consent instructions are expressed by means of allowing anddenying hierarchically re-

lated roles, which employ a wide range of classifications andgranularities. This results

in a mechanism for clinicians and patients to easily understand and manage.

Permission of each role is determined by access right factors. Any node in a role

hierarchy has one of the three access right factors:explicitly allowed, explicitly de-

nied or ambiguous. Cases for explicit allowance and denial are simple – the node is

accorded that access role without relying upon other nodes in the hierarchy. An am-

biguous node inherits permission from its child nodes. If any of its immediate child

nodes is explicit denial, the ambiguity of the node will be resolved to denial. Other-

wise, ambiguous child nodes must be resolved firstly into either allowance or denial.

Any emerging denial will be passed to ambiguous parent. The ambiguity of a parent

node is resolved to allowance only if none of its child nodes is denial. An ambiguous

node whose child nodes are all ambiguous can not be resolved.In this case, the method

decrees that ambiguous leaves can be automatically resolved to denial.

The explicit denial mechanism specified practical privacy requirements for consent

based health information sharing. It extended RBAC to support access policy expres-

sion in the form of general consent qualified by explicit denial. For the consideration of

efficiency, it used nesting of explicit denials and consents, which successively qualify

each other in a role hierarchy. It focuses on the comprehensiveness of policy expres-

sion and the efficiency of permission assignment. However, associating access right

factors to permissions reduces independence of the management of different parts in

a policy, because access right factors are normally set by data owners when data is

collected. Moreover, the lack of a systematic data model decreases data object man-

agement scalability.
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2.4.3 Privacy-Aware Role-Based Access Control

The concept ofrole in RBAC andpurposehave a close relation with each other [He03].

When a role is derived from business tasks, a certain set of responsibilities is assigned.

Purposes are defined implicitly along with these responsibilities. Since purpose is an

important element in a privacy policy statement, it is possible to embody this relation-

ship for privacy preservation. It can be used to specify purpose binding, one of the key

privacy requirements.

He et al. [He03] proposed aPrivacy-Aware Role-Based Access Control(PAR-

BAC) method for enforcing privacy policies within an organisation. In this approach,

privacy is considered together with security protection and data management tech-

nologies.RBAC, Domain-Type Enforcement, and privacy protection are combined to-

gether. Privacy enforcement is supported by combining access control and privacy

management. Business purposes and data usage policies are modelled withDomain-

Type-Enforcement.

PARBACadopted the expression of a general privacy policy rule as in[PAS02]:

allow [DataUser]

to perform [Operation] on [DataType]

for [Purpose] provided [Condition]

carry out [Obligation]

The concept ofdata typeis important for privacy enforcement. In privacy policy

statements, data objects are usually grouped together for consideration. For example, a

sample privacy policy rule may be stated as “purchase history can be used for research

analysis in an anonymous way”. Another sample privacy policy rule may be “contact

information cannot be used for marketing purpose”. Here, contact information and

purchase history are both examples of data types. Name, address, postcode, telephone

number, etc. belong to the data type of contact information.Product, price, quantity,

etc. belong to the data type of purchase history. Classifying data objects into data types

makes the data object management more scalable.

Conditions and obligations are proposed for helping make and enforce authori-

sation decisions. Some privacy policies stateconditions, which are prerequisites to

be checked when making authorisation decision. For example, a privacy policy may

require an organisation to obtain data owner consent beforethey use personal infor-

mation for a particular purpose. Here, “obtaining data owner consent” is a sample

condition. Another example of condition is retention period – how long the data will

be kept. The condition here is “under valid data lifetime”. Some privacy policies
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require additional operations to be executed when enforcing authorisation decision.

These additional operations areobligations. For example, a sample privacy policy rule

“the contact information can be used to complete transaction, but it must be deleted in

one week” states a sample obligation – “delete customer datain 7 days”. Conditions

and obligations improve the expressibility for specifyingprivacy policies.

The PARBAC method takes purpose check into authorisation process. When a data

user requests to access certain data, access control is to bechecked firstly. Relevant

data policy is retrieved from privacy management system. Access control is checked

based on role activations in current session, the subject invoked by these roles, role-

subject mapping, subject-domain mapping, and the domain-type access matrix. If the

request passes the role/permission check, business purpose is then checked against data

purpose, which is retrieved from data policy. If the business purpose is compliant with

the data purpose, and if there are additional conditions that need to be qualified, the

additional conditions will be checked. If the request can pass this step, the requested

access will be granted. Otherwise, access will be denied. Ifobligations are found in

data policy with this access, they need to be executed by obligation execution module.

All data access requests should be logged in the audit trail for future auditing, no matter

access requests are granted or denied.

PARBACgoes beyond traditional access control models in that it notonly provides

system security from an organisation’s perspective, but also protects privacy from a

data owner’s point of view. It enables an organisation to actas a trusted custodian to

protect data owner’s privacy. However, this approach cannot guarantee privacy compli-

ance, because it is built upon putting the trust in organisations who collected data. It re-

lies on the organisation’s policy to govern the use of objects. If malicious applications

or users changed the policy, privacy enforcement cannot be guaranteed. Moreover, al-

though using the role based access control mechanism as the basis of access control

provides a favourable degree of subject management scalability, this approach does

not provide a systematic data object model, thus reduces thedata object management

scalability.

2.5 The Purpose Related Approaches

As we mentioned in earlier sections, privacy policies concern more about the purposes

that a data object is used for, rather than the actions that users perform on the data ob-

ject. Traditional access control approaches cannot readily achieve privacy protection.
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The notion of purpose should be added to and play a major role in access control meth-

ods for privacy preservation. Observing this, purpose-based access control approaches

have been proposed.

This section first gives an overview of the purpose-orientedaccess control ap-

proach, which is the earliest to bring in the concept of purpose along with accesses for

access control. This section then discusses purpose-basedaccess control for privacy

preservation, including basic purpose-based access control method, and conditional

purpose-based access control method with dynamic roles.

2.5.1 Purpose-Oriented Access Control

Yasuda et al proposed the purpose-oriented access control method [YTT98a, YTT98c,

YTT97, YTT98b] for object-based systems. According to thisapproach, a system con-

sists of a collection of objects. These objects are manipulated only through operations

supported by themselves. In addition, an operation computed in one entity invokes

operations on other entities. Thus, information in one entity will flow to other entities

through operation invocations. Operations are classified into four types from the in-

formation flow point of view:non-flow, flow-in, flow-out, flow-in/out. On receipt of a

requestop from an objecto2, the receiving objecto1 computesop and then sends back

the response too2. Here, if the request and the response carry data, the data ino1 and

o2 are exchanged. An access rule shows how each subjects manipulates an objecto by

an operationt of o. Access rules are defined according to operation types. Theyhave

to satisfy information flow relations among objects. The purpose ofs to accesso by

t is modelled as what operationu of s invokest to manipulateo. So, in the purpose-

oriented access control, an access rule is specified in the form, (s : u, o : t), whereu

shows the purpose.

This work is the first approach that we have come across in literature so far to

combine access rule with the purpose for data access control. However, the purpose

discussed in this approach only takes into account the legaloperation of a subject

on an object. It does not consider the intended usage of an object, so there is no

mechanism to check the access purpose against the intended usage. This approach

focuses only on information flow in nested invocations between objects rather than

privacy preservation. But it inspired further efforts on using the concept of purpose for

achieving privacy preserving access control.
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2.5.2 Purpose-Based Approach for Privacy Protection

Byun et al proposed a privacy preserving access control approach [BBL05, BL08]

based on the notion of purpose. In this approach, purposes are further divided into two

categories:intended purposeandaccess purpose. An intended purpose is related to

a data object, and specifies the intended usage of the data object. An access purpose,

on the other hand, is related to data accesses. It specifies the intention for which a

given data object is accessed. Intended purposes support both positive and negative

privacy policies. An intended purpose consists of two components:Allowed Intended

PurposesandProhibited Intended Purposes. This structure provides flexibility to the

access control model. By using prohibited intended purposes, one can guarantee that

data accesses for certain purposes are never allowed. Conflicts may arise between the

allowed intended purposes and the prohibited intended purposes for a same data item.

These conflicts are resolved by applying the denial-takes-precedence policy, where

prohibited intended purposes override allowed intended purposes. In order to simplify

the management, purposes are organised according to a hierarchical structure based

on principles of generalisation and specialisation, whichis appropriate in common

business environments.

Purpose check is used in the access control module. A user is required to state his

access purpose along with his data requests. The module validates the stated access

purpose against the user’s authorisation to make sure that the user is indeed allowed for

the access purpose. To facilitate the validation process, each user is granted authori-

sations for a set of access purposes, and an authorisation ofan access purpose permits

users to access data with the particular purpose. If the validation fails, the request

is rejected without being further processed. If the validation succeeds, the module

then fetches the requested data objects and checks whether or not the access purpose

is compliant with the intended purpose of the data object. Inorder to check purpose

compliance, the module must consider both the intended purpose explicitly associated

with the data object and the intended purposes the data object implicitly inherited. A

request is accepted if and only if the access purpose of the request is compliant with

the effective intended purpose of the requested data objects.

The purpose based privacy preserving approach integrates the concept of purpose

into access control. This highlights the importance of purpose in expressing privacy

policies. By dividing purposes into intended purpose and access purpose, it improves

the scalability of purpose management and user request management and thus makes
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access control clearer. Although this method does not provide a systematic data ob-

ject model, which reduces the scalability of data object management, and it lacks role

authorisation mechanism, this work is a good starting pointfor us to analyse privacy

requirements and entities involved in privacy preserving access control method. Then

we can specify these entities, the relationships among these entities, and the require-

ment for privacy preservation.

2.5.3 Conditional Purpose-Based Access Control Approach

In purpose-based access control approach [BBL05, BL08], anintended purpose (IP )

is divided into two parts: allowed intended purposes (AIP ), which explicitly allows to

access the data for the particular purpose, and prohibited intended purpose (PIP ),

which explicitly prohibits to access the data for the particular purpose. Based on

purpose-based access control approach, Kabir et al [KW09, KWB10] proposed an ex-

tension by including conditional intended purpose (CIP ) to extract information from

PIP , which conditionally allows to access the data for the particular purpose. Condi-

tional intended purpose means that data provider allows accessing the data for a partic-

ular purpose with some conditions. For example, data provider may consider that his

income information can be used for marketing purpose by hiding his personal identi-

fication information (e.g. id or name etc.) or his income datacan be revealed through

generalisation, or only the first letter of name can be used for marketing purpose. Since

this method supports conditional purpose and prohibited purpose, it allows data own-

ers to specify that data should be used conditionally or should not be used for a set

of purposes. This allows users to use some data with conditions. The data providers

are also able to express their own privacy preferences through setting intended purpose

with three levels.

The conditional purpose-based access control method utilises RBAC in a dynamic

manner to achieve the compliance computation between access purpose and intended

purpose. It determines the access purpose and purpose compliance in a manner based

on subject attributes and context attributes of the system.Intended purposes are dy-

namically associated with the requested data objects during the access decision to the

well-designed hierarchy of private metadata. This allows more flexible policies. By

usingCIP andPIP , it can assure that data access for particular purposes are allowed

with some conditions or never allowed. Access is allowed only if the access purpose

is included in the implementation of the intended purpose, in this case the access pur-

pose is compliant with the intended purpose. The access is accepted with conditions if



2.6. THE METADATA-BASED APPROACHES 55

the implementation of intended purpose includes the accesspurpose with conditions,

in this case the access purpose is conditionally compliant with the intended purpose.

The access is denied if the implementation of the intended purpose does not include

the access purpose, in this case the access purpose is not compliant with the intended

purpose.

With the introduction of conditional intended purpose, this method provides more

options of using private information to help organisationsto extract more information

from data owners. It extends purpose-based access control approach to a further cov-

erage of privacy preserving in data mining atmosphere. However, as in purpose-based

access control approach, this method does not provide a systematic data object model,

which reduces the scalability of data object management, and it also lacks role autho-

risation mechanism.

2.6 The Metadata-Based Approaches

Karjoth et al proposed thePlatform for Enterprise Privacy Practices(E-P3P) method

[KSW03] for privacy-enabled management and exchange of customer data. It falls

into the category of metadata-based approaches. In metadata-based approaches, a tag

or other metadata is associated with a group of data to governhow to use the data.

When a subject requests to access data, the associated metadata must be checked to

decide whether the operation is allowed or not. Metadata-based approaches have an

important assumption: the enforcement of security and privacy policies depends on a

trusted system environment [Ste97].

E-P3P introduces a viable separation of duty between four roles of a privacy sys-

tem, data subject, data user, privacy officer, andsecurity officer, The data subjects

provide data, give consent, and select opt-in/opt-out choices. Thedata usersuse col-

lected data by executing tasks of applications. Theprivacy officersdesign and deploy

privacy policies, and thesecurity officesdesign access control policies.

In this approach, authorisation is granted based on both access control level and pri-

vacy control level. Access control level is used to control the access of users to system

applications, while privacy control level is used to control the access of applications to

collected data. A privacy policy language [KS02] is proposed for formalising privacy

policy and expressing restrictions on accesses to personaldata. The Enterprise Privacy

Architecture (EPA) [KSW02] proposed by IBM adopts E-P3P as its core technology.
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Powers et al. [PAS02] proposed this approach for enterprise-wide privacy manage-

ment, and defined it as five steps. These five steps can be summarised as:define an

enterprise privacy policy, deploy a policy to the IT system, record user consents, en-

force the privacy policy, andgenerate reports of access history.

This approach has several advantages. Firstly, the privacyenforcement is built upon

access control, so it may be applied to an enterprise’s existing applications. Secondly,

separating privacy control and access control provides more flexibility. Depending on

the efficiency requirement of a system, privacy control can be realised as real-time

enforcement or conformance checking. Thirdly, setting up separate privacy office role

facilitates privacy management.

However, this metadata-based approach also has its limitations. The privacy en-

forcement system in this approach does not specify any specific access control models.

Because a privacy policy can only be enforced if it is formalised as access control

rules, just like security policies, the access control model that a system adopts will af-

fect how a privacy policy can be enforced in the system. Sincedifferent systems may

adopt different access control models, to achieve efficiency, privacy control should be

considered together with access control. However, this work does not propose any

concrete method as to how privacy control may be incorporated with access control.

Furthermore, this method only provides a framework for a privacy enforcement sys-

tem. There is no detail as how the purpose of an operation is inferred.

2.7 Features of Privacy Preservation Approaches

Table 2.1 summarises the evaluation of approaches detailedin this chapter for pri-

vacy preservation according to design considerations of a privacy preserving access

control approach mentioned in Section 2.1. The symbol “
√

” in the table denotes that

relevant approach has corresponding feature. The result ofevaluation shows that none

of them is capable of meeting all those requirements.

2.8 Chapter Summary

This chapter summarised relevant work in privacy preserving access control approaches.

We positioned the work presented in this thesis in the context of literature. In previous
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Basic Privacy RequirementsManagement Scalability

ApproachesPurpose
Binding

Necessity of
Data Processing

Object Subject Authorisation
Mechanism

HPSF
√ √

Task
Based

√ √ √ √

Explicit
Denial

√

PARBAC
√ √ √

Purpose
Based

√ √

E-P3P
√ √ √

Table 2.1: Features of Approaches to Privacy Preservation

work nobody has incorporated basic privacy requirements, object and subject manage-

ment scalability, and authorisation mechanism in privacy preserving approach. In this

thesis, ensuring completeness of these aspects is an important design principle. The

approach presented in this thesis helps bridge the gap between privacy requirements

and data processing practices with respect to security and privacy. The next chapter

will present related work in specification of privacy protection approaches.



Chapter 3

Privacy Protection Specification

3.1 Chapter Introduction

Privacy requirements are written into privacy policies. Tounambiguously enforce a

privacy protection approach, the privacy requirements expressed in the privacy pol-

icy should be precisely specified and enforced. It has been stated in many previous

research efforts that modelling privacy requirements in early stages of system develop-

ment is essential to privacy enforcement [APS02, AHKS02, BM05, BDMN06, TM01].

This chapter discusses approaches that have been proposed with regard to privacy pro-

tection specification.

3.1.1 Privacy Protection Specification Features

Three features need to be taken into consideration for a privacy protection specification

approach: policy completeness, expressibility, and enforce ability. Policy complete-

ness is used to illustrate whether the specification approach is capable of expressing

various aspects of a privacy policy, such as purpose, authorisation, etc. For this fea-

ture, we will check whether the approaches have specified both object part and subject

part of a privacy policy. Expressibility is used to check whether the specification tool

adopted by the specification approach is capable of specifying the entities, the rela-

tionships, and the privacy requirements. This feature is required to investigate privacy

properties for analysis and verification purposes. Enforceability is used to illustrate

whether the privacy rules are expressed clearly and are integrated into the access con-

trol mechanism.

58
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3.1.2 Privacy Protection Specification Approaches

This chapter first reviews privacy policy specification methods, and then evaluates

these methods against privacy protection specification requirements. Privacy poli-

cies need to be expressed using some language. We have examined three types of

languages: access control policy specification languages,privacy policy specification

languages, and formal specification languages. For access control policy specifica-

tion languages, we investigatedPonder[Dam02],eXtensible Access Control Markup

Language(XACML) [Org], Authorisation Specification Language(ASL) [JSSS01], and

Access Control Unit(ACU) [BDVS01]; for privacy policy specification languages, we

investigatedP3P [CLM+02b] andEPAL [AHK +03]; and for formal specification lan-

guages, we investigatedKAOS[DFvL91], VDM [Jon90], andZ [Spi87]. We also in-

vestigated specification approaches for security and trustto draw on the experience of

specifying properties of information systems.

Among the many specification approaches for security, a particularly successful

one is thespi calculus[AG97], which falls into the sub-domain of cryptography. It

is a process calculus intended to describe and reason about the behavior of crypto-

graphic protocols. Security properties can be expressed rigorously as statements of

behavioural equivalence between processes. Butler et al. [BLPT04] examine the use

of formal methods for validating and modeling trust, which is another area of interest

in secure systems, and focus upon the formal specication stage of a software proto-

type development. The research reported in this thesis focuses on the investigation of

privacy specification approaches.

In respect of privacy policy specification approaches, P3P specifies elements in

privacy policies,ACU and ASL focus on specification of access control rules, and

Certain Answer Model, PARBAC, Privacy Enhanced Model, andTask Based Privacy

Modelprovide specifications of privacy preserving approaches. The rest of this chapter

will present these specification approaches in detail. Thischapter will conclude with

an evaluation on previous work against privacy protection specification requirements,

and identify the need for the development of a privacy protection approach with the

help of specification.

3.2 Platform for Privacy Preferences (P3P)

ThePlatform for Privacy Preferences(P3P) [CLM+02b, Wor06] is a notable approach

proposed by the World Wide Web Consortium (W3C), which is mainly used for privacy
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Purpose Name Description

current Completion and support of activity for which
data was provided

admin Web site and system administration

develop Research and development

tailoring One-time tailoring

pseudo-analysis Pseudonymous analysis

pseudo-decision Pseudonymous decision

individual-analysis Individual analysis

individual-decision Individual decision

contact Contacting visitors for marketing of services or
products

historical Historical preservation

telemarketing Telephone marketing

other-purpose Other uses

Table 3.1: Purposes Defined in P3P1.1 [Wor06]

protection on the Internet (see Section 1.3 on Page 29). It enables a web site to state

its privacy policy in a standard machine-readable format. AP3P policy is an XML

document that describes the data collection behaviours of asite. P3P provides a base

schema for the data collected and a vocabulary to express thepurposes, the recipients,

and the retention policy. P3P predefines a set of values for its elements. Purpose is an

important element in a P3P policy. Table 3.1 shows the 12 purposes that are defined

in P3P1.1, which specify purposes for which data is collected or used. Additionally,

23 primary purposes are defined in P3P1.1 to provide a more detailed description of

data usage under purposecurrent in Table 3.1, and the reason for which a recipient is

collecting data, as shown in Table 3.2. P3P defines recipients as in Table 3.3, which

specify who will receive the collected data.

APPEL (A P3P Preference Exchange Language) [CLM02a] is the language de-

signed to interoperate with P3P. It is used to describe collections of preferences on
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Purpose Name Description

account Account and/or subscription management

arts Arts and entertainment

browsing Web browsing

charity Charitable donations

communicate Communications services

custom Customisation

delivery Delivery

downloads Software downloads

education Education

feedback Responding to user

finmgt Banking and financial management

gambling Online gambling

gaming Online gaming

government Government services

health Healthcare services

login Authentication and authorisation

marketing Advertising, marketing, and/or promotion

news News and information

payment Payment and transaction facilitation

sales Sales of products or services

search Search engines

state State and session management

surveys Surveys and questionnaires

Table 3.2: Primary Purpose Defined in P3P1.1 [Wor06]
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Recipient Name Description

ours Ourselves and/or entities acting as our agents or
entities for whom we are acting as an agent

delivery Delivery services possibly following different
practices

same Legal entities following our practices

other-recipient Legal entities following different practices

unrelated Unrelated third parties

public Public fora

Table 3.3: Recipients Defined in P3P1.1 [Wor06]

privacy policies between P3P agents. With this language, a user can express his pref-

erences in a set of preference rules. These rules can then be used by his user agent to

make automated decisions about whether to accept machine-readable privacy policies

received from P3P enabled web sites.

P3P policies consist of common elements of privacy policies, but these are only

promises rather than technical measures for policy enforcements. Web sites using

P3P specification may also have to provide some further explanations about policy

enforcements in a human-readable format. Furthermore, P3Pdoes not have built-in

mechanisms to verify if a given access request complies withthe stated privacy policy.

It is a privacy transparency mechanism rather than a privacyprotection specification.

3.3 Access Control Unit

Bonatti et al developed theAccess Control Unit(ACU) [BDVS01] to specify privacy

preserving access control rules. This approach is to enforce access control on data

archives. A data archive maintains collected data, calleddatasets. In addition, an

archive also maintains a collection ofmetadata, representing information associated

with datasets. Data archives need to make their data selectively available to others.

ACU allows data publishers to specify by whom, how, and under which conditions

specific data can be accessed.

The ACU is typically used to express access rules. It characterisessubjects,

actions, objects, and possibly,conditions. The action attribute is characterised through

operation names. Subjects and objects are specified by stating an identifier firstly,
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then specifying a given elementary value in the corresponding domain. Conditions

are specified by constraints to be satisfied for the request tobe granted. The request

made by a data user is characterised by a triple:〈user, project, purpose〉. The pur-

pose attribute states the reason for which data are being requested and will be used.

A project is a named activity registered at the data publisher, for which different users

can be subscribed, and a project may have one or more purposes. Two kinds of ac-

cess rules -authorisations and restrictions - are specified usingACU. Authori-

sations specify permissions for data accesses. They have the form 〈subjects〉 CAN

〈actions〉 〈objects〉 [IF 〈conditions〉], wheresubject, actions, andobjects identify

the requests to which the authorisation applies, andconditions is a boolean expres-

sion of conditions whose satisfaction authorises the access. Conditions can also be

included in the expressions specifying thesubjects andobject for the rule. Restric-

tions specify requirements that must be satisfied for an access to be granted. They

have the form〈subjects〉 CAN 〈actions〉 〈objects〉 ONLY IF 〈conditions〉, where

subjects, actions andobjects identify the requests to which the restriction applies,

andconditions is a boolean expression of conditions that every request to which the

restriction applies must satisfy. For a given request, lackto satisfy any of the condi-

tions in restrictions that apply to it implies that the request will be denied. An access

request is considered to be authorised if at lease one of the authorisations that applies

to the request is satisfied.

The following are examples of security requirements and corresponding ACU rules

to enforce them.

• Everybody can accessFree Datasets.

Users CAN access Free Datasets

• Access to datasets not inFree Datasets allowedonly to UK citizens.

Users Can access data WITH NOT dataset IN Free Datasets ONLY IF

user/citizenship=‘UK’

The Access Control Unit component mediates all access requests to datasets/meta-

data. It evaluates the access requests against access rules. For each request received,

the ACU component first determines all the rules that apply tothe request. These are

rules for which the action field is equal or is an abstraction of the action in the re-

quest, and whose subject expressions are satisfied by the subject of the request. This

rule collection process is followed by a conditions packingand evaluation process. If
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required conditions are satisfied, the access is granted, otherwise, it is denied. Con-

sider the access control rules in example above and a requestby userBob to download

dataset1 for Commercial purpose within projectMarketing. Suppose thatdataset1

is a Free Datasets. The access will be granted with no condition according to the

first rule.

TheACU specification is simple and flexible. It can be used to expressprotection

requirements that need to be enforced. However, the access control rules it specified are

simply adding a condition attribute to traditional access control rules, so they cannot

effectively describe privacy requirements. Moreover,ACU is incapable of specifying

object and subject structures.

3.4 Authorisation Specification Language

Karjoth and Schunter proposed a formal model, includingpurpose, obligation, and

distributed administration, for privacy preservation [KS02]. The authorisation speci-

fication language (ASL) was developed to specify the access rules. The elements in

the model are as follows:principals, data, purposes, actions and information

sharing, conditions, andobligations. The data system of the privacy model consists

of users, groups, data to be accessed, access purposes, and access modes. The au-

thorisations are divided into two categories: authorisation subjects consisted of users,

processes, groups and purposes; and authorisation objectsconsisted of objects, types,

and purposes.

The model specifies different types of rules. These rules areinserted by the security

administrator. Thecando rules represent direct authorisations. Other rules are defined

to represent authorisations derived from the system using logical rules of inference:

der-cando rules describe the propagation of information,do rules define conflict res-

olution strategies anderror rules define integrity constraints. The privacy policies are

specified by using these authorisation rules.

The following are examples of privacy requirements and corresponding ASL rules

to specify them.

• Data of typemedications can be read for purposetreatment.

cando(medications, treatment, +read, [], cpo)←

• Taskdiagnosing can act for purposetreatment.

cando(treatment, diagnosing, +activate, [], cpo)←
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• UserBob is authorised to perform taskdiagnosing.

cando(diagnosing, Bob, +execute, [], sso)←

The Privacy Officer provided the first two authorisation rules; the Security Offi-

cer gave the third authorisation. In addition, when a patient accepted the enterprise’s

privacy policy, he implicitly sanctioned the first authorisation. By adding the follow-

ing rule, the Privacy Officer strengthens the privacy policystating that the task above

serves exactly one purpose.

error← certified(diagnosing, p) ∧ certified(diagnosing, p
′

) ∧ p 6= p
′

The proposed model can be used as the basis for an internal access control system

to handle received data with regard to privacy preservation. The data owner provid-

ing his personal data has the assurance that the organisation receiving the data will

handle it according to stated privacy policy. The organisation can also be sure that

its data processing practices are not in conflict with the privacy promises they made.

The authorisation specification language used in this approach is capable of expressing

privacy policy as authorisation rules. It is simple and expressive. But as some compo-

nents, such as data objects and subjects, are not formally defined, the specification of

this model is incomplete.

3.5 Privacy Model using Certain Answer

Stouppa et al proposed a data privacy model using certain answer [SS06]. In the model,

a formal definition of privacy problem is presented based on the notion ofcertain an-

swer. Personal data stored in information system takes the form of a privacy condition

which is a set of queries. Moreover, the public information is given in terms of aview

instanceandbackground knowledge. A view instance consists of queries and their an-

swers, while background knowledge includes additional facts about the system. Back-

ground knowledge is provided for better understanding of the data in the view. The

privacy problem is then to decide whether any of the queries in private condition can

be inferred from the view instance and the background knowledge. In order to state the

privacy problem, the notion ofcertain answerwas proposed. The certain answers of

a query are those answers that are returned by the query in every ‘possible’ instance.

Data privacy is preserved for a query with respect to the provided public knowledge if

there are no non-negative certain answers to the query with respect to that knowledge,

that is, if the certain answer to it is either the empty set or negative (‘none’ or ‘no’).
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Figure 3.1: A Privacy Policy Rule in PARBAC

Formal definitions for both ontology and query answering on it are given. The on-

tology is defined as a set of first-order sentences, and query answering is done through

entailment. The formal model of data privacy is presented using certain answers, and

shows that the privacy preservation can be modelled by logical entailment. For ex-

ample, when data privacy is applied on relational databaseswith conjunctive queries,

since background knowledge consists of a relational schemawith constraints imposed

on it, data privacy for this setting is decidable in polynomial time.

The privacy model using certain answers consists of the formalisation of ontology

and the constraints of query answering. The privacy preservation problem here is ac-

tually to check whether a given view instance leaks information about the data rather

than to control user’s manipulation on the data. This only considers the data object part

of a privacy policy. Moreover, the privacy model using certain answers cannot express

basic privacy requirement, such as purpose binding, which makes the specification of

privacy policy incomplete.

3.6 Privacy-Aware RBAC Model

Privacy-Aware Role-Based Access Control(PARBAC) model [He03] extended RBAC

model for enforcing privacy policies within an organisation. As described in Sec-

tion 2.4.3, it is based on RBAC, Domain-Type Enforcement (DTE), business purposes,

and data usage policies. The model consists of a number of authorisation components

and the relationships among the components. The main authorisation components in

the PARBAC model are (1)User, (2) Role, (3) Subject, (4) Domain, (5) Purpose,
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(6) Object − Type, and (7)Object − Policy. The relationships of components are

mapping from a source entity to a target entity with either a many-to-many, many-to-

one, one-to-many, or one-to-one relation. The model also consists of some constraints

that are used to express security requirements. One of the important modules in PAR-

BAC model is customer privacy preferences management. Whencustomer data are

collected online or offline, customers can specify their privacy preferences on how the

organisation can use the data. When a data user requests to access certain privacy pro-

tected data resource, access control is to be checked firstlyand then the corresponding

data policy is retrieved from privacy management system. A typical privacy policy rule

expressed in the PARBAC model has the format as in figure 3.1.

The PARBAC model lists the components and the relationshipsamong compo-

nents. There are many partial order relations, such as roles, tasks, purposes, and

many-to-many relations. However, these relations and interactions between these rela-

tions are not formally defined, which makes the specificationof the model incomplete.

Moreover, there is no clear way to specify conditions in PARBAC.

3.7 Privacy-Enhanced Access Control Model

Fei Xu et al proposed a privacy enhanced access control model[XHWX09, XCHW09].

In the model, the entities of objects and subjects are defined, and the privacy-concerning

subject is introduced into the model. Privacy-concering subjects is a subset of the sub-

jects whose privacy needs to be protected when any of the objects is accessed. Privacy-

concerning subjects with respect to an object is a subset of the privacy-concerning

subjects whose privacy could be violated when any access to the object is executed.

Since an object may contain private information about more than one subject, all such

subjects can be the privacy-concerning subjects with respect to the object. Privacy ac-

cess rights are a set of two-tuples:{< right, condition >} in which right represents

a specific type of access that a subject can execute on an object and condition is a

Boolean expression stating the condition under which the preceding access right can

be authorised. When the Boolean expression is true, the access right can be authorised

by the system.

The privacy-enhanced access control model is expressed using a three-dimensional

access control matrix. It is an enhancement of the traditional two-dimensional access

control matrix with the third dimension representing the set of privacy-concerning sub-

jects. Any privacy access right in the matrix indicates the access right that subject has
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on object subject to privacy control by privacy-concerningsubjects. Each entry in the

matrix could be empty or could include one or more privacy access rights that the cor-

responding subject has on the object with the privacy control by privacy-concerning

subject.

The privacy-enhanced access control introduces the notionof privacy-concerning

subjects, and integrates privacy as a new dimension into thetraditional access control

matrix model. This can better describe and support data owner requirements for pro-

tecting private information when access control is used formaking access decisions.

However, this model is still an abstract model and is in a veryprimitive stage. Many

implementation issues need to be considered, such as how to specify purposes in pri-

vacy requirements, how to solve inconsistencies among the conditions in the privacy

access right, and how to implement the three-dimensional access control matrix in real

systems in an effective way, etc.

3.8 Task-Based Privacy Model

Fischer-Hübner et al proposed the task-based privacy model [FHO98]. It is defined as

a state machine model. As described in Section 2.3, it consists of state variables, in-

variants, constraints(privacy properties) andstate transition functions. State variables

define the security-relevant model elements within the state machine model. They are

needed to formally define the privacy policy and the system states. The state variables

defined in the task based privacy model includesubjects, objects, tasks, purposes,

transformation procedure, and so on. Invariants define conditions for a system state to

meet specific privacy principles. To enforce certain privacy policy, the invariants must

be fulfilled in each system state. Constraints are added as properties of state sequences

to formulate privacy principles, such as necessity of data processing and purpose bind-

ing. State transition functions describe all possible changes of state variables, and are

defined for the actions in the data processing system. Privacy policies are then spec-

ified as privacy rules using the components in the model. The rules are based on the

concept of task. A subject shall be allowed to access an object only by performing a

task on the object. The tasks have to be defined for each application. The privacy rules

are related to requests and therefore are used as access control information in their

access control framework.

The task-based privacy model gives formal definitions of components and relation-

ships in an privacy protection approach. It expresses privacy requirements in privacy
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Policy Completeness

Approaches Object Part Subject Part Expressibility Enforce Ability

P3P
√ √

ACU
√ √

♯
√

ASL
√ √ √

♯

Certain Answers
√

♯

PARBAC
√ √

♯ ♯

PEAC
√

Task-Based
√ √

♯
√

Table 3.4: Features of Privacy Policy Specification Approaches

policies as formal invariants and constraints on these components. However, since it

does not provide a clear structure of data objects and subjects, the formal description of

the components is not completed. Moreover, the validation mechanism is not formally

specified.

3.9 Features of Privacy Protection Specifications

Table 3.4 illustrates the evaluation of privacy policy specification approaches dis-

cussed in this chapter according to features of a specification method mentioned in

Section 3.1. The symbol “
√

” in the table denotes relevant approach has corresponding

feature, while the symbol “♯” denotes that relevant approach has corresponding fea-

ture, but the specification is incomplete. The result of approaches evaluation shows

that none of them meets all those featured requirements.

3.10 Requirements Analysis and Specification

With the background knowledge of information privacy, we have reviewed privacy pre-

serving approaches and privacy protection specifications.Traditionally, privacy pro-

tection specification is isolated from requirements analysis. This isolation presents a

number of problems.
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• Incomplete privacy protection method

The lack of requirements analysis often leads to incompleteprivacy protection

approach. For example, without the help of requirements analysis, Certain An-

swersspecification only specifies privacy protection from the objects’ point of

view. This makes it incapable of expressing privacy requirements from the sub-

ject’s perspective, and therefore leads to the design of an incomplete privacy

protection method.

• Insufficient privacy property analysis and verification

Without the specification of entities, relationships, and privacy requirement, the

privacy properties of a proposed privacy preservation approach cannot be anal-

ysed in full. This makes it impossible to judge whether the proposed approach

has achieved the privacy preservation goal it has targeted.

• Misalignment between privacy promises and practices

Without a proper specification and authorisation mechanism, the privacy promises

of an organisation may not be properly implemented in real data processing prac-

tices. For example, since P3P does not provide any technicalmeasure on autho-

risation, it cannot help verify whether the privacy practices are consistent with

published privacy policies.

The privacy violations caused by inconsistency between theprivacy requirements

and the data processing practices motivated us to investigate privacy protection speci-

fication. Based on the above investigations, we argue that privacy protection specifica-

tion should be developed together with requirements analysis. As to privacy require-

ments, we believe that data owners’ privacy-related decisions are highly individual.

Therefore, we argue that privacy protection requires an approach which enables dis-

closure of private information under data owners’ preferences, in order for the data

owners to gain the benefits of accessing services and using applications at their desired

levels of openness.

This work proposes purpose based access control as the mechanism to achieve

information privacy with the consideration of data owners’preferences. Purposes can

be divided into intended purposes and access purposes. The intended purposes specify

the intended usage of data objects, and the access purposes specify the intentions for

which a given data object is accessed. To ensure that a data object is used only for its

intended usage, the access purpose should be compliant withthe data object’s intended
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purpose. Privacy requirements are analysed and verified with the help of the VDM

specification. The complete specification consists of entities, relationships, invariants,

model operations and their proof obligations. In addition,design considerations for

successful application of the proposed approach in distributed computing environments

are investigated.

3.11 Chapter Summary

This chapter investigated relevant work on privacy protection specification approaches.

A privacy protection specification should consider the policy completeness, the ex-

pressibility, and the integration with enforcement mechanisms. The privacy protection

specification approaches that we investigated are analysedagainst those three condi-

tions. Based on the review of privacy protection approachesand privacy protection

specifications, we identified the need for the development ofa privacy protection ap-

proach with the help of specification. The purpose-based access control model will be

presented in next chapter to illustrate that it meets the requirements set in Section 2.1

and Section 3.1.



Chapter 4

A Purpose-Based Access Control

Method

4.1 Chapter Introduction

This chapter presents the purpose based access control method that enforces basic legal

privacy requirements, such aspurpose bindingandnecessity of data processing. The

specification is developed along with the requirements analysis. The entities, their

relationships, privacy requirements, and model operations and their proof obligations

in the privacy protection approach are specified, which formthe basis of the Purpose

Based Access Control Model.

This chapter is organised as follows: Section 4.2 illustrates the design consider-

ations for the purpose based privacy preserving approach and its specification; Sec-

tion 4.3 specifies entities in the model, including data objects, roles and users, pur-

poses, and accesses; Section 4.4 specifies privacy requirements required for a privacy

protection approach; Section 4.5 describes the model rules, and presents their satisfi-

ability proof obligations; Section 4.6 describes the access control mechanism in this

approach; Section 4.7 analyses the features of this approach; and concluding remarks

are included in Section 4.8.

4.2 Design Considerations

The requirements for privacy preserving approach and its specification are set in Sec-

tion 2.1 and Section 3.1 respectively. To meet those requirements, when we develop

our approach and the corresponding specification, the aspects in the following three

72
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sections are considered accordingly.

4.2.1 Purpose As A Base Construct

In previous chapters, the concept of purpose has been highlighted. In respect of privacy

preserving requirements, data owners’ decisions about privacy protection are highly

individual. So we argued that in order for the data owners to gain the benefits of ac-

cessing services and using applications while at the same time to have control over

their personal information at their desired levels of openness, privacy protection re-

quires an approach that reflects data owners’ preferences over the disclosure of private

information.

The concept of purpose is integrated into our privacy protection approach. Pur-

poses can be divided into intended purposes and access purposes. The intended pur-

poses specify the intended usage of data objects, while the access purposes specify the

intentions for which a given data object is accessed. To ensure that a data object is

used only for its intended usage, the access purpose should be compliant with the data

object’s intended purpose. Since purpose closely reflects the comfort levels of an in-

dividual about his own information, it is introduced as a basic construct of our privacy

protection approach.

4.2.2 VDM Specification

VDM is chosen as the specification approach in this investigation, since it provides

adequate expressive possibilities for specification and verification of privacy proper-

ties, and relatively simple satisfiability proof method. InVDM, objects are specified in

terms of a model, such as data object model, purpose model. The specification of the

purpose based access control approach takes the form ofoperationson astatewhich

defines a class or set of valid states. Well-formedprivacy invariantsare used to limit

the defined class further. Operations are specified using pre-condition predicates and

two-state post-condition predicates. All operations preserve any privacy invariant that

may apply. Operations may change the value of the state as long as the new value is

also a valid state. The link is established between the requirements analysis and the

design of the states.
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4.2.3 Privacy Protection Principles

In the introduction of this thesis, it lists general privacyprotection principles, such as

OECDGuidelines for Data Protectionand FTCFair Information Practice Principles.

Based on the analysis of these principles and many other requirements in legislative

acts, the thesis lists the most essential privacy protection principles in Section 1.2.3 as

summarised in Simone Fischer-Hübner’s work, namely:lawfulness and fairness, pur-

pose specication and purpose compliance, necessity of data collection and processing,

notication and access rights of the data owner, security and accuracy.

The principle of lawfulness and fairness just provides a general moral principle, and

the principle of notication and access rights of the data owner, and security and accu-

racy relate more to real implementation mechanisms of information systems. Since this

research aims at preserving privacy using access control mechanism, the specication in

this thesis focuses on the aspects of purpose specification and purpose compliance, and

necessity of data collection and processing. Furthermore,in the research reported in

this thesis, we find that the entities of role attributes and system attributes are sufficient

to represent the conditions in our analysis, so we currentlywon’t specify the entity of

obligation for the user and role model.

4.3 Model Entities

This section outlines the basic framework of our privacy preserving access control

model, and presents essential concepts, denitions of the main entities, and the formal

specications of mapping functions and the access granting rules. Three entities are

usually used in a basic access control system:subjects, objects, andoperations. For

the system to be able to perform privacy-preserving access control, entities that can

be used by data owners to state their privacy preferences andby the system to enforce

the privacy requirements should be included, e.g. the privacy sensitive levels of data

objects, the consent of data owner, the intended data usages, and the purposes of data

accesses. Since privacy policies are concerned with the purposes for which data ob-

jects are used rather than the actions that subjects performon data objects, traditional

access control models can not readily achieve privacy preservation. The notion of pur-

pose should play a major role in access control model in orderto preserve privacy.

Therefore, we will focus on the entity of purpose in our privacy protection model.

In this section, the entities of our privacy protection model and system state are

defined. We will first define a suitable structure for representing data objects, then
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Object Types Content

Registration Data Administrative and demographic information
about a patient

Admission Data Administrative information about a patient

Treatment History Treatment record of a patient

Diagnosis Diagnosis data

Prescription Prescription information

Treatment SuggestionsInstructions for treatment

Billing Data Billing information about a patient

Statistics Statistical data

Table 4.1: Object Types in a Medical Care Scenario

we will present the RBAC model with the extension of conditional role, we will then

define the entity of purpose model, and then we will define the entities for accessing

data objects, and finally we will specify the system state based on the definitions of

entities.

4.3.1 An Object Data Model

An object data model, which gives a suitable structure for representing data ob-

jects, is defined in this section. In each organisation, there are a set of data objects.

A data object is used to denote a piece of information. In thisapproach, data objects

are organised using object type information. An object typecorresponds to a set of

data objects that satisfy some common properties. For example, as to the data objects

collected from a patients in a medical care environment as mentioned in Section 1.2,

which are shown in Table 4.1, we can see that some data objectsbelong to the object

type of registration data, some data objects belong to the object type of treatment his-

tory, some data objects belong to the object type of diagnosis, and so on. Data objects

are classified into different object types, because it is much easier to define and ad-

minister intended usages and necessary accesses for objecttypes instead of defining

them individually for each single data object, thus improves the object management

scalability. These entities are defined as follows.

Let Objectdenote the set of objects. An object type is a set of objects, so the set of

object types can be denote asObject-set (this is a VDM set type definition).
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Type Attributes

Purpose

Retention

Service optin

Service optout

. . .

Attribute Values

Admin, Diagnosing . . .

1 day, 1 week, . . .

true, false

true, false

. . .

Table 4.2: An Example of Object Type Attributes and Attribute Values

Next, we define object type attributes and attribute values to specify the properties

of object type.

Definition 1 [Object Type Attributes] denoted asTypeAttr, are a set of attributes

associated with an object type, and these attributes describe the properties for the

collection of, and access to, this type of objects.

Table 4.2 gives an example of object type attributes in a datamodel.

Definition 2 [Object Type Attribute Values] denoted asAttrV alue, are a set of pos-

sible values for the object type attributes.

Table 4.2 also gives an example of possible attribute valuesassociated with object

type attributes.

The object data model is concerned with how data objects are organised and how

they are associated with type attributes. The object data model in our system is defined

as follows.

Definition 3 [Object Data Model]

ObjectDataModel :: object : Object-set

type : (Object-set)-set

typeAttr : TypeAttr-set

attrV alue : AttrV alue-set

TypeOf : Object→ Object-set

AttrOf : Object-set→ TypeAttr-set

V alueOf : Object× TypeAttr → AttrV alue
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inv (mk-ObjectDataModel(o, t, ta, av, To, Ao, Vo))△
(dom To = o∧ rng To ⊆ t) ∧
(dom Ao = t∧ rng Ao ⊆ ta-set) ∧
(dom V o = o× t∧ rng V o ⊆ av)

The fields ofObjectDataModel state that

1. objectis a set of objects

2. typeis a set of object types

3. typeAttris a set of type attributes

4. attrValueis a set of attributes values

5. TypeOf : Object → Object-set is a total function giving the type associated

with each object

6. AttrOf : Object-set → TypeAttr-set is a total function giving the type at-

tributes associated with each type

7. V alueOf : Object × TypeAttr → AttrV alue is a total function giving the

value of the attributes associated with objects.

Some notes on the syntax of the VDM specification above: (1)ObjectDataModel

is a composite type. The composite type is defined as:Name :: ... (2) A composite

type has a number of fields, and each such field has a value. (3) The signature of

a function is written with the domain and range sets (dom and rng on a function

return the domain and range sets respectively) separated byan arrow, as inTypeOf :

Object → Object-set. (4) A Greek delta is combined with the equality sign to give

the definition symbol (△). (5) Data type invariants (inv) are truth-valued functions

which can be used to record restrictions on composite types.(6) A make− function,

asmk-ObjectDataModel, when applied to appropriate values for the fields, yields a

value of the composite type. A make-function is specific to a type, and its name is

formed by prefixingmk- to the name of the type.

The data structure for object data modelOM in our system, of typeObjectDataModel,

can then be represented as a tuple〈object, type, typeAttr, attrValue, TypeOf, AttrOf,

ValueOf〉.
In this section, we defined the object data model for representing data objects in our

system. Next we will define the structure for representing the subjects in our system.
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4.3.2 Users and Roles

The purpose-based access control approach of [BBL05, BL08]extends the RBAC

model with the concept of conditional role, which is based onrole attributes and sys-

tem attributes. In this section, formal definitions of role attributes, system attributes,

and conditional roles are presented.

First, we specify the entities of user and role in the basic RBAC model.

Users are the active entities in a system, e.g. the staff in a medical care scenario.

Let User denote the set of users.

The roles in a system reflect the responsibilities of positions or job descriptions

in the context of an organisation, e.g. therapist, registration staff, or billing staff in a

medical care scenario.

Let Role denote the set of roles.

A user may be assigned several roles and a role may be assignedto several users.

UserRole: User↔ Role is the relation between users and roles.

A user may be assigned with many roles, but the user may not exercise all his roles

at the same time. The roles that a user is currently exercising are “active” roles.

Active Roles AR: User → Role-set is a function that returns the roles for which a

user is active.

Because the existing role definitions are predefined for access permission assign-

ments, they may not adequately specify the set of users to whom we wish to grant an

access purpose. The concept ofconditional rolewas then introduced. It is based on the

notion ofRole AttributesandSystem Attributes. Next we specify them accordingly.

Definition 4 [Role Attributes] denoted asRoleAttr, are a set of properties of roles

related to the grant of access purpose.

Every roler ∈ Role is associated with a set of role attributes, e.g. the specialty of

therapists in a medical care scenario.

RoleAttrOf: Role → RoleAttr-set is a function that returns the set of role at-

tributes of a role.

Let RoleAttrValuedenote the set of possible role attribute values.

RoleAttrValueOf: Role×RoleAttr→RoleAttrV alue is a function giving the value

of role attributes associated with a role.

For an access control system, system attributes are used to describe the properties

of a system context. For example, the working hours within a hospital is a system

attribute.
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Definition 5 [System Attributes] denoted asSysAttr, are properties about the context

of access control system.

The values of system attributes specify the conditions of the access control system.

Let SysAttrV alue denote the set of all possible system attribute values.

SysAttrValueOf: SysAttr → SysAttrV alue is a function giving the value of the

system attributes in a system.

With role attributes and system attributes, we can now definethe conditional role.

Definition 6 [Conditional Role] refers to a role with some conditions attached to it.

CondRole :: r : Role

cond : RoleAttrV alue× SysAttrV alue→ B

whereB is the boolean set,B = {true, false}, and cond: RoleAttrV alue ×
SysAttrV alue→ B is a truth-valued function.

CR : CondRole-set is used to hold the set of conditional roles in a system.

Current Conditional Role CCR: User→ CR is a function that returns the condi-

tional role the user currently exercises.

Using the entities defined previously, we can now define the role model for our

system.

Definition 7 [Role Model]

RoleModel :: role : Role-set

user : User-set

UserRole : User ↔ Role

AR : User → Role-set

roleAttr : RoleAttr-set

roleAttrV alue : RoleAttrV alue-set

RoleAttrV alueOf : Role × RoleAttr→ RoleAttrV alue

sysAttr : SysAttr-set

sysAttrV alue : SysAttrV alue-set

SysAttrV alueOf : SysAttr→ SysAttrV alue

CR : CondRole-set

CCR : User → CR

The data structure for role modelRM can be represented as a tuple〈role, user,

UserRole, AR, roleAttr, roleAttrValue, RoleAttrValueOf,sysAttr, sysAttrValue, SysAttr-

ValueOf, CR, CCR〉.
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4.3.3 Purpose

Data is collected for certain purposes. For example, for medical care, data may be

collected for registration or diagnosing. Each data accessalso serves a certain pur-

pose. It is necessary to determine purposes for which data iscollected and purposes

of data accesses. The concept of purpose has been highlighted in previous discussion.

In respect of privacy preserving requirements, data owners’ decisions about privacy

protection are highly individual. So we argued that in orderfor the data owners to

access services and use applications while at the same time to have control over their

personal information, privacy protection requires an approach that reflects data own-

ers’ preferences over the disclosure of private information. So the concept of purpose

is integrated into our privacy protection approach. In thissection, the entity of purpose

is formally defined.

Definition 8 [Purpose] denoted asPurpose, is the intention of data collection or data

access.

Purposes are organised in a tree structure, which is called purpose tree. LetPT

denote the purpose tree. Each node represents a purpose inPurpose, and each edge

represents a hierarchical relation between two purposes. These relations are defined

below.

In respect of purposes, some are general, and some are special. There are some

relationships among them. The purposes are organised into purpose tree according to

these relationships. Next we define relationships among purposes.

The nodes in a purpose tree can be classified into general or special according to

the relationships among the nodes.

Definition 9 [Specialisation (Generalisation)] Ifp1, p2 are two nodes in a purpose

tree, then we sayp2 is a specialisation ofp1 (or p1 is a generalisation ofp2) if there

exists a downward path fromp1 to p2.

Specialisation: Purpose×Purpose→ B is a truth-valued function that charac-

terises the specialisation relation.

Generalisation: Purpose×Purpose→ B is a truth-valued function that charac-

terises the generalisation relation.

We have specified the purposes and the relationships among purposes. Next, we

specify the purposes according to data processing stages, including data collections



4.3. MODEL ENTITIES 81

and data accesses. Purposes, depending on their association with objects and subjects,

may be categorised into intended purposes or access purposes, respectively.

Definition 10 [Intended Purpose] is the specified usages for which the dataobjects

are collected.

Intended purpose specifies the property of data objects.

IP: object(OM) ∪ type(OM)→ Purpose-set is a function that returns intended

purposes of a data object or type.

Here,object andtype are defined in object data modelOM, Purposeis the set of

purposes.

Definition 11 [Access Purpose] is intentions for accessing data objects.

Access purpose specifies the property of data accesses.

AuthorisedAccessPurpose AAP : CR(RM) →Purpose-set is a function that

returns authorised access purposes.

The purpose model in our system is defined as follows.

Definition 12 [Purpose Model]

PurposeModel :: purpose : Purpose-set

Specialisation : Purpose× Purpose→ B

Generalisation : Purpose× Purpose→ B

IP : object(OM) ∪ type(OM)→ Purpose-set

AAP : CR(RM)→ Purpose-set

The data structure of purpose modelPM can be represented as a tuple〈purpose,

Specialisation, Generalisation, IP, AAP〉.

4.3.4 Requests, Transactions, and Accesses

This section specifies the entities for accessing data objects, namely, requests, transac-

tions and accesses.

Definition 13 [Request]



82 CHAPTER 4. A PURPOSE-BASED ACCESS CONTROL METHOD

Request :: obj : object(OM)

ap : purpose(PM)

When a conditional rolecr wants to access an objectobj, it makes a request for

the data object with a particular access purposeap. The request is denoted as a 2-

tuple〈obj, ap〉. For example, the request from a GP to access treatment history for the

purpose of diagnosing has the form of〈treatment history, diagnosing〉.
We useReq : Request-set to denote the set of requests in a system.

Current Request CReq: CR(RM) → Req is a function that returns the request

currently presented.

Definition 14 [Transactions] denoted as Transaction, are the executionsor proce-

dures to perform a request.

To ensure an object is accessed in a controlled manner, only specified transactions

may be allowed. For example, the diagnosing request consists of three transactions:

reading treatment history, analysing medical test results, and appending new diagnosis

to the treatment history.

Current Transaction CT: CR(RM)→ Transaction is a function that returns the

transaction currently being performed.

Authorised Transactions AT: Req → Transaction-set is a function returns the

authorised transactions for a request.

Next we define entities about accesses in our system. Model entities related to

object accesses are access modes, necessary access, and current access.

Definition 15 [Access Modes] are the modes of accesses performed on data objects.

Let AccModedenote the set of access modes.AccMode= {create, read, write,

append, delete}
Mode: AccMode-set denotes the set of access modes in a system.

Definition 16 [Necessary Accesses] are the accesses that are needed to achieve an

access purpose.

For access purpose, it has to be defined in advance what accesses are needed to

achieve that access purpose.

NecAcc :: ap : Purpose

tp : type(OM)
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trans : Transaction

x : Mode

NA: NecAcc-set denotes the set of necessary accesses.

Definition 17 [Current Accesses] are accesses that a conditional role is performing.

CurAcc :: cr : CR(RM)

obj : object(OM)

x : Mode

CA: CurAcc-set denotes the set of current accesses.

Then, we can define the access model in our system.

Definition 18 [Access Model]

AccessModel :: Req : Request-set

CReq : CR(RM)→ Req

Trans : Transation-set

CT : CR(RM)→ Trans

AT : Req→ Trans-set

Mode: AccMode-set

NA : NecAcc-set

CA : CurAcc-set

The data structure of access modelAM can be represented as a tuple〈Req, CReq,

Trans, CT, AT, Mode, NA, CA〉.
Having defined the entities in our purpose-based access model, the system state can

be defined.

4.3.5 The State of System

Entities are specified in terms of models in previous sections. The specification of our

approach takes the form of an operation on a state which defines a class or set of valid

states. Well-formed data type invariants are used to limit the defined state further. The

formalisation of the model consists of the specification of system state. System state

consists of the state variables corresponding to the components defined in previous

sections:OM , RM , PM , AM .

A state consists of fields list, invariants, and initialisation. The state space, without

invariant and initialisation condition as yet, is written as follows:
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state PPS of

OM : ObjectDataModel

RM : RoleModel

PM : PurposeModel

AM : AccessModel

inv . . .

init . . .

end

The initialisation condition on the state is defined as:

init σ,{σ.object(OM) = {} ∧ σ.type(OM) = {} ∧
σ.purpose(PM) = {} ∧ σ.AAP (PM) = {7→} ∧
σ.Req(AM) = {} ∧ σ.Trans(AM) = {} ∧
σ.CA(AM) = {} ∧ σ.NA(AM) = {}}
which initiates the entities of object, object type, purpose, request, transaction,

current access, and necessary access with empty sets.

In this section, the entities in purpose-based access control model and the system

state have been introduced. Then we are able to specify privacy requirements in privacy

policy. We will specify the state invariants correspondingto the requirements in next

section, and we will also specify the operations in the model.

4.4 Privacy Invariants and Constraints

In this section, a way to specify privacy requirements with the help of Purpose Based

Access Control Method is described. We will express privacyrequirements in the

privacy policy. The following privacy policy was stated in [FHO98]:

A subject may only have access to personal data if this accessis necessary

to perform its current task, and only if the subject is authorised to perform

this task. The subject may only access data in a controlled manner by per-

forming a transformation procedure, for which the subject’s current task

is authorised. In addition, the purpose of its current task must correspond

to the purposes for which the personal data was obtained or consent must

be given by the data subjects.

There are two important aspects of data access that should beprotected by a privacy-

preserving access control system according to this policy:necessity of data accesses
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and purpose binding of accesses to data.

Using the entities we defined before, and according to the process of data access,

we express privacy requirements in the privacy policy stated above in following invari-

ants (we place the symbol “
′

” behind a state variable to refer to the variable in the new

system state):

We define invariants through the process of data access. First, we define the invari-

ants for the creation of data objects.

(a) Data Collection Invariants

(a1) A data object can be created if and only if it is necessaryfor the conditional role

to fulfill its current request.

Given two successive system statesv, v
′

,

v = (OM , RM , PM , AM),

v
′

= (OM
′

, RM
′

, PM
′

, AM
′

),

(v, v
′

) satisfies privacy invariant-(a1), iff

∀ cr ∈ CR(RM), typej ∈ type(OM), ap ∈ purpose(PM):

obj /∈ object(OM) ∧ 〈obj, ap〉 = CReq(AM)(cr)

∧ 〈ap, typej, CT (AM)(cr), create〉 /∈ NA(AM)

=⇒ obj /∈ object(OM
′

) ∨ TypeOf(OM
′

)(obj) 6= typej

This invariant specifies the necessity of data object creation.

(a2) A data object may be created if and only if the purpose of aconditional role’s

current request match the purpose of the object’s type.

Given two successive system statesv, v
′

,

v = (OM , RM , PM , AM),

v
′

= (OM
′

, RM
′

, PM
′

, AM
′

),

(v, v
′

) satisfies privacy invariant-(a2), iff

∀ cr ∈ CR(RM), typej ∈ type(OM), ap ∈
purpose(PM):

obj /∈ object(OM) ∧ 〈obj, ap〉 = CReq(AM)(cr)

∧ ap /∈ IP (PM)(typej)

=⇒ obj /∈ object(OM
′

) ∨ TypeOf(OM
′

)(obj) 6= typej

This invariant specifies the purpose compliance of data object creation.

Next, we define invariants for the authorisation of conditional role.

(b) Role Authorisation Invariants

These invariants specify the authorisation of conditionalrole, access purpose and

transaction.
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(b1) A user’s current conditional role has to be authorised.

For a system statev = (OM , RM , PM , AM),

v satisfies privacy invariant-(b1), iff

∀ u ∈ user(RM), 〈r, cond〉 ∈ CR(RM):

〈r, cond〉 = CCR(RM)(u) =⇒ r ∈ AR(RM)(u) ∧ cond⇔ true

(b2) A conditional role’s access purpose in its current request has to be authorised for

the conditional role.

For a system statev,

v = (OM , RM , PM , AM),

v satisfies privacy invariant-(b2), iff

∀ cr ∈ CR(RM), 〈obj, ap〉 ∈ Req(AM):

〈obj, ap〉 = CReq(AM)(cr) =⇒ ap ∈ AAP (PM)(cr)

(b3) A conditional role’s current transaction has to be authorised for the conditional

role’s current request.

For a system statev,

v = (OM , RM , PM , AM),

v satisfies privacy invariant-(b3), iff

∀ cr ∈ CR(RM), trans ∈ Trans(AM):

trans = CT (AM)(cr) =⇒ trans ∈ AT (AM)(CReq(AM)(cr))

These invariants specify the authorisation of conditionalrole, access purpose and

transaction.

Next, we define invariants for data access and the deletion ofdata object.

(c) Data Access Constraints

(c1) A conditional role may only have current access to a dataobject if the access

of executing the transaction on the object type is the necessary access for the access

purpose.

For a system statev,

v = (OM , RM , PM , AM),

v satisfies privacy invariant-(c1), iff

∀ cr ∈ CR(RM), obj ∈ object(OM), ap ∈
purpose(PM),x ∈Mode(AM):

〈obj, ap〉 = CReq(AM)(cr) ∧ 〈cr, obj, x〉 ∈ CA(AM)⇒
〈ap, Typeof(OM)(obj), CT (AM)(cr), x〉 ∈ NA(AM)

This invariant specifies the necessity of data access.
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(c2) A conditional role may only have current access to a dataobject, if the purpose of

its current request is compliant to the intended purposes ofthe type of the object.

For a system statev,

v = (OM , RM , PM , AM),

v satisfies privacy invariant-(c2), iff

∀ cr ∈ CR(RM), obj ∈ object(OM), ap ∈
purpose(PM),x ∈Mode(AM):

〈obj, ap〉 = CReq(AM)(cr) ∧ 〈cr, obj, x〉 ∈ CA(AM)⇒
ap ∈ IP (PM)(Typeof(OM)(obj))

This specifies purpose compliance of data access.

(c3) A conditional role may delete a data object, if and only if it is necessary for its

current request.

Given two successive system statesv, v
′

,

v = (OM , RM , PM , AM),

v
′

= (OM
′

, RM
′

, PM
′

, AM
′

),

(v, v
′

) satisfies privacy invariant-(c3), iff

∀ cr ∈ CR(RM), obj ∈ object(OM), ap ∈
purpose(PM):

obj ∈ object(OM) ∧ 〈obj, ap〉 = CReq(AM)(cr)

∧ 〈ap, Typeof(OM)(obj), CT (AM)(cr), delete〉 /∈ NA(AM)

=⇒ obj ∈ Object(OM
′

)

This specifies the necessity of data object deletion.

(c4) A conditional role may delete a data object, if and only if the purpose of its current

request is compliant to the intended purpose of the type of the object.

Given two successive system statesv, v
′

,

v = (OM , RM , PM , AM),

v
′

= (OM
′

, RM
′

, PM
′

, AM
′

),

(v, v
′

) satisfies privacy invariant-(c4), iff

∀ cr ∈ CR(RM), obj ∈ object(OM), ap ∈
purpose(PM):

obj ∈ object(OM) ∧ 〈obj, ap〉 = CReq(AM)(cr)

∧ ap /∈ IP (PM)(Typeof(OM)(obj))

=⇒ obj ∈ object(OM
′

)

This specifies purpose compliance of object deletion.
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The invariant of the system state ofPPS is the conjunction of these expressions,

denoted asinv-PPS. A statev is a privacy-oriented state if and only ifv satisfies the

privacy invariants specified above.

The invariants have been specified in this section. Next we specify the model rules,

and give the proof obligations of model rules.

4.5 Model Rules and Proof Obligations

Model operations are specified using pre-condition predicates, which are predicates on

a single initial state, and two-state post-condition predicates, which are predicates over

the initial and final state values. This type of specificationaims to be implicit, which

means it aims to fix the properties required of the approach without specifying how

they are to be achieved. All operations must preserve any data type invariant that may

exist. They may change the value of the state as long as the newvalue is valid state.

In this section, formal specifications of model rules are given. They specify opera-

tions by which the state variables can be changed. The precondition and the postcon-

dition are used to specify the rules. Proof obligations [BFL+94, Jon87] of operations

show that the operations are satisfiable.

Rule1: create-object

Conditional rolecr requests to create an objectobj with the typetp.

This is specified as following:

create-object(cr : CR(RM), obj, tp : type(OM))

ext rd RM : RoleModel rd PM : PurposeModel

rd AM : AccessModel wr OM : ObjectDataModel

pre obj /∈ object(OM) ∧ 〈obj, ap〉 = CReq(AM)(cr)

∧ ap ∈ IP (PM)(tp) ∧ 〈ap, tp, CT (AM)(cr), create〉 ∈ NA(AM)

post OM
′

= 〈object(OM)∪ {obj}, type(OM), typeAttr(OM), attrV alue(OM),

TypeOf(OM)∪ {obj 7→ tp}, AttrOf(OM), V alueOf(OM)〉
Some notes on the operation specification above: (1) The firstline of the operation

specification is similar to that of a function. (2) The secondpart records those entities

to which an operation has external (ext access. (3) Variable names are preceded by an

indication of whether access is read only (rd) or read and write (wr). (4) The name of

each variable is followed by its type. (5) The truth-valued pre-condition (pre) can refer

only to the values of the parameters, while the post-condition (post) normally refers

to the values of both parameters and result.
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The pre-condition of the operation states thatobj is not already in the set of objects,

and to create objectobj in current request is necessary access. The post-condition

states thatobj in included in the new object data model.

Next, defined symbols representing the operation’s precondition and postcondition

are introduced.

pre-create-object(cr, obj, tp, OM,RM,PM,AM)
def
=

obj /∈ object(OM) ∧ 〈obj, ap〉 = CReq(AM)(cr) ∧ ap ∈ IP (PM)(tp)

∧ 〈ap, tp, CT (AM)(cr), create〉 ∈NA(AM)

post-create-object(obj, tp, OM,OM
′

)
def
=

OM
′

= 〈object(OM)∪{obj}, type(OM), typeAttr(OM), attrV alue(OM),

TypeOf(OM) ∪ {obj 7→ tp}, AttrOf(OM), V alueOf(OM)〉
The following is satisfiability obligation associated withthis operation.

Proof Obligation 1: Operationcreate-object is satisfiable.

create-object-sat

OM : ObjectDataModel; RM : RoleModel;

PM : PurposeModel; AM : AccessModel; inv-PPS;

pre-create-object(cr, obj, tp, OM,RM,PM,AM)

——————————————————————–

∃ obj, tp : type(OM), OM : ObjectDataModel, OM
′

: ObjectDataType ·
post-create-object(obj, tp, OM,OM

′

) ∧ inv-PPS
′

Next we give proof for this satisfiability obligation.

from OM : ObjectDataModel;RM : RoleModel;

PM : PurposeModel;AM : AccessModel; inv-PPS;

pre-create-object(cr, obj, tp, OM,RM,PM,AM)

1 {obj} : object(OM ′)-set

2 object(OM) ∪ {obj} : object(OM ′)-set

3 {obj 7→ tp}: object(OM
′

)→ type(OM
′

)

4 TypeOf(OM) ∪ {obj 7→ tp}: object(OM
′

)→ type(OM
′

)

5 from inv-PPS

5.1 ap ∈ IP (PM)(tp)

5.2 〈ap, tp, CT (AM)(cr), create〉 ∈ NA(AM)

infer object(OM
′

)= object(OM) ∪ {obj} ∧
TypeOf(OM

′

) =TypeOf(OM) ∪ {obj 7→ tp}
6 ∃ obj, tp : type(OM), OM : ObjectDataModel,

OM
′

: ObjectDataModel · inv-PPS
′
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infer ∃obj, tp : type(OM), OM : ObjectDataModel,

OM
′

: ObjectDataType·
post-create-object(obj, tp, OM,OM

′

) ∧ inv-PPS
′

This proof obligation states that there must always be at least one state configu-

ration satisfying the operation’s post-condition whenever the system is in some legal

state and when the operation’s parameters satisfy its pre-condition in that state.

Rule 2: delete-object

Conditional rolecr requests to delete an objectobj.

This is specified as following:

delete-object(cr : CR(RM), obj : object(OM))

ext rd RM : RoleModel rd PM : PurposeModel

wr AM : AccessModel wr OM : ObjectDataModel

pre 〈obj, ap〉 = CReq(AM)(cr) ∧ ap ∈ IP (PM)(TypeOf(OM)(obj))

∧ 〈ap, TypeOf(OM)(obj), CT (AM)(cr), delete〉 ∈ NA

post OM
′

= 〈object(OM)\ {obj}, type(OM), typeAttr(OM), attrV alue(OM),

TypeOf(OM), AttrOf(OM), V alueOf(OM)〉
∧ AM

′

= 〈Req(AM), CReq(AM), T rans(AM), CT (AM), AT (AM),

Mode(AM), NA(AM), CA(AM) \ {CA(AM)∩ {CR× {obj} ×Mode}}〉
Then we give satisfiability obligation for this operation.

Proof Obligation 2: delete-object is satisfiable.

delete-object-sat

OM : ObjectDataModel; RM : RoleModel;

PM : PurposeModel; AM : AccessModel; inv-PPS;

pre-delete-object(cr, obj, OM,RM,PM,AM)

——————————————————————-

∃ obj : object(OM), OM : ObjectDataModel, OM
′

: ObjectDataModel,

AM : AccessModel, AM
′

: AccessModel ·
post-delete-object(obj, OM,OM

′

, AM,AM
′

) ∧ inv-PPS
′

with pre-delete-object(cr, obj, OM,RM,PM,AM) and

post-delete-object(obj, OM, OM
′

, AM , AM
′

) defined as:

pre-delete-object(cr, obj, OM,RM,PM,AM)
def
=

〈obj, ap〉 = CReq(AM)(cr) ∧ ap ∈ IP (PM)(TypeOf(OM)(obj))

∧ 〈ap, TypeOf(OM)(obj), CT (AM)(cr), delete〉 ∈ NA

post-delete-object(obj, OM,OM
′

AM,AM
′

)
def
=

OM
′

= 〈object(OM)\ {obj}, type(OM), typeAttr(OM), attrV alue(OM),
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TypeOf(OM), AttriOf(OM),V alueOf(OM)〉
∧ AM

′

= 〈Req(AM), CReq(AM), T rans(AM), CT (AM), AT (AM),

Mode(AM), NA(AM), CA(AM)\ {CA(AM) ∩ {CR(RM)× {obj}
×Mode(AM)}}〉

The proof of the satisfiability obligation is that ofRule 1 with the substitution of

privacy invariant (c3) and (c4) for privacy invariant (a1) and (a2).

Rule 3: get-access

Conditional rolecr requests that access objectobj in modex be enabled,x ∈
{read, write, append}.

get-access(cr : CR(RM), obj : object(OM), x : Mode)

ext rd RM : RoleModel rd PM : PurposeModel

wr AM : AccessModel rd OM : ObjectDataModel

pre 〈obj, ap〉 = CReq(AM)(cr) ∧ 〈ap, Typeof(OM)(obj), CT (AM)(cr), x〉 ∈
NA(AM) ∧ ap ∈ IP (Typeof(obj))

post AM
′

= 〈Req(AM), CReq(AM), T rans(AM), CT (AM), AT (AM),Mode(AM),

NA(AM), CA(AM) ∪ {〈cr, obj, x〉}〉
The proof of the satisfiability obligation is that ofRule 1 with the substitution of

privacy invariant (c1) and (c2) for privacy invariant (a1) and (a2).

Rule 4: release-access

Conditional rolecr requests that access objectobj in modex be disabled,x ∈
{read, write, append}.

release-access(cr : CR(RM), obj : object(OM), x : Mode)

ext rd RM : RoleModel rd PM : PurposeModel

wr AM : AccessModel rd OM : ObjectDataModel

pre 〈obj, ap〉 = CReq(AM)(cr)

post AM
′

= 〈Req(AM), CReq(AM), T rans(AM), CT (AM), AT (AM),Mode(AM),

NA(AM), CA(AM) \ {〈cr, obj, x〉}〉
The proof of the satisfiability obligation is that ofRule 1 with the substitution of

privacy invariant (c1) and (c2) for privacy invariant (a1) and (a2).

Rule 5: execute-transaction

Conditional rolecr requests to execute transactiontrans

execute-transaction(cr : CR(RM), trans : Trans(AM))

ext rd RM : RoleModel wr AM : AccessModel

pre trans ∈ AT (AM)(CReq(AM)(cr)) ∧ CT (AM)(cr) = Nil

post AM
′

= 〈Req(AM), CReq(AM), T rans(AM), {trans},AT (AM),Mode(AM),
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NA(AM), CA(AM)〉
The proof of the satisfiability obligation is that ofRule 1 with the substitution of

privacy invariant (c1) and (c2) for privacy invariant (a1) and (a2).

Rule 6: exit-transaction

Conditional rolecr requests to exit its current transactiontrans.

exit-transaction(cr : CR(RM), trans : Trans(AM))

ext rd RM : RoleModel wr AM : AccessModel

rd OM : ObjectDataModel

pre 〈obj, ap〉 = CReq(AM)(cr)

post AM
′

= 〈Req(AM), CReq(AM), T rans(AM), Nil,AT (AM),Mode(AM),

NA(AM), CA(AM) \ {CA(AM)∩ {{cr} × object(OM)×Mode(AM)}}〉
The proof of the satisfiability obligation is that ofRule 1 with the substitution of

privacy invariant (c1) and (c2) for privacy invariant (a1) and (a2).

Rule 7: change-current-request

Conditional rolecr requests that its current request be changed toreq.

change-current-request(cr : CR(RM), req : Req(AM))

ext rd RM : RoleModel rd PM : PurposeModel

wr AM : AccessModel rd OM : ObjectDataModel

pre 〈obj, ap〉 = req ∧ ap ∈ AAP (PM)(cr) ∧ CT (AM)(cr) = Nil

post AM
′

= 〈Req(AM), req, T rans(AM), Nil, AT (AM),Mode(AM),

NA(AM), CA(AM)〉
The proof of the satisfiability obligation is that ofRule 1 with the substitution of

privacy invariant (c1) and (c2) for privacy invariant (a1) and (a2).

The followingRules 8-19are management operations, and they are performed by

privacy officer. Since they don’t create, delete, or access objects, they won’t change

the satisfiability of invariants.

Rule 8: add-NA

Conditional rolecr requests to add the tuple〈api, typej, transk, x〉 to NA.

add-NA(cr : CR(RM), 〈api, typej, transk, x〉)
ext rd RM : RoleModel wr AM : AccessModel

pre cr = privacy-officer ∧ 〈api, typej, transk, x〉 /∈ NA(AM)

post AM
′

= 〈Req(AM), CReq(AM), T rans(AM), CT (AM),AT (AM),Mode(AM),

NA(AM) ∪ {〈api, typej, transk, x〉}, CA(AM)〉
Rule 9: delete-NA

Conditional rolecr requests to delete the tuple(api, typej, transk, x) from NA.
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delete-NA(cr : CR(RM), 〈api, typej, transk, x〉 : NA(AM))

ext rd RM : RoleModel rd PM : PurposeModel

wr AM : AccessModel rd OM : ObjectDataModel

pre cr = privacy-officer ∧ (∀ cri ∈ CR(RM), a ∈Mode, ap ∈ purpose(PM),

obj ∈ object(OM): 〈obj, ap〉= CReq(AM)(cri)∧ 〈cri, obj, a〉 ∈ CA(AM)⇒
〈ap, TypeOf(OM)(obj), CT (AM)(cri), a〉 6= 〈api, typej, transk, x〉)

post AM
′

= 〈Req(AM), CReq(AM), T rans(AM), CT (AM),AT (AM),Mode(AM),

NA(AM) \ {〈api, typej, transk, x〉}, CA(AM)〉
Rule 10: add-request

Conditional rolecr requests to add the tuple〈obj, ap〉 to Req.

add-request(cr : CR(RM), 〈obj, ap〉)
ext rd RM : RoleModel rd PM : PurposeModel

wr AM : AccessModel

pre cr = privacy-officer ∧ 〈obj, ap〉 /∈ Req(AM)

post AM
′

= 〈Req(AM) ∪ {〈obj, ap〉}, CReq(AM), T rans(AM), CT (AM),

AT (AM) ∪ {〈obj, ap〉 7→ Nil},Mode(AM), NA(AM), CA(AM)〉
Rule 11: delete-request

Conditional rolecr requests to delete the tuple〈obj, ap〉 from Req.

delete-request(cr : CR(RM), 〈obj, ap〉 : Req(AM))

ext rd RM : RoleModel rd PM : PurposeModel

wr AM : AccessModel rd OM : ObjectDataModel

pre cr = privacy-officer ∧ (∀ cri ∈ CR(RM) : CReq(AM)(cri) 6= 〈obj, ap〉)
post AM

′

= 〈Req(AM) \ {〈obj, ap〉}, CReq(AM), T rans(AM), CT (AM),

AT (AM),Mode(AM), NA(AM)\{NA(AM)∩{{ap}×{TypeOf(OM)(obj)}×
Trans(AM)×Mode}}, CA(AM)〉

Rule 12: add-type

Conditional rolecr requests to define an object typetp.

add-type(cr : CR(RM), tp)

ext rd RM : RoleModel rd PM : PurposeModel

rd AM : AccessModel wr OM : ObjectDataModel

pre cr = privacy-officer∧ tp /∈ type(OM)

post OM
′

= 〈object(OM), type(OM) ∪ {tp}, typeAttribute(OM),

attributeV alue(OM), TypeOf(OM),AttributeOf(OM), V alueOf(OM)〉
Rule 13: delete-type

Conditional rolecr requests to deletetp from type(OM).
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delete-type(cr : CR(RM), tp : type(OM))

ext rd RM : RoleModel rd PM : PurposeModel

wr AM : AccessModel wr OM : ObjectDataModel

pre cr = privacy-officer∧ (∀ obj ∈ object(OM) : TypeOf(obj) 6= tp)

post OM
′

= 〈object(OM), type(OM) \ {tp}, typeAttribute(OM),

attributeV alue(OM), TypeOf(OM),AttributeOf(OM),V alueOf(OM)〉∧
AM

′

= 〈Req(AM), CReq(AM), T rans(AM), CT (AM),AT (AM),Mode(AM),

NA(AM)\{NA(AM)∩{purpose(PM)×{TypeOf(OM)(obj)}× Trans(AM)×
Mode}}, CA(AM)〉

Rule 14: add-purpose

Conditional rolecr requests to add the purposep to purpose(PM).

add-purpose(cr : CR(RM), p)

ext rd RM : RoleModel wr PM : PurposeModel

pre cr = privacy-officer∧ p /∈ purpose(PM)

post PM
′

= 〈purpose(PM)∪{p}, Specialisation(PM), Generalisation(PM), IP (PM),

AAP (PM)〉
Rule 15: delete-purpose

Conditional rolecr requests to delete the purposep from purpose(PM).

delete-purpose(cr : CR(RM), p : purpose(PM))

ext rd RM : RoleModel wr PM : PurposeModel

rd AM : AccessModel rd OM : ObjectDataModel

pre cr = privacy-officer∧ (∀ obj ∈ object(OM) : p /∈ IP (PM)(TypeOf(OM)(obj)))∧
(∀ tp ∈ type(OM) : p /∈ IP (PM)(tp)) ∧ (∀ 〈obj, ap〉 ∈ Req(OM) : ap 6= p)

post PM
′

= 〈purpose(PM)\{p}, Specialisation(PM), Generalisation(PM), IP (PM),

AAP (PM)〉
Rule 16: add-authorised-transaction

Conditional rolecr requests to authorise transactiontransj to requestreqi.

add-authorised-transaction(cr : CR(RM), reqi : Req(AM), transj : Trans(AM))

ext rd RM : RoleModel wr AM : AccessModel

pre cr = privacy-officer ∧ transj /∈ AT (AM)(reqi)

post AM
′

= 〈Req(AM), CReq(AM), T rans(AM), CT (AM), AT (AM)∪
{reqi 7→ transj},Mode(AM), NA(AM), CA(AM)〉

Rule 17: delete-authorised-transaction

Conditional rolecr requests to revoke transactiontransj from requestreqi.

delete-authorised-transaction(cr : CR(RM), reqi : Req(AM), transj : Trans(AM))
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ext rd RM : RoleModel wr AM : AccessModel

pre cr = privacy-officer ∧ (∀ cri : CT (AM)(cri) 6= transj ∨ CReq(AM) 6=
reqi)

post AM
′

= 〈Req(AM), CReq(AM), T rans(AM), CT (AM), AT (AM)\
{reqi 7→ transj},Mode(AM), NA(AM), CA(AM)〉

Rule 18: create-transaction

Conditional rolecr requests to add a new transactiontransj.

create-transaction(cr : CR(RM), transj)

ext rd RM : RoleModel wr AM : AccessModel

pre cr = privacy-officer ∧ transj /∈ Trans(AM)

post AM
′

= 〈Req(AM), CReq(AM), T rans(AM) ∪ {transj}, CT (AM),

AT (AM),

Mode(AM), NA(AM), CA(AM)〉
Rule 19: delete-transaction

Conditional rolecr requests to delete a transactiontransj from Trans(AM).

delete-transaction(cr : CR(RM), transj : Trans(AM))

ext rd RM : RoleModel wr AM : AccessModel

pre cr = privacy-officer ∧ (∀ cri : CT (AM)(cri) 6= transj)

post AM
′

= 〈Req(AM), CReq(AM), T rans(AM)\{transj}, CT (AM),AT (AM),

Mode(AM), NA(AM), CA(AM)〉
We have defined a statev as a privacy-oriented state if it satisfies the privacy invari-

antsinv-PPS. From the specification and satisfiability obligation proofs of the model

rules, for the systemPPS starting from initial stateσ, sinceσ satisfiesinv-PPS, and

modelRules 1-19 maintain the invariantsinv-PPS, we can conclude thatPPS is a

privacy-oriented system.

4.6 Access Control Mechanism

The authorisation process in the purpose based access control method is illustrated in

Figure 4.1. When a data user requests to access certain data object, access control is

to be checked first and corresponding data policy, includingdata owner’s preferences,

are retrieved from privacy management system. Access control is checked based on

conditional roles activated, the subjects invoked by thoseroles to access data, and

role-subject mapping. If the request passes the role check,then data purposes is to be

checked against the access purpose. If access purpose is compliant with the intended
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Figure 4.1: Authorisation Process of Purpose Based Access Control
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purpose, then conditions are to be checked. If the request passes this procedure, then

access is granted. Otherwise, access is denied. All data access requests should be

logged in the audit trail.

4.7 Analysis of the Purpose Based Access Control Method

The purpose based access control approach was designed to enforce legal privacy re-

quirements, such as necessity of data processing and purpose binding. In this section,

we discuss issues related to the proposed method.

4.7.1 Purpose in Access Request

There is a close relation between the notion of purpose in privacy policies and the

notion of role in RBAC. A role in RBAC can be defined as a set of actions and re-

sponsibilities associated with a particular activity [SS94]. Purpose in privacy policies

is defined as a reason for data collection and use [CLM+02b], and business purposes

can be identified through task definition within an organisation’s IT systems and appli-

cations [PAS02]. Here, a close relation can be observed between what responsibility

a user has (can be modeled as role) and its associated tasks for fulfilling the responsi-

bilities (can be modelled as purpose). On the other hand, fulfilling the tasks requires

access to data, which is represented by permissions in RBAC.The similarities between

them tend to make it difficult to make distinction in some situations. For example, or-

der processing in a store can be modelled as a specific role compared to widely scoped

roles (as described in [SdV01]), as well as a purpose for accessing customer record

(as described in [KS02]). Roles are usually derived based onorganisational positions

and responsibilities. But purposes have no relation to organisational structure, but to

functions.

Some may argue that the role entity itself can support both notions of role and

purpose, by having structural and functional roles respectively. In such an approach,

the model needs to deal differently with those two role typesby allowing:

• assignment of permissions only to functional roles,

• inherence of functional roles by structural roles,

• assignment of users only to structural roles.
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Moreover, comparing to RBAC, the authorisation mechanism use assertion of pur-

pose as a part of access request. That feature is not supported in standard RBAC, as

access check is only based on session and requested permission [FK92]. Therefore,

the access checking function in the standard RBAC needs to bechanged to be aware

of the access purpose.

4.7.2 Purpose Management

Access control methods that support privacy protection usually require a user to indi-

cate the purpose of accessing information as one of the access request parameters. The

indicated purpose is then used to check for compliance with policies in the system and

preferences set by data owners.

The drawback in existing approaches is that users can indicate any purpose for in-

formation access without any restriction. Although the indicated purpose is checked

against the policy, but that freedom makes system very vulnerable to misuse of data for

purposes not really related to a role. That can happen with the existence of a simple er-

ror in the policy rules, which is not unlikely in practice considering the presence of role

and purpose hierarchies. This problem can be solved in that the user cannot use data

for a purpose without first having been authorised for that purpose. Such authorisation

is possible only for those purposes assigned to the user’s currently active roles. These

assignments come from the fact that any role has a restrictedset of responsibilities and

functionalities, which will define purposes for privacy-sensitive information access.

4.7.3 Expressibility

The method decreases the expression complexity by avoidingrules involving multiple

entities, namely roles, purpose, and permission. The core part of privacy policies usu-

ally state purposes for and circumstances under which collected data would be used,

and the extent of use of personal information may differ based on the purpose of use.

For example, health record of a job applicant may be used for the purpose of approval

of qualification for a special job requiring certain degree of health, without disclosing

details. However, the details may be used for the purpose of treatment of that person

as a patient. Expressibility challenge may arise in a scenario where different roles with

the same purpose can have different accesses.

Consider the following scenario in a healthcare scenario. The role senior re-

searchercan access complete profiles of specific patients with the purposeresearch,
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with previous consent. However, the roleresearch assistantwith the same purpose

should only have access to limited profiles. But if purposes are defined fine-grained

enough in the system, there would not be an expression problem most of the time. For

the aforementioned scenario, although both accesses by roles senior researcher and re-

search assistant have the purposeresearchat high level, they can be categorised into

the more fine grained purposescomplete researchand limited research, respectively.

If purposes are not easy to define in a scenario, the method cancope with the issue by

allowing predicates based on conditional role, such as the specialty of roles. Therefore,

permissions can be assigned with purposes based on the user’s active conditional roles.

4.7.4 Sticky Policies

The sticky policy paradigm [KSW03] is a flexible approach forprivacy policies. In that

approach, policies are defined and maintained for each data item. Therefore, privacy

policies can be different for different instances of the same data type. We argue that

it is less probable to be followed by organisations. The maindrawback is that the

organisations would loose its centralised control over access control policies once the

policy is stuck to the data. That is not preferred since the access control policy may

require changes due to revision of high-level policies, or frequent improvement of the

access control policy itself. Moreover, the storage and processing of access control

policies will be very expensive in the case of using sticky policy approach.

4.8 Chapter Summary

This chapter described our basic privacy preserving accesscontrol method. It uses

purpose to combine authorisation and data accesses. The framework presented in this

approach captures the essential features such as referenced by Byun et al [BBL05,

BL08] and Fischer-Hubner et al [FHO98].

The entities of the model were formally specified, includinga data object model,

users and roles, purposes, and request, transactions, and accesses. With these entities it

is possible to present invariants corresponding to privacyrequirements. These invari-

ants are defined through the data processing stages, which consists of data collection,

role authorisation, and data accesses. In order to completethe access control model,

specifications of operations and their proof obligations have also been investigated. We

have shown how this is achieved using VDM.



Chapter 5

A Case Study of Privacy Protection

Specification

5.1 Chapter Introduction

The specification of a privacy preserving approach in a medical care scenario is pre-

sented in this chapter. The purpose-based privacy model proposed in Chapter 4 is

used to specify the privacy protection approach. Real worldmedical care systems are

generally large and overly complex. Designing privacy-preserving approaches for such

systems is a challenging task. In this chapter, we present a privacy-preserving approach

for personal information management system in an imaginaryhospital scenario. The

specification covers the privacy protection for patients throughout the medical record

handling process, while complying with most aspects of healthcare practice. The ba-

sic problem analysis is provided to the extent that the scenario is simplified and part

of personal data processing in a hospital environment is specified. Nonetheless the

material presented here should provide a good indication ofhow formal specification

techniques could be integrated into traditional requirements analysis approach.

This chapter is organised as follows: Section 5.2 describesthe informal require-

ments for the data handling process; Section 5.3 presents ananalysis of the require-

ments using entity relationship modeling and the various operations are also identified;

from this an outline specification structure is derived in Section 5.4, and the analysis

of the specification against privacy requirements is presented; in Section 5.5, a com-

parison with two other specification case studies is presented; and concluding remarks

are included in Section 5.6.

100
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5.2 Data Handling Process

In this medical care scenario, we consider a patient’s medical record handling for the

medical treatment in a hospital. Patient’s personal data isprocessed following the

subsequent steps:

• Patient admission

• Diagnosis and treatment suggestions by an examination specialist

• Treatment by a therapy or transfer to another medical treatment centre or care

ward

• Patient discharge

• Transfer of billing information to the patient’s health insurance company

From the system’s point of view, during and after the patient’s stay in hospital,

with the consideration of privacy requirements, the patient’s data is processed by the

following steps:

• An admission staff member (with the access purpose “admission”) creates a file

for the patient’s admission data withcreate, collects administrative, social, de-

mographic and insurance information about the patient and writes it into the pa-

tient’s admission data file by using an editor. He creates a treatment history file

with the operationcreateand appends the action “admission” to the treatment

history.

• The examination specialist (with the access purpose “diagnosing”) creates a di-

agnosis file and uses the editor to write and change his diagnosis. Then he cre-

ates a treatment suggestion file for this patient and writes into it with an editor,

changing it when necessary. Finally, he appends his actionsto the treatment

history file. If necessary, he can transfer a patient to another specialist, medical

treatment centre or care ward (with the access purpose “treatment transfer” or

“care transfer”). For a patient transfer he can transfer diagnosis and treatment

suggestions data by using the transfer programs.

• The therapist (with the access purpose “therapy”) reads thetreatment sugges-

tions, treats the patient and appends his treatment actionsto the treatment his-

tory.
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• When the treatment has been completed, the patient is discharged by an admis-

sion staff member, who makes last entries to the patient’s admission data and

treatment history data by using the append editor.

• At last, a billing staff member (with the access purpose “billing”) reads the treat-

ment history and creates and edits the billing data file, which he transfers to the

patient’s medical insurance company by using the data transfer program.

• With the purpose “statistical analysis”, diagnoses and treatment histories data

can be read by the researcher’s statistic program in order tocalculate statistical

data. However, access to these files for research purposes isonly permitted if the

patients in question have given their consents. Statistical data files can only be

created, changed and deleted by users performing the current transaction statis-

tical analysis.

5.3 Requirements Analysis and Entity Identification

In this section, we undertake an analysis on the requirements in order to get a feel for

the structure of the problem and to extract entities. Requirements analysis provides a

framework for examining the given requirements and extracting entities and the rela-

tionships that exist among those entities. Having identified entities, their attributes and

relationships, the operations required are tabulated. When producing a VDM speci-

fication, we are required to design a state model which captures the essential entities

and entity relationships. Operations are then specified using the state model.

5.3.1 Privacy Requirements

In the imaginary hospital scenario, the privacy model can protect personal patient data

by enforcing the privacy principals ofnecessity of data processingandpurpose bind-

ing. In particular, the personal data processing of patient-related data in the areas of

medical treatment, administration and care should be separated as far as possible. For

example, administration personnel should not have access to medical data and doc-

tors (physicians) should not have access to billing data. Diagnosis data and treatment

suggestions may be transferred to another medical treatment centre or care ward. Re-

searchers may use patient data for statistical (research) purposes, if the patients have

given their consent. Besides, billing information is transferred to the patient’s insur-

ance companies.
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Admin MedTreat Care Research

Registration Diagnosing Care Transfer Statistical Analysis

Admission Prescribing

Billing Therapy

Data transfer Treatment Transfer

Table 5.1: Purposes in a Medical Care Scenario

5.3.2 Entity Identification

The organisation of a hospital is divided into the areas of medical treatment, care,

administration and research.Object denotes the set of data objects in the system,

which are then categorised into object types ofregistration data, admission data, treat-

ment history, diagnosis, prescription, treatment suggestions, billing data, andstatis-

tical data. Object types are denoted asObject-set. Attributes associated with object

types and their values are denoted asTypeAttr andAttrV alue respectively.

Appropriate purposes for separating the main areas in a hospital are:administration

(admin), medical treatment(medTreat), care(care) andresearch(research). These

main purposes can be further divided into sub-purposes, as shown in Table 5.1. The

set of purposes is denoted asPurpose. Table 5.2 illustrates intended purpose for data

objects in the medical care scenario.

Users in the hospital, denoted asUser, are assigned roles which are denoted as

Role. Roles in the system includeregistration staff, examination specialist, therapist,

billing staff, andresearcher. Roles are authorised for certain access purposes. Table 5.3

illustrates the roles and their authorised access purposesin a medical care scenario.

Personal data objects are processed by the transactions as in Table 5.4, which is

denoted asTransaction. Then the next step is the definition of authorised transactions

for access purposes, as in Table 5.5. Necessary accesses (denoted asNA) are then

defined as in Table 5.6. Possible access modes arecreate, read, write, append, and

delete.

Transctions describe changes of state variables that may take place. They are di-

vided into general transactions, which execute objects accesses, and privileged trans-

actions, which administrate and define access control information. Privileged transac-

tions must be managed by aprivacy officer.
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Object Types Intended Purposes Content

Registration Data registration Demographic information about a
patient

Admission Data admission Administrative, social, and insur-
ance information about a patient

Treatment History admission, medTreatTreatment history

Diagnosis diagnosing Diagnosis data

Prescription prescribing, billing Prescription data

Treatment Suggestionsdiagnosing, therapy Instructions for surgeons and thera-
pists

Billing Data billing Billing information about a patient
and his medical treatment

Statistics statistical analysis Statistical data

Table 5.2: Object Types and Intended Purposes in a Medical Care Scenario

Roles Access Purposes

Registration staff registration, admission

Examination specialist diagnosing, therapy, prescribing, treatment transfer

Therapist therapy, treatment transfer, care transfer

Billing staff billing, data transfer

Researcher statistical analysis

Table 5.3: Roles and Access Purposes in a Medical Care Scenario
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Transaction Usage

Create Creation of personal data file of a specified type

Append Appending text to an existing file

Edit Reading and writing a text file

Display Reading a text file and displaying it on the screen

Delete Deletion of a file

Transfer Data transfer by interprocess communication

Statistic Reading files, calculating and writing statistics

Table 5.4: Transactions in a Medical Care Scenario

5.4 System Specification

In Section 5.3 we examined the requirements using the entityrelationship analysis

approach. This yielded a number of entities and associated attributes as well as a list of

operations. That analysis provides a framework for producing a formal specification of

the information system. We specify the set of entities and identify entity models. The

entity models are derived from the analysis on the entities and the entity relationships

already undertaken in Section 5.3. We will also list the operations identified in previous

section.

5.4.1 Specification of Entities

With the reference to Section 4.3, the entity models are specified as follows:

ObjectDataModel :: object : Object-set

type : (Object-set)-set

typeAttr : TypeAttr-set

attrV alue : AttrV alue-set

TypeOf : Object→ Object-set

AttrOf : Object-set→ TypeAttr-set

V alueOf : Object× TypeAttr → AttrV alue

The object data modelOM in our system has the typeObjectDataModel

RoleModel :: role : Role-set

user : User-set

UserRole : User ↔ Role
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Access Purpose Authorised Transactions

registration Create, Edit

diagnosing Create, Append, Edit, Display

therapy Display, append

treatment transfer Transfer

prescribing Append, Display

care transfer Transfer

admission Create, Edit

billing Edit, Display

data transfer Transfer

statistical analysis Create, Edit, Statistic

Table 5.5: Authorised Transactions for Access Purposes in aMedical Care Scenario

AR : User → Role-set

roleAttr : RoleAttr-set

roleAttrV alue : RoleAttrV alue-set

RoleAttrV alueOf : Role × RoleAttr→ RoleAttrV alue

sysAttr : SysAttr-set

sysAttrV alue : SysAttrV alue-set

SysAttrV alueOf : SysAttr→ SysAttrV alue

CR : CondRole-set

CCR : User → CR

The role modelRM in our system has the typeRoleModel.

PurposeModel :: purpose : Purpose-set

Specialisation : Purpose× Purpose→ B

Generalisation : Purpose× Purpose→ B

IP : object(OM) ∪ type(OM)→ Purpose-set

AAP : CR(RM)→ Purpose-set

The purpose modelPM in our system has the typePurposeModel.

AccessModel :: Req : Request-set

CReq : CR(RM)→ Req

Trans : Transation-set
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Access Purpose Object Type Transactions Accesses

admission Admission data Create create

′′ ′′ Edit read, write, append

′′ Treatment history Create create

′′ ′′ Append append

diagnosing Diagnosis Create create

′′ ′′ Edit read, write, append

′′ ′′ Display read

′′ Treatment history Append append

′′ Treatment suggestionsCreate create

′′ ′′ Edit read, write, append

therapy Treatment history Display read

′′ Treatment suggestionsAppend append

treatment transfer Diagnosis Transfer read, write, append

′′ Treatment suggestionsTransfer read, write, append

prescribing Precription Create create

′′ ′′ Append append

care transfer Diagnosis Transfer read, write, append

′′ Treatment suggestionsTransfer read, write, append

billing Treatment history Display read

′′ Billing data Create create

′′ ′′ Edit read, write, append

data transfer Billing data Transfer read, write, append

statistics Statistics Create create

′′ ′′ Edit read, write, append

′′ ′′ Delete delete

′′ Diagnosis Statistic read

′′ Treatment history Statistic read

Table 5.6: Necessary Accesses in a Medical Care Scenario
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CT : CR(RM)→ Trans

AT : Req→ Trans-set

Mode: AccMode-set

NA : NecAcc-set

CA : CurAcc-set

The access modelAM in our system has the typeAccessModel.

5.4.2 Medical Care System and Operations

The medical care system state can be specified as:

state MCS of

OM : ObjectDataModel

RM : RoleModel

PM : PurposeModel

AM : AccessModel

inv . . .

init . . .

end

where the initialisation condition on the state is:

init σ,{σ.object(OM) = {} ∧ σ.type(OM) = {} ∧
σ.purpose(PM) = {} ∧ σ.AAP (PM) = {7→} ∧
σ.Req(AM) = {} ∧ σ.Trans(AM) = {} ∧
σ.CA(AM) = {} ∧ σ.NA(AM) = {}}
General operations regarding medical record include:create-admission-data,

edit-admission-data, create-treatment-history, append-treatment-history, create-

diagnosis, edit-diagnosis, display-diagnosis, create-treatment-suggestion, edit-

treatment-suggestion, transfer-diagnosis, transfer-treatment-suggestions, create-

billing-data, edit-billing-data, create-statistics, edit-statistics, delete-statistics,

execute-transaction, exit-transaction, andchange-current-request.

Privileged operations include:add-NA, delete-NA, add-request, delete-request,

add-type, delete-type, add-purpose, delete-purpose, create-transaction, delete-

transaction, add-authorised-transaction, anddelete-authorised-transaction.

The operations listed above are instances of model rules specified in the purpose

based access control model in Chapter 4. For example,create-admission-data is a

particular instance ofRule 1 create-object for object typeadmission-data. It is then

specified as:
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create-admission-data(cr : CR(RM), obj, admission-data: type(OM))

ext rd RM : RoleModel rd PM : PurposeModel

rd AM : AccessModel wr OM : ObjectDataModel

pre obj /∈ object(OM) ∧ 〈obj, ap〉 = CReq(AM)(cr)

∧ ap ∈ IP (PM)(admission-data)

∧ 〈ap,admission-data,CT (AM)(cr), create〉 ∈ NA(AM)

post OM
′

= 〈object(OM)∪ {obj}, type(OM), typeAttr(OM), attrV alue(OM),

TypeOf(OM)∪ {obj 7→ admission-data}, AttrOf(OM), V alueOf(OM)〉
The determined operations as instantiations of more generic model rules specified

in Chapter 4 are listed in Table 5.7. Note that operations in the third row are about

data objects access, and they consist of instantiations of both get-access andrelease-

access.

A statev is a privacy-oriented state if it satisfies the privacy invariantsinv-PPS

in Section 4.4. From the specification and analysis on the relationships between oper-

ations ofMCS and the model rules, for the systemMCS starting from initial stateσ,

sinceσ satisfiesinv-PPS, and modelRules 1-19 maintain the invariantsinv-PPS,

we can conclude thatMCS is a privacy-oriented system.

5.5 Comparisons

In Chapter 3, we have analysed some related work on privacy protection specification

based on access control. But there are not many researches provided case studies to

illustrate the application of specifications. In this section we compare our case study

with two other case studies provided by related work - PARBAC[He03] and task-based

access control [FHO98] approaches.

PARBAC and task-based access control approaches both provided case studies in

healthcare sector. The case study of PARBAC illustrated a simplified scenario in an

online drug store. It briefly described the data collected bythe store and the privacy

policy of the store, and then listed model entities, including users, roles, domains, sub-

jects, tasks, purposes, and entity relationship mappings among entities. Based on the

authorisation process, it then examined two example requests from data users and anal-

ysed whether these requests will be granted or denied access. The case study of task

based access control method described privacy protection in a hospital. It listed some

entities in the scenario, including purposes, possible tasks, object classes of personal

patient data, transformation procedures, and necessary accesses.



110CHAPTER 5. A CASE STUDY OF PRIVACY PROTECTION SPECIFICATION

Operations Model Rules

create-admission-data,

create-treatment-history,

create-treatment-suggestion,

create-billing-data, create-diagnosis,

create-statistics

create-object

delete-statistics delete-object

edit-diagnosis, display-diagnosis,

edit-treatment-suggestion,

transfer-diagnosis,

transfer-treatment-suggestions,

edit-billing-data, edit-statistics

get-access,

release-access

execute-transaction execute-transaction

exit-transaction exit-transaction

change-current-request change-current-request

add-NA add-NA

delete-NA delete-NA

add-request add-request

delete-request delete-request

add-type add-type

delete-type delete-type

add-purpose add-purpose

delete-purpose delete-purpose

add-authorised-transaction add-authorised-transaction

delete-authorised-transaction delete-authorised-transaction

create-transaction create-transaction

delete-transaction delete-transaction

Table 5.7: Operations as instantiations of Model Rules
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Our work goes beyond these two case studies by specifying theprivacy protec-

tion for patients throughout the medical record handling process while complying with

most aspects of healthcare practice. The two case studies given by PARBAC and task

based method are both very elementary. For example, PARBAC just lists some model

entities and two example requests, while task-based methodonly gives a simple de-

scription of possible entities in a hospital scenario. Theyare descriptions rather than

illustrations of the application of specifications. Our case study covers the informal

requirements for the data handling process, and by analysing the requirements, identi-

fies the entities and their relationships, and the various operations. The analysis on the

specification and operations against privacy requirementsis also presented in our work.

This analysis links the exemplar scenario to the generic specification of purpose-based

access control method, thus makes the case study a good illustration of the application

of purpose-based access control method in medical care scenario.

5.6 Chapter Summary

This chapter presented a case study of formal specification in the development of a

privacy preserving system in a medical care scenario. In thesimplified hospital sce-

nario, the basic problem analysis was provided and personaldata handling process was

specified. The entities were identified and specified, and thespecification and opera-

tions were analysed against privacy requirements. Comparison was made against case

studies in two other privacy protection specification work.The case study provided

a good indication of how formal specification techniques could be integrated into tra-

ditional requirements analysis approach, and showed how aninitial specification can

be formed and then manipulated in a rigorous way through the careful introduction of

design detail in the form of data structure and operations.



Chapter 6

Privacy in Distributed Collaborative

Computing

6.1 Chapter Introduction

Previously in Chapter 4, we have presented a purpose based access control model. It

consists of the following entities:data objects, users and roles, purposes, anddata

accesses. The privacy policy defines a set of rules. Each rule regulates a set of data

users about accessing data objects for certain purposes. These rules are analysed and

specified into invariants of the model. The model lays out a mechanism to protect data

owner’s privacy within an organisation.

We analyse the design considerations for privacy preservation in distributed collab-

orative environments in this chapter. Distributed computing environments pose further

challenges. The first consideration is to overcome limitations of object type in the pur-

pose based access control approach. The key problem addressed for this part is how to

ensure that personal information is accessed from two or more parties only if agreed

privacy policies and privacy preferences are satisfied. Thesecond consideration is to

provide mechanisms for facilitating privacy policies matching and privacy preference

compliance among distributed collaborative organisations.

The chapter is organised as follows: Section 6.2 provides a motivating scenario for

privacy protection in distributed computing environment;Section 6.3 analyses model

entities according to the structure of the model; Section 6.4 presents notions relevant

to the discussion; Section 6.5 discusses related work; Section 6.6 specifies the purpose

based access control model for distributed collaborative organisations; and Section 6.7

presents privacy policies matching in a federation.

112
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Figure 6.1: A Motivating Healthcare Scenario

6.2 Motivating Scenario

Health care providers and payers conduct many transactionselectronically. They main-

tain large volumes of confidential health information alongwith other sensitive per-

sonal and financial data. In this arena an individual’s personal information includes

his/her medical records, which is made up of (often disjoint) treatment records from

different health institutions. Privacy of medical recordsand medical-related personal

information requires particular attention. To analyse thespecific challenges and re-

quirements of this environment, we consider the example of an online federation of

hospitals and organisations collaborating with each other, namedHealth Fed. We as-

sume each federated organisation being composed by entity collecting data owners’ in-

formation and interacting with data owners and other federated organisations through

negotiations. In particular, we refer to the scenario of a data owner Alice who is a

student of University UUni, as shown in Fig 6.1.

We start from Alice getting an X-Ray performed at a clinic XClinic, part of the

Health Fed federation. The resulting X-Ray report is stored with the privacy prefer-

ences of Alice at XClinic itself. XClinic collects medical records of its patients accord-

ing to some privacy policies publicly available. Alice’s report (along with her privacy
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preferences) is subsequently sent to her insurance companyMedInsure, for filing her

claim. Health Fed promotes privacy practices harmonisation within the various in-

stitutions by providing templates for possible policies describing different approaches

to data practices. Both XClinic and MedInsure specify policies using such templates.

As such upon transmission of data between the two entities, MedInsure can easily

verify whether its applied privacy policy is subsumed by theXClinic one. At a later

date, UUni Health Clinic requests the X-Ray information from XClinic for a routine

checkup and update of Alice’s health information. UUni Health Clinic has all health

related information of Alice. After several weeks Alice visits another university, OUni,

and finds an X-Ray as a study sample in one of their biology lectures. Even though

in the sample, the personal identifying information, such as name, and identification

number, have been removed from the record provided with the X-Ray, such record still

provides medical data, such as abnormalities seen in the x-rays, and supporting gen-

eral data, such as gender, age, race, height, weight. Alice finds that this information

perfectly fits her.

Therefore, how can Alice make sure that her privacy preference with respect to

the X-Ray was not violated as this information was shared among the different institu-

tions? Can Alice know which entity has managed her own data and according to which

privacy practices?

6.3 Model Entities Analysis

Model entities is required to be reappraised to apply the established framework of pur-

pose based access control approach to distributed computing environments. In this

section, we will examine the design considerations for entities according to the struc-

ture of the model.

6.3.1 Data Composition – Data Objects

Data type is proposed for data objects management. In an information processing sys-

tem, the entity of adata object is used to denote a piece of information. Nowadays,

in order to provide more competitive services, companies, enterprises and other or-

ganisations are gathering more and more personal information about their customers.

Since there are many separate information units in a system,the number of data objects

could be very big, which makes the management of individual data objects a complex
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and time-consuming task. Considering that some data objects in a certain context may

satisfy a series of common properties, to ease the management burden, these data ob-

jects are classified into object types. Here, anobject typedenotes a set of data objects

sharing certain common properties. For example, data objectsAlice, Bob, andCharlie

are all persons’ names, so they belong to object typeperson name. This kind of object

types, which do not have any sub-type in the considered domain, are defined asbasic

object types. An object type can also be comprised of multiple data objects of other

object types. This kind of object types are defined ascomplexobject types. For exam-

ple, in a scenario of medical care, depending on the stages inwhich the information is

collected, and the purposes for which the information will be used, data objects denot-

ing information collected from a patient can be grouped intodifferentcomplexobject

types. For instance, the data objects, with member data objects of object typesname,

age, symptom, and treatment history, may form an object typemedical record; the

data objects, with member data objects of object typesname, billing address, amount,

andpayment method, may form another object typepayment information. Classify-

ing data objects into object types allows us to specify and administer intended usages

and necessary accesses in terms of object types instead of individual data objects, and

therefore makes the management of data objects scalable. Observing this, we specified

the entity of object type in our purpose based access controlVDM model [YBZ08].

Data compositionis used for data objects management in distributed environment.

For a distributed environment, different parties will collect, use, and disseminate per-

sonal information of individuals. This chapter focuses on collaborative distributed

organisations. In this environment, data objects from differentcomplexobject types

need to be brought together for certain considerations, andto be managed under a set

of common access control rules. This raises a number of challenges. On one hand,

this information is necessary to speed up and facilitate user authentication and access

control, and thus enhance usability of personal information. On the other hand, this

information need to be protected because they may convey sensitive information that

individuals may not be willing to share unless specific conditions are met. Only using

object type can not handle this kind of situations. It is straightforward trying to group

these data objects into a collected form. We define data composition to denote this

collected form. Access control rules for these data objectscan then apply to the data

composition.

The design consideration about data composition is to overcome the limitations

of object type in the purpose based access control approach,particularly its inability
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to handle combinations of data objects belonging to different complexobject types

(in the following parts of this report, when we say object type, we refer in particular

to complexobject type). The key problem addressed for this part is how to ensure

that personal information is accessed from two or more parties only if agreed privacy

policies and privacy preferences are satisfied. Privacy policies and data owner’s pref-

erences thus need to be cross-checked among these parties. To this extent, the concept

of exclusive compositionis introduced. Exclusive composition is a data composition

whose member data objects are exclusive to each other, whichmeans a data user can

not access all of its member data objects. It is specially used to prevent accesses to

certain data object combinations. Exclusive compositionsare usually set according to

the data owner’s preferences.

6.3.2 Role Assignment - Users and Roles

In the purpose based access control model, as to the entitiesof users and roles, it

extends theRole Based Access Control(RBAC) model with the concept of conditional

role, which is based on role attributes and system attributes. Role attributes are a set of

properties related to the grant of access purpose to a role. Every role is associated with

a set of role attributes, e.g. for the role of therapists in a medical care scenario, specialty

is an attribute of the role therapist. System attributes areproperties about the context

of an access control system. The values of system attributesspecify the conditions of

the access control system. For example, working hours is a system attribute to be taken

into account in a hospital access control system. The consideration of role assignment,

which is about assigning roles to users, is important to protect private information. The

role assignment invariants were specified in the purpose based access control model.

Proper role assignments become increasingly complex for privacy protection in dis-

tributed environment. The following examples illustrate the data processing scenarios

based on which we discuss role assignment. Firstly, consider the following scenario in

a medical care and scientific research environment: Assume that Bob is a user prac-

ticing in a hospital. As a doctor, he has sufficient reasons toaccess the records of the

patients whom he treats. He must be entitled to access all parts (at least most) of the

patient records, including patient names, patients’ family information, patients’ medi-

cal history, because he is responsible for these patients. Although he might be able to

access information of all the patients he treats, he must notbe allowed to access records

of patients whom he does not treat. If Bob is also a staff in themedical department

in a university, and he is a researcher on a specific disease. When accessing patient
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information in the hospital as a medical researcher, he mustbe allowed to access the

medical information of all the patients who have the specificsymptom and have given

consent that their medical information can be used for medical research, which include

the patients Bob as a doctor does not treat. Some parts of the patient records, for exam-

ple, the patient name and family information are not needed for the research purpose.

Therefore, Bob as a researcher must not be allowed to have access to that information.

In this example, the roles in two organisations, doctor in the hospital and researcher in

the medical department, are set up according to the responsibility of their positions. As

a researcher, he is not allowed to access information like name and family information

of the patient’s medical information, however, as a responsible doctor, he is allowed to

have access to such information. When assigning these two roles to a same user, since

the doctor has access to more information than the researcher does, the requirement

that researcher is not allowed to have access to certain information can not be fulfilled.

Possible problem in the above example is not about the role set up, but is about the role

assignment to user.

Consider another example of a scenario in financial environment: The mortgage

applying process consists of a number of steps, including preparation of application,

asking for credit rating, and issuing mortgage. Normally, the preparation of applica-

tion and issuing mortgage take place in the lender organisation, and credit rating is

provided by a third party organisation. For this task to be fulfilled, each step must be

successfully completed. The separation of duty principle states that two or more dif-

ferent people should be responsible for the completion of a task, which is to prevent

fraud by separating a task into subparts and spreading responsibility of each subpart

over several people. Therefore, for the mortgage application task to be fulfilled ac-

cording to the principle of separation of duty, each step, especially the steps of credit

rating and mortgage approval, must be performed by different users. Some previous

work has explored the support for separation of duty principle within an organisation,

but applying separation of duty principle in each single organisation cannot prevent a

user from getting a role for providing credit rating from oneorganisation and a role for

mortgage approval from another organisation.

The problems of role assignment conflicts and breach of separation of duty may

arise in distributed environment. The design consideration for this part is to analyse the

requirements on role assignment for privacy preservation in distributed environment,

and propose solutions to address the issue of role assignment conflicts and to support

separation of duty principle.
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6.3.3 Purpose Assignment - Purposes

The privacy policy defines a set of rules. Each rule can allow aset of data users (role)

to perform actions on data objects for certain purposes. These rules can be written into

invariants of the model. Such a privacy policy holds good forsingle organisation; how-

ever, when it comes to privacy preserving among organisations, it requires to consider

more issues, and it needs extra information to achieve that.

6.3.3.1 Inter-Organisational Policies

Based on the medical care example in Section 1.2.1, considerthe following scenario:

the patient goes to a hospital, and he may also go to a local clinic. His information,

including medical record, is stored in the clinic as well. For preserving privacy of

patient, the clinic also publishes its privacy policy. Now,both the hospital and the

clinic have certain privacy policies on the patient’s information.

Purpose based access control approach can provide privacy preservation for each

organisation according to their privacy policies. All accesses within an organisation

should adhere to its privacy policy and it could happen without much problem. How-

ever, when considering privacy policies of these two organisations together, one pos-

sible problem that may arise is purpose conflict. Let us consider an example of the

genetic information of a patient. This involves the patient, the clinic, and the hospital.

The patient’s GP in the clinic may have to obtain the patient’s genetic information for

processing the diagnosis of certain disease. For diagnosing certain disease of the pa-

tient referred by GP, the doctor in the hospital asks for access to the genetic information

as well.

The rules in privacy policies for access genetic information for both clinic and

hospital are shown as follows:

• Privacy Policy of Clinic:

For the diagnosis of certain disease, only the responsible GP may access the

patient’s genetic information.

• Privacy Policy of Hospital:

For the diagnosis of certain disease, the responsible doctor may access the pa-

tient’s genetic information.

Next, we analyse the possible purpose assignment conflicts in this scenario.
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6.3.3.2 Privacy Policy Conflicts

Conflicts arise when two organisational privacy policies ofthe two organisations ex-

changing data doesn’t match with each other. Referring to the privacy policy of the

hospital, it allows access to the patient’s genetic information by responsible doctor

whereas the privacy policy of the clinic prohibits it. For inter-organisation environ-

ment, organisations have to conform to the rules when they interact and exchange data

even though the policies are different. For purpose based access control approach, in

privacy policy, the entities “access” and “purpose” explain that access will be taken

on data object that is collected for the specified purpose(s). An “allow” from the eval-

uation authority means the requester is able to perform the access on the given data

object. We give the example of privacy policy rule for obtaining the patient’s genetic

information in the clinic:

• Only the responsible GP is allowed to access the patient’s genetic information

for the purpose of “diagnosing” for certain disease.

So far there is no problem. Now, for this disease, the GP referthis patient to

the hospital. The diagnosing from the doctor in the hospitalhas no idea about the

privacy policy rule of the clinic on the patient’s genetic information. The data object

is medical record and the purpose is certain disease diagnosing. The doctor wouldn’t

be able to perform diagnosing without obtaining the medicalrecord. The clinic has

no knowledge of the process of the diagnosing, which is performed to conform to

the hospital’s privacy policy. So the patient’s information obtained is treated by the

hospital as its own data conforming to the hospital’s own privacy policy. Therefore,

enabling the responsible doctor to access the patient’s genetic information leads to a

conflict.

6.3.4 Information Flow - Data Access

According to the principle of purpose compliance, a user mayaccess an object, if the

purpose of its current request is contained in the set of purposes for which data object

of the object type is obtained.

We talked about data composition in Section 6.3.1. A data object consists of several

attributes. In changing some attributes of a data object, a user may refer to attributes

from other data objects. In this case, information flow occurs. For example, when a

patient registers with a hospital, his medical history is given and filled in registration
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information. The medical history may be referred by a doctorand put in the patient’s

medical record.

Information flow happens when there is data exchange, it is necessary for some

operation of the system. However, illegal information flow may occur if there is prob-

lem with process design. The following scenario shows that illegal information flow

may happy unintentionally. Suppose in a process design, a doctor while performing a

request could read medical record and write sensitive data from medical record to med-

ical history, which is part of registration information. Consequently, the receptionist

that is performing a request could read data from medical history, which was written

to registration information. Hence, the principle of purpose binding could be violated.

6.4 Preliminary Notions

Our approach relies on the several important notions of datacomposition, Chinese Wall

policy, privacy policy and privacy preference, and federated identity management. In

what follows we provide background information about thesenotions that is relevant

for subsequent discussion.

6.4.1 Data Composition and Object Type

Data object type and data composition approach data objectsfrom different perspec-

tives. Object type concerns data objects that appear withinone context, while data

composition focuses on combinations of data objects from different object types. In

this research, data composition especially concerns preventing accesses to certain com-

binations of data objects. Individual member data objects of a data composition can

come from different object types within one organisation, or from different organisa-

tions. For example, some data objects of a data owner are managed by one organisa-

tion, and other data objects of the same owner are managed by another organisation. If

the owner wants accesses to some of these data objects to be controlled by a same pol-

icy, then those data objects can be formed into a data composition. The access control

system needs to provide mechanism to control this kind of accesses.

The following scenario illustrates the necessity of introducing data composition.

Following the example in Section 6.3.1, for an insurance company to fulfill its business

purpose, it may need some member data objects from object typemedical record, and

some member data objects frompayment information. Only using object type can not
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sufficiently handle this kind of combination. To ease the management of accesses,

these data objects should be grouped into a data composition. Access control policies

and privacy preferences can then be defined on this data composition.

Revisit the scenario mentioned earlier: a user has accessedthe data objects of one

data owner’snameandaddressin the registration information, and the user wants to

access the data objects of the data owner’saddressandphone numberin thecontact

information. According to the data owner’s preferences, which are specified for these

data objects by the data owner, the user is allowed to access either nameor phone

number, but not both, i.e. he is not allowed to know which name is associated with

which phone number. Suppose the user has got thenameandaddresspair by issuing a

request, to which he has been granted access, and suppose in asubsequent session he

can perform a request to get theaddressandphone numberpair, to which he is also

granted access. Now he can combine the results from these tworequests to deduce the

nameandphone numberpair to some accuracy.

This example shows that when a data owner’s information spans more than one

object types, simply restricting accesses to data objects or object types by separate

policies, and returning results on policy satisfaction, isnot sufficient to guarantee the

prevention of accesses to certain combinations of data objects. In our previous model,

using object type does not provide a mechanism to control thetotal set of information

disclosed to a user over time, so this research proposes the concept of data composition.

In our purpose based access control model [YBZ08], the concept of purposetakes

the data owner’s preference over data usage into consideration, which is an important

feature for privacy preservation. Purposes are divided into two categories: intended

purposes and access purposes. The former is related to data objects and object types,

and the latter is related to data accesses. The intended purposes specify the intended

usage of a data object, and the access purposes specify the intention of an access re-

quest to a given data object. Privacy preserving access control is to ensure that data

objects can only be used for their intended purposes, and theaccess purposes should

be compliant with the intended purposes. This property is checked for object types in

the proposed model. For data composition, this property also needs to be maintained.

6.4.2 The Chinese Wall Policy

The purpose-based access control approach restricts accesses to individual data objects

and data object types. As we discussed in previous section, because the granularity of

data object combinations may vary for some specific services, the privacy preserving
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access control mechanism ought to provide support for data composition. Exclusive

composition is specially proposed to prevent accesses to certain data object combina-

tions. It tries to control the total set of information disclosed to a party over time. In

this sense, there is a similarity between our approach and the Chinese Wall security

policy.

The Chinese Wall policy [BN89, Kes92] is a well known information control pol-

icy. The policy states that an access is only allowed if the requested information is

not in conflict with any other information that is already held. In the policy, entities to

be secured are grouped according to some common properties.These groups are then

placed into different conflict of interest classes. At the start, any entity in any group

may be accessed by the target user. As soon as an entity in a particular group has been

accessed, access to entities in other groups belonging to the same conflict of interest

class is disallowed. Only entities in the same group as the first entity accessed can

further be requested. All other entities belonging to groups in other conflict of inter-

est classes can still be accessed. Further restrictions arethen added as subjects access

entities, until at some point, a subject will only have access to those entities already

accessed previously.

The Chinese Wall policy can be used to specify control over information when con-

flicts of interest arise. It is particularly applicable to commercial security systems. As

an example, this policy could be used to govern access to information by a consultant

in a consulting firm. In principle, a consultant has access toall information in the firm.

As soon as the consultant has read some information about an insurance firmI, which

is a client of this firm, access to the information relating toclient insurance firms other

thanI should be revoked. This is to prevent possible conflicts of interest and decisions

based on confidential information about competitors of firmI, who may also be clients

of the consulting firm. The consultant should still have access to other information

about firmI. He still should have access to information that do not contain information

about insurance firms.

6.4.3 Privacy Policy and Privacy Preference

Privacy policy states who therecipientswill be for thedata, thepurposefor which this

data will be used, and how long the data will beretained. Data in a privacy policy can

be represented at different levels of granularity. They canrefer to aggregate data, or

they can refer to more specific pieces of information, such as, name or address. The

current vocabulary adopted by the P3P standard is not adequate for automatically and
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efficiently matching policies. We need to operate on a more articulated terminology,

using which we can compare and relate different values assigned to a same element of

the policy. In our work, the data object refers to the smallest granularity data. They

are then grouped into object types and data compositions. Inparticular, it is important

to extend and define semantic relationships among elements in thepurposeelement.

To achieve this goal, we consider the hierarchy supporting the specification of privacy

preferences set by users.

Privacy preference is an important entity for a privacy enforcement system. When

data objects are collected online or offline, data owners canspecify their privacy pref-

erences on how the organisation can use the data objects. In particular, data owners

may set exclusive composition in their privacy preferences. Data owners may change

their privacy preferences at any time after the data has beencollected. In addition, data

objects may be grouped together and the group of data objectscan be handled under

a single rule. Privacy preference management is to link these preferences with actual

data objects with which they are associated. We assume each group of data objects is

associated with a privacy preference tag. Whenever a user requests to access a group

of data objects or some specific data objects, we can retrievethe corresponding privacy

preferences from the privacy management system.

6.4.4 Federated Identity Management

An emerging approach for protecting personal information while at the same time en-

hancing information usability is to focus on inter-organisation management of identity

information. This is referred to asfederated identity management. Digital identity is

the digital representation of the information known about an individual or organisa-

tion. The goal of a federated approach to digital identity management is to provide

protected environments enabling personal information sharing. To date several on-

going initiatives [Lib09, OT02, SWI09] are developing protocols and platforms for

federated management of digital identities.

Although federating identities greatly simplify the task of collecting and distribut-

ing personal information in the federation, no satisfying mechanisms are currently

provided to protect data owners’ privacy and for privacy policy matching in collabora-

tive environments. As organisations in a federation correspond to independent entities,

they may adopt privacy practices that are not homogeneous. Uncontrolled personal

information sharing may result in privacy breaches and threats like identity theft, and

in the lack of compliance with respect to the privacy policies advertised by various
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service providers and the privacy preferences set by data owners.

A suitable solution to the problem of privacy in a federated environment should sat-

isfy an important requirement, which is to provide mechanisms for facilitating privacy

policies matching and harmonisation among federated organisations. Such mecha-

nisms would make it possible to determine whether or not the transfer of personal

information from one organisation to another would violatethe privacy policies stated

by the former. Notice that allowing an organisation to transfer personal information

to another organisation is important in order to maximise user convenience. Privacy

conscious users may in fact have their own preferences concerning the use of their

personal information.

In this chapter, we address this requirement by developing an approach that sup-

ports the privacy controlled sharing of personal information and the harmonisation of

privacy policies based on the notion ofsubsumption. Subsumption is used on policies

defined over equal or similar class of data in order to determine if they are in conflict or

if one implies the other. To facilitate policy harmonisation in a federation, we assume

some predefined policy templates to be available for policy specification. The feder-

ated organisations may either exploit the templates or may specify customised policies

describing their own practices.

We base our approach on a rich privacy vocabulary rather thanon the vocabulary

provided by the Platform for Privacy Preference (P3P) method [Wor07]. We employ

Enterprise Privacy Authorization Language (EPAL) [AHK+03] vocabulary hierarchies

to address the limited expressive power of the original P3P vocabulary. Moreover,

we make use of data composition to establish a common vocabulary for attributes,

credentials, and data produced and exchanged across the federation. The use of data

composition makes it possible for interacting parties to automatically detect semantic

relationships among different attributes and reason aboutpolicy subsumption.

Federated organisations manage and collect personal information. As such a data

owner will register at his/her own local organisation and then he/she will submit other

personal information while interacting with organisations to gain access to specific

services or data. As no centralised identity provider exists, such information is not

stored at a unique server but is distributed among various respective organisations the

data owner has visited. Federated organisations, besides interacting with data owners

to provide them with services, also interact among each other in order to support the

federated management of digital identities. Federated organisations exchange personal

information to automatically authorise data owners to access services and resources
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and so to avoid requiring multiple submissions of these attributes and credentials from

data owners.

6.5 Related Work

In this section, we review related work in respect of data composition, role assignment,

and identity federation.

6.5.1 Data Objects - Data Composition

Yolanta Beresnevichiene specified object based separationof duty constraints based

on the Chinese Wall policy [Ber03]. In this method, the corporative information is

organised in a hierarchical structure with three levels:

1. objects, which are individual information items;

2. domains, which group objects together under some selected attributes;

3. conflict of interest classes, which group domains together based on conflict of

interests. Domains within the same class are conflicting.

The Chinese Wall policy then states: access to the object being requested is granted,

only if the object is either in the same domain as an object which has already been

accessed by that user, or belongs to an entirely different conflict of interest class.

As in the example in Section 6.4.2, the domains are defined by individual firms, and

the conflict of interest classes are their sectors of business. Some firms could belong to

more than one conflict of interest class if their activities span several business sectors.

For example, if a consultant accesses information about a firm F, which runs business

in both insurance and banking sectors, then accesses to other insurance firms and other

banks are revoked from that consultant.

In Beresnevichiene’s work, the separation of duty constraints specify preventing

accesses to objects in other domains within the same conflictof interest class. There

are also other approaches [LO02, PBS05] taking Chinese Wallpolicy into consider-

ation for security protection. These approaches all try to prevent accesses to certain

data combinations. However, they concern more about avoiding conflict of interest.

They group the same type of information into a conflict of interest class. Then, in each

conflict of interest class, a user can only access one instance of a type. In the context of
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Figure 6.2: Deputy Mechanism

privacy protection, the data objects are individual’s private information items. For the

same kind of data objects, rather than grouping them into conflict of interest classes,

they are grouped into logical groupings, such as the aforementioned object types of

registration informationandcontact information. Privacy policies are defined to con-

trol accesses to data objects of an object type. Exclusive compositions are defined by

the individual arbitrarily to prevent any given party from learning too much about him.

In this sense, even data objects belonging to different conflict of interest classes may

be treated exclusive to each other. Moreover, the Chinese Wall policy cannot enforce

the privacy requirement of purpose binding.

Yi Ren et al proposed a privacy data model based on deputy mechanism [RLTY07].

The privacy data model in this approach consists of two components: (1) atomic pri-

vacy object model, which is used to protect privacy of individual; (2) composite privacy

object model, which is used to protect privacy among individuals. Composite privacy

object can be created by combining atomic privacy data according to some special

combination semantics. Deputy is an inheritance mechanism. It is based on links from

deputy objects to their source objects and restricted by switching operations. A deputy

object inherits attributes and methods from several sourceclasses, as shown in Fig-

ure 6.2. If the switching operations are not defined for some attributes and methods
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of source classes, then the deputy classes cannot inherit them. The deputy mechanism

aims to restrict accesses to certain combinations of data objects. However, it con-

cerns relationships among individual objects when group these objects into composite

objects. Since relationships among data objects may vary indifferent contexts, and

data owner’s preferences can be set arbitrarily, only usingdeputy mechanism to form

composite objects can not handle the scope of data combinations set by data owners’

preferences.

The discussion above has shown that, the Chinese Wall policycannot sufficiently

address privacy aspects of data combination. Neither of theapproaches is capable

of enforcing purpose binding requirement. If a data owner wants some of his data

objects to be controlled according to his preferences, the existing privacy preserving

approaches can not provide sufficient support for those datacombinations defined by

his preferences. Therefore, exclusive composition is proposed for privacy preserva-

tion of this kind of data combinations. The formal specification of constraint and its

implementation will be presented in the following sections.

6.5.2 Users and Roles - Role Assignment

In systems implementing RBAC, access policies are normallydetermined at an organ-

isational level. In an organisation, in order to specify privacy policy, some attributes

are assigned to role conditions and system conditions. The ability to support inter-

organisational access policies is not a support feature. Research has been undertaken

to extend RBAC framework to support distributed access control features.

In [BLM01], the authors stated that the standard RBAC approach is not suitable

when individual exceptions to default access policies needto be supported. The ap-

proach they proposed involves storing exceptions to the default policy with the affected

records themselves. This is not entirely consistent with the role based approach which

stipulates that all permissions are held by roles. As the exceptions are effectively neg-

ative permissions, an authorisation model was proposed in [LLT00] for distributed

health care environment of the UK National Health Service, in which access privileges

can be both granted and denied through the use of positive or negative confidentiality

permissions. Four different confidentiality permission types that have a fixed hierar-

chical precedence are described in the model. Higher order confidentiality permission

types can override lower order types. Similar approach was proposed in [RCHS03].

This kind of approaches allow flexible policy expressions since the privileges held by a

role can be allowed or denied to other roles, and they also support individual exception
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to default access policies, which is an important feature torole attributes. Although

these approaches are stated to be suitable for distributed use, their implementations in

distributed environment need further exploration.

Mavridis et al [MPKB99] presented a security policy defined on the basis of RBAC

components and supports both mandatory and discretionary features. The access con-

trol mechanisms used in their method are hyper node hierarchies, which separate en-

tities into different levels in hierarchy according to their security importance. Then

user roles, data sets, and user locations are arranged into different levels in hierarchies,

and access decisions are made according to the three dimension access matrix. This

method extends privacy protection with the concept of user location control. Location

is concerned mainly for user roles. But arranging roles intodifferent levels and re-

stricting location of role use can not prevent role conflictsfrom different organisations.

Ni et al [NLBL08, NTBL07] proposed privacy aware role based access control

models, which extend RBAC model in order to provide support for expressing privacy

policies, taking into account features like purposes, conditions, and obligations. In this

approach, privacy policies are expressed as permission assignments, which consist of

additional components representing privacy related information, including the intended

purpose, along with the conditions under which the permission can be given, and the

obligations that are to be finally performed. Conflicts between two privacy aware role

based access control permission assignments are discussed. On the one hand, it only

takes some trivial system conditions into consideration for conflict detection; on the

other hand, it only considers conflicts of roles within one organisation.

The concept of context is proposed to express different types of extra conditions

or constraints that control activation of rules expressed in the access control policy.

Different kinds of contexts were investigated in [CM03], including temporal context,

spatial context, user-declared context, prerequisite context, andprovisional context.

Context was introduced to the basic RBAC model in [SH05, WLF08]. They proposed

to capture security relevant context of the environment in which access requests are

made, and further exploration of context information in distributed environment is

needed.

Separation of duty is a well-known principle of computer security. However, it is

difficult to express and effectively enforce this principlein security systems. Within

role-based access control models, separation of duty has been implemented with mu-

tual exclusion of roles [FBD99, SCFY96]. The term ‘mutual exclusion’ usually has the

meaning that some form of conflict exists between pair of roles. Users are allowed to



6.5. RELATED WORK 129

access only one role from this pair. In [Ber03] the author further explored a systematic

framework for applying separation of duty policies in the RBAC model. Constraints

were presented to enable application of different separation of duty policy variations.

The constraints deal with user assignment to roles, and withpermission distribution

among roles, including role hierarchies. However, these work didn’t consider inter-

organisational issues. In [Ber03], it mentioned extendingtheir approach to distributed

environment, but only authentication issue was analysed.

6.5.3 Identity Federation

Our work is partly motivated from the existing initiatives related to federated digital

identity management. Their goal is to provide a controlled and protected environment

for managing identities of federated users. In this section, we explore the most relevant

federated digital identity management initiatives.

There are several emerging standards for identity federation like Liberty Alliance

[Lib09] and WS-Federation [OT02]. Because these projects are similar, we describe

Liberty Alliance in more detail. The Liberty Alliance project is based on Security

Assertion Markup Language (SAML) and provides open standards for single sign-

on (SSO) with decentralised authentication. SSO allows a user to sign-on once at a

Liberty-enabled site in order to be seamlessly signed-on when navigating to another

site without the need to authenticate again. This group of Liberty-enabled sites is

a part of what is called acircle of trust, which is a federation of service providers

and identity providers having business relationships based on the Liberty architecture.

The identity provider is a Liberty-enabled entity that creates, maintains and manages

identity information of users and gives this information toservice providers.

Shibboleth [Shi09] is an initiative by universities that are members of Internet2.

The goal of such initiative is to develop and deploy new middleware technologies that

can facilitate inter-organisational collaboration and access to digital contents. It uses

the concept of federation of user attributes. When a user at an institution tries to use

a resource at another, Shibboleth sends attributes about the user to the remote desti-

nation, rather than making the user log into that destination, thus enabling a seamless

access. The receiver can check whether the attributes satisfy its own policies.

Our approaches differs with respect to these approaches in that we do not rely

on a central identity provider providing all user attributes. Personal information in

our framework is distributed within different federated organisations, each of which

can effectively be an identity provider. Besides, these federated identity management
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systems do not provide a mechanism for local and global matching.

6.6 Purpose Based Approach for Distributed Environ-

ment

This section describes the implementation of purpose basedaccess control approach

on privacy protection in distributed collaborative environment.

6.6.1 Model Entities

In this section, the entities of our model and the system state are defined. Firstly, the

data structure for representing data objects is specified. Then, the user and role model

is presented. The entity of purpose, and the entities for accessing data objects, are then

defined. Finally, the system state based on the definitions ofthese entities is specified.

6.6.1.1 Data Object Model with Data Composition

This section describes a data object model to provide a suitable structure for represent-

ing data objects, with the extension of data composition.

In order to introduce the concept of data composition into our previous approach,

we need to re-examine the entities in the data object model. Recall the exemplar sce-

nario described in Section 6.4.1, a user can not access the data objects of both a data

owner’snameand hisphone number. In this case, the data objects ofnameandphone

numberform a data composition. They areexclusiveto each other. In other words, if a

user has accessed one data object in a composition, he shouldnot be allowed to access

other data objects in the same composition.

To specify the constraint on data composition, it is necessary to analyse the infor-

mation representation in the information processing system:

• Data Objects, which are individual information units;

• Object Types, which are sets of data objects that appear in the same context and

satisfy some common properties;

• Data Compositions, which are sets of data objects that are combined together for

specific consideration or service. This form of data combination is more general

than object types.



6.6. PURPOSE BASED APPROACH FOR DISTRIBUTED ENVIRONMENT131

Let Objectdenote the set of data objects. Object type is a set of data objects, so an

object type can be expressed asObject-set.

Next, we define object type attributes and attribute values to specify the properties

of object types.

Definition 1 (Object Type Attributes) denoted asTypeAttr, are a set of attributes

associated with an object type, which describe the properties about the collection of,

and access to, this type of data objects.

Definition 2 (Object Type Attribute Values) denoted asAttrV alue, are a set of pos-

sible values of the object type attributes.

In the sense of representing data objects that appear in the same context, a data

composition is similar to an object type. But besides that, data compositions are also

capable of representing data combinations with different types of data objects. This

work especially focuses on data compositions whose member data objects are exclu-

sive to each other, which are defined asexclusive compositions.

LetExComp denote a set of exclusive compositions.

Each data objectobject ∈ Object is associated with two functions:TypeOf ,

which returns the object type of a given data object; andExCompOf , which returns

the exclusive composition sets of the given data object.

Definition 3 (Access History) denoted asAccHis, is a set of objects a user has ac-

cessed.

The data object model in our system is then specified as:

Definition 4 (Object Data Model)

ObjectDataModel :: object : Object-set

type : (Object-set)-set

exComp : (Object-set)-set

typeAttr : TypeAttr-set

attrV alue : AttrV alue-set

accHis : AccHis-set

TypeOf : Object→ Object-set

AttrOf : Object-set→ TypeAttr-set

V alueOf : Object× TypeAttr → AttrV alue
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ExCompOf : Object→ (Object-set)-set

inv mk-ObjectDataModel(o, t, ec, ta, av, ah, To, Ao, Vo, Eo)△
(dom To = o ∧ rng To ⊆ t) ∧
(dom Ao = t ∧ rng Ao ⊆ ta-set) ∧
(dom V o = o× t ∧ rng V o ⊆ av) ∧
(dom Eo = o ∧ rng Eo ⊆ o-set-set)

The invariant forObjectDataModel states that

1. objectis a set of data objects in a system

2. typeis a set of object types

3. typeAttris a set of type attributes

4. exCompis a set of exclusive compositions

5. attrValueis a set of attributes values

6. accHisis a set of data objects that have been accessed by a user

7. TypeOf : Object → Object-set is a total function giving the type associated

with a data object

8. AttrOf : Object-set → TypeAttr-set is a total function giving the type at-

tributes associated with each type

9. V alueOf : Object × TypeAttr → AttrV alue is a total function giving the

value of the attributes associated with objects.

10. ExCompOf : Object → (Object-set)-set is a function that returns the set of

exclusive data compositions of a data object.

The object data modelOM in our system, of typeObjectDataModel, can then

be represented as a tuple〈object, type, exComp, typeAttr, attrValue, AccHis, TypeOf,

AttrOf, ValueOf, ExComOf〉.
In this section, we defined the data object model to representdata objects in our

system. Next we specify the structure for representing the subjects.
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6.6.1.2 Users and Roles

The purpose-based access control approach [BBL05, BL08] extends the RBAC model

with the concept of conditional role. It is based on role attributes and system attributes.

In this part, the formal definitions of role attributes, system attributes, and conditional

role are presented.

Firstly, we specify the entities of user and role in the basicRBAC model.

Users are the active entities in a system, e.g. the staff in a medical care scenario.

Let Userdenote the set of users.

The roles in a system reflect the responsibilities of positions or job descriptions

in the context of an organisation, e.g. therapist, registration staff, or billing staff in a

medical care scenario.

Let Roledenote the set of roles.

UserRole: User↔ Role is the relation between users and roles.

A user may be assigned with many roles, but the user may not exercise all his roles

at the same time. The roles that a user is currently exercising are “active” roles.

Active Roles AR: User → Role-set is a function that returns the roles for which a

user is active.

Existing role definitions are predefined for access permission assignments, so they

do not adequately specify the set of users to whom we wish to grant an access purpose.

The concept ofconditional roleis then introduced. It is based on the notion ofRole

AttributesandSystem Attributes. They are then specified accordingly.

Definition 5 (Role Attributes) denoted asRoleAttr, are a set of properties related

to the grant of access purpose to a role.

Every roler ∈ Role is associated with a set of role attributes, e.g. the specialty of

therapists in a medical care scenario.

RoleAttrOf: Role → RoleAttr-set is a function that returns the set of role at-

tributes of a role.

Let RoleAttrValuedenote the set of possible role attribute values.

RoleAttrValueOf: Role×RoleAttr→RoleAttrV alue is a function giving the value

of role attributes associated with a role.

For an access control system, system attributes are used to describe the properties

of a system context. For example, the working hours within a hospital is a system

attribute.
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Definition 6 (System Attributes) denoted asSysAttr, are properties about the con-

text of access control system.

The values of system attributes specify the conditions of the access control system.

Let SysAttrV alue denote the set of all possible system attribute values.

SysAttrValueOf: SysAttr→ SysAttrV alue is a function that returns the value of

the system attributes in a system.

With role attributes and system attributes, we can now defineconditional role.

Definition 7 (Conditional Role) refers to a role with some conditions attached to it.

CondRole :: r : Role

cond : RoleAttrV alue× SysAttrV alue→ B

whereB is the boolean set, andcond is a truth-valued function.

CR : CondRole-set is used to denote the set of conditional roles.

Current Conditional Role CCR: User→ CR is a function that returns the condi-

tional role a user is currently exercising.

The data objects that a user has accessed need to be kept in theuser’s access history.

Accessed : User × Object-set → AccHis is a function which returns the set of

the data objects a user has accessed.

The user and role model is then specified as:

Definition 8 (Role Model)

RoleModel :: role : Role-set

user : User-set

UserRole : User ↔ Role

AR : User → Role-set

roleAttr : RoleAttr-set

roleAttrV alue : RoleAttrV alue-set

RoleAttrV alueOf : Role × RoleAttr→
RoleAttrV alue

sysAttr : SysAttr-set

sysAttrV alue : SysAttrV alue-set

SysAttrV alueOf : SysAttr→ SysAttrV alue

CR : CondRole-set

CCR : User → CR
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Accessed : User ×Object-set→ AccHis

The role modelRMcan be represented as a tuple〈role, user, UserRole, AR, roleAttr,

roleAttrValue, RoleAttrValueOf, sysAttr, sysAttrValue,SysAttrValueOf, CR, CCR, Ac-

cessed〉.

6.6.1.3 Purpose

Data is collected for certain purposes. For example, in medical care environment, data

may be collected for registration or diagnosing. Each data access also serves a purpose.

It is necessary to determine purposes for which data is collected and for data accesses.

The entity of purpose is specified in this section.

Definition 9 (Purpose) denoted asPurpose, is the intention of data collection or data

access.

Purposes are organised in a tree structure, which is called purpose tree. LetPT

denote the purpose tree. Each node represents a purpose inPurpose, and each edge

represents a hierarchical relation between two purposes.

There are certain relationships among purposes. The purposes are organised into

purpose tree according to these relationships. Next we define relationships among

purposes.

The nodes in a purpose tree can be classified into general or special according to

the relationships among the nodes.

Definition 10 (Specialisation (Generalisation))If p1, p2 are two nodes in a purpose

tree, then we sayp2 is a specialisation ofp1 (or p1 is a generalisation ofp2) if there

exists a downward path fromp1 to p2.

Specialisation: Purpose×Purpose→ B is a truth-valued function that charac-

terises the specialisation relation.Generalisation relation can be defined accordingly.

Purposes, depending on their association with objects and subjects, may be called

intended purposes or access purposes, respectively.

Definition 11 (Intended Purpose) is the specified usages for which the data objects

are collected.

Intended purpose specifies the property of data objects.

IP: object(OM) ∪ type(OM)→ Purpose-set is a function that returns intended

purposes of a data object or type. Here,object and type are defined in object data

modelOM, Purposeis the set of purposes.
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Definition 12 (Access Purpose)is intentions for accessing data objects.

Access purpose specifies the property of data accesses.

AuthorisedAccessPurpose AAP : CR(RM) →Purpose-set is a function that

returns authorised access purposes.

The purpose model is then specified as:

Definition 13 (Purpose Model)

PurposeModel :: purpose : Purpose-set

Specialisation : Purpose× Purpose→ B

Generalisation : Purpose× Purpose→ B

IP : object(OM) ∪ type(OM)→ Purpose-set

AAP : CR(RM)→ Purpose-set

The purpose modelPM can be represented as a tuple〈purpose, Specialisation,

Generalisation, IP, AAP〉.

6.6.1.4 Requests, Transactions, and Accesses

This section specifies the entities for accessing data objects, namely, requests, transac-

tions and accesses.

Definition 14 (Request)

Request :: obj : object(OM)

ap : purpose(PM)

When a conditional rolecr wants to access an objectobj, it makes a request for

the data object, with a particular access purposeap. The request is denoted as a 2-

tuple〈obj, ap〉. For example, the request from a GP to access treatment history for the

purpose of diagnosing has the form of〈treatment history, diagnosing〉.
We useReq : Request-set to denote the set of requests in a system.

Current Request CReq: CR(RM) → Req is a function that returns the request

currently presented.

Definition 15 (Transactions) denoted as Transaction, are the executions or proce-

dures to perform a request.
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To ensure an object is accessed in a controlled manner, only specified transactions

may be allowed. For example, the diagnosing request consists of three transactions:

reading treatment history, analysing medical test results, and appending new diagnosis

to the treatment history.

Current Transaction CT: CR(RM)→ Transaction is a function that returns the

transaction currently performed.

Authorised Transactions AT: Req → Transaction-set is a function returns the

authorised transactions for a request.

Next we define entities about accesses in our system. Model entities related to

object accesses are access modes, necessary access, and current access.

Definition 16 (Access Modes)are the modes of accesses performed on data objects.

Let AccModedenote the set of access modes.AccMode = {create, read, write,

append, delete}
Mode: AccMode-set denotes the set of access modes in a system.

Definition 17 (Necessary Accesses)are the accesses that are needed to achieve an

access purpose.

For access purpose, it has to be defined in advance what accesses are needed to

achieve that access purpose.

NecAcc :: ap : Purpose

tp : type(OM)

trans : Transaction

x : Mode

NA: NecAcc-set denotes the set of necessary accesses.

Definition 18 (Current Accesses)are accesses that a conditional role is performing.

CurAcc :: cr : CR(RM)

obj : object(OM)

x : Mode

CA: CurAcc-set denotes the set of current accesses.

The access model is then specified as:

Definition 19 (Access Model)
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AccessModel :: Req : Request-set

CReq : CR(RM)→ Req

Trans : Transation-set

CT : CR(RM)→ Trans

AT : Req→ Trans-set

Mode: AccMode-set

NA : NecAcc-set

CA : CurAcc-set

The access modelAM can be represented as a tuple〈Req, CReq, Trans, CT, AT,

Mode, NA, CA〉.
Having defined the entities in our purpose-based access model, the system state can

be defined.

6.6.2 The State of System

The formalisation of the model consists of the specificationof system state. System

state consists of the state variables corresponding to the components defined in previ-

ous sections:OM , RM , PM , AM .

The state space, without invariant and initialisation condition as yet, is written as

follows:

state DPPS of

OM : ObjectDataModel

RM : RoleModel

PM : PurposeModel

AM : AccessModel

inv . . .

init . . .

end

The initialisation condition is defined as:

init σ,{σ.object(OM) = {} ∧ σ.type(OM) = {} ∧
σ.purpose(PM) = {} ∧ σ.AAP (PM) = {7→} ∧
σ.Req(AM) = {} ∧ σ.Trans(AM) = {} ∧
σ.CA(AM) = {} ∧ σ.NA(AM) = {}}
The entities in purpose based access control model and the system state have been

introduced in this section. We are then able to specify privacy requirements in privacy
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policy. The state invariants corresponding to the requirements are specified in the next

section.

6.6.3 Privacy Constraints

In Chapter 4, we specified invariants through the data processing stages, including

creation of data objects,role authorisation, and data access. This section presents con-

straints for distributed environments.

6.6.3.1 Data Composition Constraint

The basis of data composition constraints is that users are not allowed to access all

data objects in an exclusive composition. In other words, the data object the user is

requesting is not in conflict with any other data object that he has already accessed.

The requirement can be assured with the following constraints:

(d) Data Composition Constraint

(d1) A user may only have current access to a data object, if this data object is not in the

same exclusive data composition as other data objects the user has already accessed.

Given two successive system statesv, v
′

,

v = (OM , RM , PM , AM),

v
′

= (OM
′

, RM
′

, PM
′

, AM
′

),

(v, v
′

) satisfies data composition constraint, iff

∀ user ∈ User(RM), cr = CCR(RM)(user), ∀ objj ∈ Accessed(cr)(OM),

obji ∈ object(OM), ap ∈ purpose(PM):

〈obji, ap〉 = CReq(AM)(cr) ∧ 〈ap, typei, CT (AM)(cr), x〉 ∈ NA(AM)

∧ obji ∈ Accessed(user)(OM
′

)

=⇒ ExCompOf(obji) ∩ ExCompOf(objj) = φ

6.6.3.2 Role Assignment Constraints

When we talk about privacy preservation in distributed environment, role attributed

and system context information should also be captured. In this sense, roles are dis-

tinguished into global roles and local roles. A global role is granted access purposes

which fulfill part of a task consists of cooperation from several organisations. The role

for credit rating takes part in the process of mortgage application, which needs coop-

eration from lender organisation, so this role is a global role. Local roles are roles that
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are granted access purposes to fulfill all its purposes within its residing organisation.

Roles in previous RBAC research fall in this category.

The problems we spotted in section 6.3.2 and the ‘mutual exclusion’ have similar

purpose, in the sense that information held in objects is distributed among different

conflicting groups, and the rules are specified on how these groups are then assigned to

the users. Constraints on data composition states that whena user makes an access to

a data object, if the data object has a pre-condition saying that some other conflicting

data attributes in a data composition should not already be in the possession of the user.

Similar to that, the constraints on role assignment can be stated as a user should not be

assigned a role if the role falls in the exclusive role set of arole the user has already

be assigned to. As we are considering role assignment in distributed environment, we

specify constraints on global roles.

ExRole : Role × Role → B is a truth-valued function that characterises the

exclusive relation between two global roles.

Definition 20 (Exclusive Global Role) denoted asExGR, is the set of mutually ex-

clusive global role pairs (gri, grj) i6=j, that hold the relationExRole(gri, grj).

The following constraint should be satisfied in global role authorisations.

Global Role Assignment Constraint

(e1) A user is authorised to a global role if the global role isnot mutually exclusive

with another role to which the user is already authorised.

∀ gra, grb ∈ Role, ExRole(gra, grb) =⇒ UserRole(gra) ∩ UserRole(grb) = φ

In order to define constraints that indicate role assignmentconflicts, we consider

properties of separation of duty. To identify the transactions the separation of duty

principle is applied on, the concept ofcritical combinationis introduced.

Definition 21 (Critical Combination) defines the set of transactions where each trans-

action should be performed by a different user.

CriCom : Transaction → Trans-set is a function that returns the critical com-

bination of a given transaction.

A constraint on global roles restricting transactions according to the separation of

duty principle is given as:

(e2) A global role has permission to a transaction only if this transaction is not in a

critical combination with another transaction already allocated to this role.

∀ gr ∈ Role, ∀ transi ∈ Trans(gr),

trans = CT (gr) =⇒transi /∈ CriCom(trans)
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6.6.3.3 Purpose Assignment Constraint

To handle conflicts, we can add a list of restrictions to the “access” and “purpose”.

For example, the two organisations, clinic and hospital, clinic is the sender and the

hospital is the recipient, and the recipient should obey therestrictions that are imposed

by clinic. Restrictions can be defined as “restrict the information obtained from my

organisation (clinic or hospital) from being used for a specific sets of the following

purposes and accesses”.

The originator has the freedom to enforce restrictions thatthe recipient should ad-

here to. Here is the privacy policy rule for obtaining the patient’s genetic information

in the clinic with restrictions:

• Only the responsible GP is allowed to access the patient’s genetic information for

the purpose of “diagnosing” of certain disease. Other parties have been restricted

from using the genetic data for any purpose.

When the hospital and the clinic initiate the conversation,their privacy policies are

exchanged and the hospital imports all the “restricted access” and “restricted purpose”

into its privacy policy rules. Now the policy rule of the hospital becomes:

• Given the referred patient’s medical record received for the purpose of “certain

disease diagnosing”, the responsible doctor can access thegenetic information

provided that the patient information is not owned by clinic.

6.6.3.4 Information Flow Constraints

Illegal information flow happens because purposes of the objects involved in the infor-

mation flow doesn’t match each other. In order to prevent suchillegal information flow,

we should take into account the purposes of objects with the accesses of ’write’, be-

cause that is the case when information ’flows’. In the example stated in Section 6.3.4,

the receptionist can read medical record in medical history, which he has legal access.

But he doesn’t has access to medical record. The illegal information flow from med-

ical record to medical history occurs because the intended purpose of medical record

doesn’t include the access purpose ’registration’. This kind of illegal information flow

occurs in single organisational case. Supposeobj1 andobj2 reside in different organ-

isations, the information flow may also occur. It shows that illegal information flow

will happen in the case of multiple organisations as well.

Information flow constraint can be specified as:
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Information Flow Constraints

(f1) In any state, if a conditional role has simultaneous read access to objectobj1 and

write or append access to objectobj2, then:

IP (PM)(Typeof(obj1))⊇ IP (PM)(Typeof(obj2))

6.6.4 Proof Obligation

Model rules of a model specify operations by which the state variables can be changed.

The precondition and the postcondition of model rules are used to specify the changes

of status. In this section, an example of a formal specifications of model rule and its

proof obligation showing that the operation is satisfiable,is given.

Rule 3: get-access

Conditional rolecr requests that access objectobj in modex be enabled,x ∈ {read,

write, append}. This is specified as following:

get-access(cr : CR(RM), obj, x : Mode)

ext rd RM : RoleModel rd PM : PurposeModel

wr AM :AccessModel rd OM : ObjectDataModel

pre CCR(user) = cr ∧ 〈obj, ap〉 = CReq(AM)(cr)

∧ 〈ap, TypeOf(obj), CT (AM)(cr), x〉 ∈ NA(AM)

∧ ap ∈ IP (TypeOf(obj))

∧ (∀obji ∈ Accessed(user)(OM)·
ExCompOf(obj) ∩ ExCompOf(objj) = φ)

post AM
′

= 〈Req(AM), CReq(AM), T rans(AM),

CT (AM), AT (AM),Mode(AM), NA(AM),

CA(AM) ∪ {〈cr, obj, x〉}〉
The precondition states that a conditional role requests the access to objectobj in

current request with the access purposeap, and the access is necessary. The postcon-

dition then states that the access toobj is enabled for this role.

Then, symbols are defined to represent this operation’s precondition and postcon-

dition.

pre-get-access(cr, obj, x, OM,RM,PM,AM)
def
=

CCR(user) = cr ∧ 〈obj, ap〉 = CReq(AM)(cr) ∧
〈ap, TypeOf(obj), CT (AM)(cr), x〉 ∈ NA(AM)

∧ ap ∈ IP (TypeOf(obj))

∧ (∀obji ∈ Accessed(user)(OM)·
ExCompOf(obj) ∩ ExCompOf(obji) = φ)



6.6. PURPOSE BASED APPROACH FOR DISTRIBUTED ENVIRONMENT143

post-get-access(cr, obj, x, AM,AM
′

)
def
=

AM
′

= 〈Req(AM), CReq(AM), T rans(AM),

CT (AM), AT (AM),Mode(AM), NA(AM),

CA(AM) ∪ {〈cr, obj, x〉}〉
The satisfiability obligation associated with the operation get-access is given as

follows:

Proof Obligation 3: Operationget-access is satisfiable.

get-access-sat

OM : ObjectDataModel;PM : PurposeModel;

RM : RoleModel;AM : AccessModel; inv-DPPS;

pre-get-access(cr, obj, x, OM,RM,PM,AM)

—————————————————————

∃ obj, x, AM : AccessModel, AM
′

: AccessModel

· post-get-access(cr, obj, x, AM,AM
′

) ∧ inv-DPPS
′

Next we prove this satisfiability obligation.

from OM : ObjectDataModel;RM : RoleModel;

PM : PurposeModel;AM : AccessModel;

inv-DPPS; pre-get-access(cr, obj, x, OM ,

RM , PM , AM)

1 {obj}:object(OM ′)-set

2 x:Mode(AM
′

)

3 〈cr, obj, x〉:CA(AM
′

)

4 from ap ∈ IP (PM)(tp)

4.1〈ap, tp, CT (AM)(cr), x〉 ∈ NA(AM)

4.2∀obji ∈ Accessed(user)(OM)·
ExCompOf(obj) ∩ ExCompOf(obji) = φ)

infer CA(AM) = CA(AM) ∪ {〈cr, obj, x〉}
5 from inv-DPPS

5.1∀obji ∈ Accessed(user)(OM)·
ExCompOf(obj) ∩ ExCompOf(obji) = φ)

infer ∃ obj, x : Mode(AM)

AM : AccessModel, AM
′

: AccessModel

· inv-DPPS
′

infer ∃ obj, x : Mode(AM),

AM : AccessModel, AM
′

: AccessModel
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· post-get-access(cr, obj, x, AM,AM
′

)

∧ inv-DPPS
′

This proof obligation states that, whenever the system is insome legal state of

privacy preservation, and the operation’s parameters satisfy its precondition in that

state, there must always be at least one state configuration satisfying the operation’s

postcondition.

6.6.5 Access Control Mechanism

To implement exclusive composition in an access control system, we propose the ac-

cess log mechanism. Through this mechanism, accesses to data objects in an exclusive

composition will be logged. The allocation of access will beconstrained over the

course of time.

The exclusive compositions are defined in pre-conditions ofthe system attributes.

Every time a user makes an access to a data object, the〈user, access, object〉 tuple

is logged. So for any data object, if there is a pre-conditionstating that it should be

accessed only if other data objects in conflict are not already in possession of the user.

The policy then specifies this rule. With the presence of sucha rule, the access control

system then gets the access history of the user, checks it forany violations. Only then

would it grant or deny access.

Data composition can be in a single organisation, when individual data objects in

the data composition are in the same organisation. When the data owner wants his

information units in different organisations to be protected under certain policies, data

composition can be formed by data objects in multiple organisations. So defined policy

rules applies to data composition from more than one organisations.

The authorisation process in the purpose based access control model is illustrated

as follows. When a data user requests to access certain data object, access control is to

be checked first and corresponding data policy, including data owner’s preferences, are

retrieved from privacy management system. Access control is checked based on condi-

tional roles activated, including global and local roles, subjects invoked by those roles

to access data, role-subject mapping. If the request passesthe role check, then data

purposes is to be checked against the access purpose. If access purpose is compliant

with the intended purpose, then conditions are to be checked, including exclusive data

composition of requested data object. If the request passesthis procedure, then access

is granted. Otherwise, access is denied. All data access requests should be logged in

the audit trail.
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6.7 Matching Privacy Policies in a Federation

In a collaborative distributed federation, federated organisations (FOs) can exchange

personal information to automatically authorise data owners without asking them to

submit the same information multiple times. Further, in a federated environment, FOs

may need to access information to perform internal activities, such as evaluation of

the health state of a patient or determination of patient eligibility to a given exam in a

medicalcare environment. We also notice here that sharing information may provide

important benefits to the participants themselves. For example, by sharing medical

records of a patient, a physician may have available all information concerning the

patient and therefore perform a more informed diagnosis.

To enable secure information sharing across FOs, we must assert that the privacy

policies of all the FOs that receive information pertainingto a given individual comply

with privacy preferences of this individual. In a federation system, a compliance check

can be executed between two FOs when one FO (referred to as FO1) requests one

or more personal information units from another FO (referred to as FO2). Instead of

matching policies against data owner preferences, FO2 can more easily verify whether

or not its policies subsume those of FO1. Subsumption reasoning is used on policies

defined over equal or similar class of data in order to determine if they conflict.

To enhance flexibility and facilitate the task of policy specification of FOs, we

consider two different ways of expressing privacy policies: usingpolicy templatesor

specifyingcustomised policies. It is assumed that some policy templates to be pre-

defined and available for privacy policy specification. It isalso assumed that privacy

policy templates to be defined by the FOs as preliminary agreement of possible prac-

tices of the entities. A FO may choose to use one of the available templates or may

specify its own customised privacy policies. Similarly, data owners can specify privacy

requirements according to available specific pre-defined templates, or they can specify

their own requirements.

6.7.1 Policy Templates

As aforementioned, FOs can simplify the task of policy specification by using policy

templates. Each template has a predefined set of values and isstandardised across the

federation. Each FO can choose a templateTi from the set{T1, . . . , Tn} of avail-

able templates. The templates in such set are totally ordered based on the strictness
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Element Value
Purpose current
Access all
Recipient ours
Retention stated-purpose,

legal-requirement

Table 6.1: Exemplar Strict Policy

Element Value
Purpose current, contact
Access all
Recipient ours, same
Retention stated-purpose,

legal-requirement

Table 6.2: Exemplar Moderate Policy

approach that will be followed for data disclosure. Specifically, templates are in de-

scending order, thenTi defines practices that are stricter than those defined by policy

templateTk, if k > i. In other words,Tk subsumesTi. To simplify the process of pol-

icy expression, templates can be used to specify privacy practices for object types, data

compositions, attributes or user credentials. In order forinformation to be released be-

tween two FOs, the associated policies must be compliant. Here, by compliant policies

we mean that if information is being released from FO2 to FO1,then privacy policy

enforced by FO1 should be equal or stricter than the policy applied by FO2.

As suggested by [Lib03], an example of set of policy templates ordered according

the strictness is:{Strict, Cautious, Moderate, Flexible, Casual}. Adopting the notation

adopted by [Lib03] for the P3P syntax, we provide examples ofsuch policy templates

in Tables 6.1, 6.2, 6.3.

The policy illustrated in Table 6.1 is that the data may be used only for the current

activity and cannot be shared with others. ElementRecipientis set toours, meaning

that the owner has full access to data andRetentionelement states that data is kept for

only as long as the purpose required or as mandated by law.

The policy template shown in Table 6.2 is a possible moderatepolicy. It states

that the data it refers to may be used for this activity and canbe shared with others

having the same business practices. ThePurposeelement states that data owner can

be contacted with suggestions concerning processing. As inthe example of Table 6.1,
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Element Value
Purpose current, contact,

other-purpose
Access none
Recipient ours, unrelated,

other-recipient
Retention indefinitely

Table 6.3: Exemplar Casual Policy

data owner has full access to data. Data is kept only as long aspurpose requires or

according to the length mandated by law.

In Table 6.3 a template for a casual policy is given. Such policy is stated as: data

may be used for any activity, as stated by thePurposeelement. This data may be shared

with any unrelated entity irrespective of their policies. Data owner can be contacted

with suggestions concerning processing. Data owner may notbe able to access or cor-

rect data. Finally, as specified by theRetentionelement, data may be kept indefinitely.

If both federated organisations use pre-defined policy templates, policy comparison

is straightforward: pre-defined policy templates are totally sorted based on the require-

ments that need to be met in order to release data. Policy subsumption performs local

matching from the perspective of a federated organisation FO1, which is servicing a

request for an information unitI from another federated organisation FO2. Note that

both organisations are using policy templates totally sorted in descending order, there-

fore,Tk subsumesTi if k > i. Assume that templates{Tk, Ti} represent{Pol1, Pol2}
respectfully, policy subsumption can be performed by checking whetherk > i.

It is important to note that the definition of policy templates is to be agreed upon by

federated organisations. When all entities in a federationuse the policy template ap-

proach, it is simple to perform policy matching. However, policy templates inherently

lack flexibility, and limit the range of preferences and intentions that data owners and

FOs can express.

6.7.2 Customised Privacy Policies

Customised privacy policies are designed by FO or data ownerand can arbitrarily cre-

ate rules that describe how data will be managed. These policies give FOs or data

owners a flexible and expressive method for defining their privacy preferences and
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Element Value
Purpose current, pseudo-

analysis
Access all
Recipient ours
Retention stated-purpose,

legal-requirement

Table 6.4: Exemplar Customised Policy

practices. However, customised policies are more difficultto specify, match and, typi-

cally, to enforce. Moreover, this flexibility increases thedifficulty of policy matching.

It is fair to assume that federated organisations may refer to similar terms with differ-

ent names. In order to determine the relationship between two different terms while

performing local matching, we assume that federated terminology is used.

The framework for performing local matching between customised FO policies is

identical to the method described in Section 6.7.1. However, determining the relative

policy strictness is a more articulated process. To evaluate the relationship between

two given policies,Pol r andPol s, associated respectively with the requester and

the data holder, it is necessary to analyse thepurposesandrecipientsfor all data be-

ing requested fromPol r. Therefore, every data element that is being requested by

holder ofPol r is evaluated to determine whether the requester’s intendeduse of the

data element is subsumed by those inPol s. Eachpurposein Pol r pertaining to this

data element is then examined, checking if it is a subset of the purposes pertaining to

the same data element fromPol s. The same comparisons are then performed for the

retentionandrecipientelements of the policies. Comparison of purposes, recipients,

and retentions are based on the semantic hierarchical nature of our data composition.

Finally, if the purposes, retentions, and recipients of therequesting policy are all sub-

sumed by the servicing policy, a positive result is returned. Otherwise the result is

negative.

An example of a possible customised policy is specified in Table 6.4, which can not

be expressed following policy template approach. The policy states that data may be

used only for this activity and cannot be shared with others.Statistical records may be

kept only with identifying information removed. Data is kept only as long as purpose

required or as mandated by law.
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6.8 Chapter Summary

This chapter described our design considerations for privacy protection in distributed

collaborative environments. Two design considerations were provided. The first one is

to ensure that personal information is accessed from two or more parties only if agreed

privacy policies and privacy preferences are satisfied. Thesecond consideration is to

facilitate privacy policies matching and privacy preference compliance.

The entities of the model were analysed according to the requirements in dis-

tributed environment. The purpose based access control approach is revised for dis-

tributed environment. With these analyses, data composition is proposed, and privacy

policies matching method is also provided.



Chapter 7

Conclusions

This thesis presents the purpose-based access control method, which was designed to

improve requirements analysis for the development of privacy protection approach.

This work was motivated by the fact that access control policy specification was with-

out systematic procedural support, resulting in systems that are vulnerable to privacy

breaches. Additionally, policy specification was isolatedfrom requirements analysis

for privacy protection approach design. This could lead to access policies that are

not in compliance with privacy requirements. The purpose-based access control ap-

proach integrates policy specification into privacy protection approaches. It provides

prescriptive procedural guidance and support for specifying access control policies

from privacy requirements.

The research reported in this thesis was developed while performing analysis on

privacy protection approaches. The privacy protection approach was developed by

integrating policy specification and requirements analysis. Through this process, a

purpose based access control method was designed and specified. This approach is also

used for the analysis of design considerations for privacy preservation in distributed

collaborative environments.

The chapter is organised as follows: Section 7.1 provides a synopsis of each chap-

ter; Section 7.2 summarises the contributions of this work;Section 7.3 discusses plans

for future work; and Section 7.4 concludes the thesis.

7.1 Chapter Synopsis

Chapter 1 introduced and articulated the problem addressedin this work. Specifying

complete and correct policies that control users’ access toa system and its resource

150
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is important for the protection of data privacy in information system. Traditionally,

the access control policies specification lacked systematic support and was isolated

from requirements analysis, resulting in access policies that are not compliant with

privacy requirements. This misalignment between privacy requirements and practices

motivated the research presented in this thesis, a systematic method for specifying

privacy requirements for information system.

Chapter 2 provided an overview of related work in privacy preservation, and Chap-

ter 3 presented privacy protection approach specifications. This positioned the work

presented in this thesis. It illustrated the motivations for integrating the privacy pro-

tection approach and specification, and argued the necessity for purpose based access

control approach. The purpose based access control approach builds upon this prior

work by integrating policy specification and requirements analysis, and integrating the

concept of purpose into privacy protection approach.

Chapter 4 detailed the purpose based access control method.The entities, the re-

lationships, and privacy requirements in a single organisation were presented using

VDM. It outlined the basic framework of our privacy preserving access control model,

and presented essential concepts, definitions of the main entities, and formal specifica-

tions of mapping functions and access granting rules. To complete the access control

method, specifications of operations and their proof obligations have also been inves-

tigated.

Chapter 5 illustrated the use of formal specification in the development of a pri-

vacy preserving personal information management system ina medical care scenario.

The basic problem analysis was provided in that the scenariois simplified and part of

personal data processing was specified. It provided a good indication of how formal

specification techniques could be integrated into traditional requirements analysis ap-

proach, and showed how an initial specification can be formedand then manipulated

in a rigorous way through the careful introduction of designdetail in the form of data

structure and operations.

Chapter 6 analysed design considerations for privacy preservation in distributed

collaborative environments. Two design considerations are presented: (1) data compo-

sition was proposed to ensure that personal information is accessed from two or more

parties only if agreed privacy policies and privacy preferences are satisfied, and (2)

policy subsumption mechanism was used to facilitate privacy policies matching and

privacy preference compliance among distributed collaborative organisations.
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7.2 Summary of Major Results

This section reviews the major results of the work presentedin this thesis. The se-

quence of the results presented in the following sections isbased on the order they

appeared in the thesis and does not imply any ranking of importance.

7.2.1 Identification of Purpose Based Access Control

An important contribution of the thesis is the identification of the limitations of ex-

isting approaches in supporting data owners to achieve better privacy preservation in

data sharing computing environments and our proposal of purpose based access con-

trol method. In particular, the thesis presented the following results concerning the

identification of purpose based access control method for privacy preservation:

• Investigated a number of approaches to privacy preservation that have taken

access control mechanism for privacy preservation, and showed that these ap-

proaches failed to enable users to efficiently and effectively adjust the level of

openness according to their changing desire for privacy in different situations.

• Studied work on privacy policies for privacy preservation,demonstrated that pri-

vacy preservation is not about setting rules and enforcing them but rather should

also taking data owners’ preferences into account, and showed that existing pri-

vacy preserving approaches failed to express privacy requirements from data

owner’s perspective.

• Combined the analysis on general privacy preserving guidelines and privacy

policies to demonstrate that privacy requirements concernmore about the pur-

poses that a data object is used for, rather than the actions that users perform

on the data object, so the notion of purpose should play a major role in access

control methods for privacy preservation.

• Motivated the need for purpose based access control method for privacy preser-

vation and defined the desired end result of privacy preservation as “to ensure

that a data object is used only for its intended usage, the access purpose should

be compliant with the data object’s intended purpose”.
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7.2.2 Purpose Based Access Control Method for Privacy Preserva-

tion

The second major contribution of this work is the introduction of the purpose based

access control method for privacy preservation in a intra-organisational case, which is

comprised of:

• a process description that details the steps for privacy requirements analysis;

• a complete model that details entities, relationships, andprivacy requirements;

• a specification mechanism for privacy property analysis andproof obligations.

Privacy protection specification is typically isolated from requirements analysis.

It is often conducted without methodological support or systematic guidance. The

purpose based access control method and its specification offers two main advantages

not currently available:

• integrating specification with requirements analysis for privacy protection ap-

proach design;

• specification mechanism for privacy property analysis and verification.

The development scheme introduced in the thesis that integrates policy specifi-

cation with requirements analysis is significant. By integrating policy specification

with privacy protection approach, purpose based access control method provides a

basic framework for ensuring compliance between privacy requirements and data pro-

cessing practices. The impact of this compliance is significant. One of the problems

that plague organisations is the degree of confidence they have in claiming that their

information systems are enforcing privacy policies. This problem also hampers the

acceptance of information technology due to the lack of trust from data owners on

information processing organisations.

The purpose based access control method is a promising step in the right direction

towards gaining data owners’ trust and improving their confidence in the disclosure of

their personal information. The results concerning the purpose based access control

method consist of:

• First, access control policies were derived from basic privacy requirements, high

level security and privacy policies, and data owners’ preferences on the usage
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of their private information. Because privacy requirements come from these

sources, this development scheme helps ensure that a data processing system is

actually enforcing privacy policies and privacy preferences.

• Second, the entities in the purpose-based access control model, the invariants

corresponding to the privacy requirements, and the model operations and their

proof obligations were specified. The requirements analysis and specification

is an iterative process. We derive specification from requirements analysis and

approach design, and by clarifying ambiguities in the requirements and resolving

inconsistencies between the requirements and data processing practices, we also

improve requirements and design during privacy protectionspecification,

7.2.3 Design Considerations for Privacy Preservation in Distributed

Collaborative Environments

In this thesis we analysed the further challenges posed by distributed computing en-

vironments on privacy preservation, including information of an individual spanning

over several organisations and thus governed by different privacy policies. The work

reported in this thesis presented the design considerations for privacy preservation in

distributed collaborative environments. The detailed results concerning design consid-

erations in distributed collaborative environments are:

• Data composition was proposed to overcome the limitations of object type in

the purpose based access control approach, ensuring that personal information

is accessed from two or more parties only if agreed privacy policies and privacy

preferences are satisfied. When a data owner’s information spans more than one

organisation, simply restricting accesses to data objectsby separate policies in

different organisations and returning results on policy satisfaction, cannot guar-

antee the prevention of accesses to certain combinations ofdata objects. Ex-

clusive compositions were defined as data compositions thathold data objects

exclusive to each other, and were used to prevent accesses tocertain data object

combinations.

• Policy subsumption mechanism was proposed for facilitating privacy policies

matching and privacy preference compliance among distributed collaborative or-

ganisations. To enable information sharing across collaborative organisations,

the privacy policies of all organisations that receive information pertaining to a
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given individual should comply with privacy preferences ofthe individual. The

checking mechanisms for privacy policies matching and privacy preference com-

pliance were defined for privacy requirements expressed using policy templates

or customised policies.

7.3 Future Work

The work presented in this thesis addresses some of the fundamental problems with

privacy protection approach specification; however, our approach does have its limi-

tations, and work remains to be done in these areas. This section discusses some of

the main limitations of the purpose based access control approach and provides an

overview of areas of future interest and work.

7.3.1 Improving the Purpose Based Access Control Method

The main limitations of the purpose based access control method are:

• obligation has not been investigated in privacy protectionapproach;

• the method does not provide much support for role assignments for distributed

environment; and

• formal analysis of the policy subsumption mechanism is not available at this

time.

The first area for future work involves extensions to the purpose based access con-

trol method. Plans for extending purpose based access control method can be sum-

marised as pursuing the following directions:

• investigate other entities for privacy protection approach, such as obligation;

• analyse design consideration on role assignments for distributed environment;

and

• provide formal analysis to policy subsumption mechanism tosupport automatic

reasoning.
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In this thesis, we found role attributes and system attributes were sufficient to rep-

resent the conditions in our analysis. However, we have yet to investigate the other

entity for privacy protection: obligation. Our plans for extending privacy protection

approach include investigating this entity.

Role-based access control (RBAC) is widely used in many applications to simplify

authorisation management. Defining roles for a complex organisation can be very

complex. Although purpose based access control approach supports role assignment

management in intra-organisational case, it does not provide much support on role

assignments in distributed environments. Role definition and management should be

part of the purpose based access control method for distributed privacy protection. A

structured role assignment management is needed.

The work presented in this thesis focuses on the identification and specification of

privacy requirements for information systems. The supportfor automatic reasoning of

policy matching and preference compliance is still limited. For example, the policy

subsumption mechanisms can only match template policies. Additionally, to evalu-

ate whether distributed privacy protection approach achieves its goal, we need formal

analysis on the whole approach, including policy matching.Our plan in this direction

is to extend the expressibility of privacy policies, and develop formal algorithms for

automatic policy matching.

The above discussions are aimed at extending the purpose based access control

method to enrich the method and make it more useful. Broader areas of future work

are also under consideration.

7.3.2 Using the Method in Legacy systems

The purpose based access control method can be used during the development of new

data processing systems. However, there are many legacy systems in place in most

organisations and this raises additional questions that must be addressed: Can the pur-

pose based access control method be used as a checking methodto check whether a

legacy system is enforcing the high-level security and privacy policies? Can the pur-

pose based access control approach be used to check whether two legacy systems with

different high-level policies are in compliance with one another? Answers to these

questions have practical significance. For example, when anprivacy act was intro-

duced, organisations being regulated wanted to know whether their legacy systems

were in compliance with the new regulation. In another example, if two organisations
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merge, and both organisations have legacy systems in place that are enforcing differ-

ent policies, can the purpose based access control method help them ensure that their

legacy systems are in compliance with one another? We believe that the subsumption

mechanism support offered by the design considerations forprivacy preservation in

distributed collaborative environments is a promising solution on this matter.

7.4 Concluding Remarks

Privacy has become a growing concern in data sharing computing environments. Peo-

ple selectively disclose private information to get certain services, while at the same

time they want to remain in control of their privacy. Data processing organisations not

only need to follow general guidelines for privacy preservation, they also need to take

into account privacy requirements from data owners’ pointsof view.

Privacy protection approach specification is a complex process and involves ex-

tensive requirements analysis. In this thesis, we presented the purpose based access

control method that provides procedural guidance for this purpose. The purpose based

access control model can be used to implement a privacy-enhancing access control

system, which integrates privacy requirements from data owner’s point of view, and

enforces basic privacy requirements. Additionally, the use of specification in privacy

protection approach design improves the requirements analysis and the compliance

between privacy requirements and data practices by clarifying ambiguities in the re-

quirements. Finally, the design considerations for privacy protection in distributed

collaborative organisations provides a foundation for ongoing research on privacy pro-

tection approaches for distributed environments.



Appendix A

Access Control with Exclusive Data

Compositions

Using exclusive data composition to control access to private information items is well

integrated with purpose based access control method. To analyse exclusive data com-

position, we illustrate the grouping of private information based on information cate-

gories described below as defined in Section 3.2 of [Wor07]:

Physical Contact Information 〈physical/〉: Information such as telephone number or

a delivery address that makes it possible for an individual to be contacted or physically

located.

Online Contact Information 〈online/〉: Information such as email address or home

pages that allows an individual to be contacted or located onthe Internet.

Unique Identifiers: 〈uniqueid/〉 Non-financial and non-government identifiers, gen-

erally issued by a Web site or service in order to uniquely andconsistently identify or

recognise the individual.

Purchase Information 〈purchase/〉: Information actively generated through the pur-

chase of a product or service, including information about the method of payment.

Financial Information 〈financial/〉: Information items about an individual’s finance

situation, including his account status and activity information, such as account bal-

ance, payment or overdraft history, and information about an individual’s purchase or

use of financial instruments, including credit or debit cardinformation.

Computer Information 〈computer/〉: Information items such as the IP address, do-

main name, browser type or operating system that relating tothe computer system that

is being used to access the network by the individual .

Navigation and Click-stream Data 〈navigation/〉: Information such as the referrer
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page and how long users stay on each page that is passively generated by browsing the

Web site.

Interactive Data 〈interactive/〉: Data such as server logs of account activity or queries

to a search engine that is actively generated from or reflecting past interactions with

the target service provider through its site.

Demographic and Socioeconomic Data〈demographic/〉: Data about an individual’s

characteristics, such as gender, age, income, postal code,or geographic region

Content: 〈content/〉 Information, such as the body of an email, bulletin board posts,

or IRC chat transcript that is contained in the body of a communication.

State Management Mechanisms〈state/〉: Information such as HTTP cookies used

for maintaining a stateful session with a user or automatically recognising users who

have visited a particular site or accessed particular content previously.

Political Information 〈political/〉: Information about a user’s religious and political

linkup, such as membership in or affiliation with groups suchas religious organisa-

tions, trade unions, professional associations, or political parties.

Health Information 〈health/〉: Information about an individual’s state of health, in-

cluding physical or mental health, use or inquiry into health care services or products,

or purchase of health care services or products.

Preference Data〈preference/〉: Information about a user’s individual taste, such as

favorite color, musical tastes or hobbies.

Location Data 〈location/〉: Information such as GPS position data that can be used

to determine an individual’s current physical location andtrack them as their location

changes.

Government-issued Identifiers〈government/〉: Identifiers such as a social security

or passport number issued by a government to consistently identify the individual.

Other 〈other-category/〉: Other types of data not covered by the above categories.

It distinguished theComputer, Navigation, Interactive andContent categories.

The Computer category includes information about the user’s computer including IP

address and software configuration, while Navigation data describes actual user be-

havior related to browsing. When an IP address is stored withinformation related to

browsing activity, both the Computer and the Navigation category should be used. In-

teractive Data is data actively solicited to provide some useful services at a site beyond

browsing. Content is information exchanged on a site for thepurposes of communica-

tion.

The categories described in P3P give data owners and their user agents additional
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Categories Description Exclusive
Composition

physical/ Physical Contact In-
formation

ExComp11
ExComp12
ExComp13

online/ Online Contact Infor-
mation

ExComp21
ExComp22
ExComp23

uniqueid/ Unique Identifiers ExComp31
ExComp32
ExComp33

purchase/ Purchase Information ExComp01

financial/ Financial Information ExComp01

computer/ Computer Information Allow01

navigation/ Navigation and Click-
stream Data

Allow02

interactive/ Interactive Data Allow03

demographic/ Demegraphics and So-
cioeconomic Data

ExComp11
ExComp21
ExComp31

content/ Content N/A

state/ State Management
Mechanisms

N/A

political/ Political Information ExComp12
ExComp22
ExComp32

health/ Health Information ExComp13
ExComp23
Excomp33

preference/ Preference Data N/A

location/ Location Data N/A

government/ Government-issued
Identifiers

N/A

other-category/ Other N/A

Table A.1: An Exemplar Definition of Exclusive Data Compositions
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clues as to what type of information is requested from a service. When forming data

compositions using the defined categories, it is important to determine what exclusive

data compositions these groups will be divided into. As the comfort levels of privacy

preserving vary from one person to another, decisions on this would be ideally left to

the data owners. An example of such a partition is given in Table A.1. In this example,

the data owner is willing to let the organisation collect computer information, naviga-

tion and click-stream data, and interactive data regardless of which other categories of

information is required, so these categories are placed into their own exclusive data

composition separately. The data owner would not want any organisation to access

both his purchase information and financial information, but access to any one of these

categories is allowed, therefore his financial informationand purchase information are

placed in the same exclusive data composition. Health information, political informa-

tion, and demographics and socioeconomic data can be collected by an organisation, as

long as he can not be identified. If an organisation can identify the data owner, then it

is allowed to have his physical and online contact information, as well as unique iden-

tifiers. To achieve this, exclusive data composition ExComp11 through to ExComp33

are defined. These exclusive data compositions are added to the health, political and

demographics categories to prevent simultaneous access tothis information with iden-

tifying information. The partition defined above is one possibility, different individual

may have a similar but possibly different decision.

The data composition consisting of exclusive data objects are defined in the pre-

conditions of the system attributes. Every time a user makesan access to a data object,

the 〈user, access, target〉 tuple is logged. So if any data object has a pre-condition

saying that it should be accessed only if some other data objects in conflict are not

already in the possession of the user, the policy would specify this rule. With the

presence of such a rule, the access control system would get the access history of the

user and check it for any violations and only then would it grant or deny access. For

example, the rules for the partitioning above are as follows:

1. Deny access if both physical/ and demographic/ are required

2. Deny access if both physical/ and health/ are required

3. Deny access if both physical/ and political/ are required

4. Deny access if both online/ and demographic/ are required

5. Deny access if both online/ and health/ are required
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6. Deny access if both online/ and political/ are required

7. Deny access if both uniqueid/ and demographic/ are required

8. Deny access if both uniqueid/ and health/ are required

9. Deny access if both uniqueid/ and political/ are required

The following exemplar policy rules would demonstrate the implementation of this

type of control in more details. Consider there are three data objectsname, address,

and phonenumber, suppose that the data owner doesn’t want the pair (name, number)

to be held by any organisation at the same time, then this is written into:

Precondition: exclusive data composition (name, number)

Policy rule for data objectname:

if (user: A, previous action:access, target:number)

because

ExCompOf(number) ∩ ExCompOf(name) = {(name, number)},
then

disallow(user:A, action:access, target:name)

else

allow(user:A, action:access, target:name)

Policy rule for data objectnumber:

if (userA, previous action:access, target:name)

because

ExCompOf(name) ∩ ExCompOf(number) = {(name, number)},
then

disallow(user:A, action:access, target:number)

else

allow(user:A, action:access, target:number)

The condition part in the above implementation may be a composite consisting of

conditions that specify the exclusive data compositions for a particular data object.

The data composition can happen in a single organisation, when individual data

objects or object types in a data composition are in the same organisation, and the

data composition can also be formed by data objects in multiple organisations, when

the data owner wants his information units in different organisations to be protected

under certain policies. So the discussion above can be naturally extended to distributed

scenarios.
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